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Abst r act

Thi s docunent specifies the Digital ldentity Certification for
Personal Media (DI CPM, a protocol for cryptographic certification of
personal nedia, binding nmedia integrity to identity and consent while
enabling verifiable Iicensing terns and revocati on.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 August 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunment must include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction
DI CPM est abl i shes a cryptographically verifiable certification |ayer
bi ndi ng nedi a objects to identity and consent, with support for trust
nmodel s, licensing constraints, and validation.

2. Conventions and Requirenments Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] and [RFC8174] when, and only when, they appear in all
capitals, as shown here.

3. Certificate Data Mbddel

3.1. Canonical Serialization

Al certificate payl oads MJST be serialized using the JSON
Canoni cal i zati on Scheme (RFC 8785) prior to signature generation.

3.2. Normative JSON Structure
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{

"cert_version": "1.0",

"cert_id": "UU Dv4",

"trust_nodel ": "self | del egated | chai ned",

"owner": {
"global id": "D D or UU Dv4",
"public_key": "PEM encoded SubjectPublicKeyl nfo",
"bionetric_hash": "base64url salted irreversible hash"

}

"medi a": {
"medi a_hash": "base64url SHA-256 or SHA-3 digest",
"media_type": "registered nedia type",
"created_at": "1S08601 UTC ti nestanmp"

"l'icense": {
"permtted uses": ["comercial", "journalisni, "educational", "artistic"],
"project _reference": "string",
"excl usive": true,
"territory": "global or ISO country code",
"expiration": "1S08601 UTC timestanp",
"revocation_policy": "URL or blockchain reference”

1

"extensions": {},

"signature": {
"al gorithnt: "Ed25519 | ECDSA-P256 | RSA-2048",
"signed_at": "1S0B601 UTC timestanp”,
"val ue": "base64url signature”

}

}

4. Security Considerations
I mpl enent ati ons SHOULD protect private keys using secure enclaves or
HSMs where avail able. Bionetric hashes MIST be salted and
irreversible, and raw bionetric tenplates MJST NOT be stored.

5. 1 ANA Consi derations

Thi s docunent requests registration of the nedia type "application/
di cpmt+j son".

6. Normative References
[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate

Requi rement Level s", BCP 14, RFC 2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.
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