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Abst r act

The Open Ethics Transparency Protocol (CETP) is an application-Ievel
protocol for publishing and accessing ethical Disclosures of IT
Products and their Conponents. The Protocol is based on HITP
exchange of information about the ethical "postures", provided in an
open and standardi zed format. The scope of the Protocol covers

Di scl osures for systens such as Software as a Service (SaaS)
Applications, Software Applications, Software Conponents, Application
Programm ng Interfaces (APlI), Autonated Decision-Mking (ADV

systens, and systens using Artificial Intelligence (Al). OETP ains
to bring nore transparent, predictable, and safe environnments for the
end-users. The OETP Disclosure Schema is an extensible JSON-based
format.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The Open Ethics Transparency Protocol (CETP or Protocol) describes
the creation and exchange of voluntary ethics Disclosures for IT
products. It is brought as a solution to increase the transparency
of how IT products are built and depl oyed. This docunent provides
details on how di sclosures for data collection and data processing
practice are fornmed, stored, validated, and exchanged in a

st andar di zed and open fornat.

CETP provides facilities for:

*  *|Infornmed consuner choices* : End-users able to nmake infornmed
choi ces based on their own ethical preferences and product
di scl osure.

* *|ndustrial-scale nonitoring* : Discovery of best and worst
practices within market verticals, technol ogy stacks, and product
val ue of ferings.

* *Legal | y-agnostic guidelines* : Suggestions for devel opers and
product -owners, fornulated in factual |anguage, which are |egally-
agnostic and could be easily transforned into product requirenents
and saf eguards.

* *|terative inprovenent* : Digital products, specifically, the ones
powered by artificial intelligence could receive nearly real-tine
f eedback on how their performance and et hical posture could be
i nproved to cover security, privacy, diversity, fairness, power
bal ance, non-di scrimnation, and other requirenents.

* *Labeling and certification* : Mapping to existing and future
regulatory initiatives and standards.

The Open Ethics Transparency Protocol (CETP) is an application-I|eve
protocol for publishing and accessing ethical Disclosures of IT
products and their conponents. The Protocol is based on HITP
exchange of information about the ethical "postures", provided in an
open and standardi zed format. The scope of the Protocol covers
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Di scl osures for systens such as Software as a Service (SaaS)
Applications, Software Applications, Software Components, Application
Programm ng Interfaces (APl), Automated Decisi on-Maki ng (ADM

systens, and systens using Artificial Intelligence (Al). OETP ains
to bring nore transparent, predictable, and safe environnents for the
end-users. The OETP Disclosure Schema is an extensible JSON-based
format.

2. Requirenment Levels

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

3. Term nol ogy

Di scl osure: Disclosure (Ethics Disclosure, or self-disclosure) is
application-specific informati on about the data collection, data
processi ng, and deci si on-nmaki ng practices of a Product, provided
by the Product Vendor (an individual devel oper or an
organi zati on).

Di scl osure Feed: A historical sequence of Disclosures, nmade for a
speci fic Product.

Di sclosure ldentity Provider: The autonmated Disclosure processing is
enabl ed by requests to both the Open Ethics Disclosure database
powered by Disclosure Identity Providers (DI P) and the Product’s
CETP Disclosure file, stored in the product’s website root
foll owi ng CETP specification. DI P serves as a service point to
generate and retrieve generated discl osures.

CETP Di scl osure Schenma: A predefined structure for Disclosure,
supplied in the formof the JSON schema. The current version of
the JSON schenmm is available on G tHub
https://github. com QpenEt hi csAl/ OETP/ t ree/ mai n/ schema
(https://github. com OpenEt hi csAl/ OETP/ tree/ mai n/ schema) and is
visual i zed on https://openethics.ai/oetp/ (https://openethics.ail/
oetp/).

Transparency Manifest: A JSON file, typically named OETP.json or
transparency.json, storing the Disclosure using the defined OETP
Di scl osure Schena.

Vendor: A legal person (an individual devel oper or an organization)
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that owns one or several end-user Products, or acts as a Supplier
and provi des Components for other Vendors.

Integrator: A legal person (an individual devel oper or an
organi zation) that deploys technol ogy-powered services to the end-
users based on Product(s) fromthird-party Vendors.

Product: An IT systemin the formof software, software as a service
system application, software conponent, application progranm ng
interface, or a physically enbodi ed aut omated deci si on- nmaki ng
agent .

Conponent: An I T system supplied by Vendor and integrated/ enbedded
into end-user Products. Conponents thenselves do not necessarily
interface with end-users.

Upst ream Conponent: A Conponent that sends its outputs to the
Product Downstreamin the data processing chain. Disclosure for
the Upstream Conponent is represented as a Child relative to the
Di scl osure node of the Downstream Product.

Downst r eam Conponent: A Conponent that receives inputs fromthe
Conponents Upstreamin the data processing chain. Disclosure for
t he Downstream Conponent is represented as a Parent relative to
the Di scl osure node of the Upstream Conponent.

Aut omat ed Deci si on- Maki ng (ADM : Automat ed deci sion-making is the
process of making a decision by autonated nmeans wi thout any human
i nvol venent. These deci sions can be based on factual data, as
well as on digitally created profiles or inferred data.

Validation: A sequence of automated software-based checks to contro
validity and security elements in the OETP Di scl osure.

Auditor: A third-party |egal person trusted to perform Verification
checks and to issue Verification Proofs.

Auditing software: An automated software-based tool authorized to
perform Verification checks and to issue Verification Proofs.

Verification: A procedure to control the correspondence of the
el ements in the OETP Disclosure and the actual data processing and
data collection practices of the Vendors.

Verification Proof: A result of the formal D sclosure Verification
procedure presented to a requestor.

Chaining: A process of conbining Disclosures of individua
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Conponents into a conposite high-level Disclosure for a Product.

Label : User-facing graphical illustrations and textual descriptions
of the Product that facilitate understandi ng of the val ues and
ri sks the Product carries.

4. Protocol Mbdel

The Disclosure creation and delivery consist of the two parts,
starting from (1) the subm ssion of the Disclosure form chaining of
the Suppliers’ Disclosures, Signature of the disclosed informtion,
and the delivery part (11) that first checks that the Disclosure is
Valid, and then that the information specified init is Verified by
the third-parties. Figure 4 shows disclosure creation steps.

4.1. Creation of Disclosure

The initial Disclosure is created by filling out a standardi zed

di sclosure form (for exanple, see 1. https://openethics.ail/label/
(https://openethics.ai/label/)). A Vendor representative, a Product
Omner, or a Devel oper, MJST submt data-processing and dat a-
collection information about the Product. The information about the
end-point URL, as well as a contact enmail address, MJST be specifi ed.
Di scl osure MAY also be created in a fully automated way as a part of
the CI/CD DevOps pipeline. Figure 5 shows basic disclosure

submi ssi on process.

4.1.1. Cryptographic Signature

The Disclosure is organi zed into a predefined data schema and MJST be
cryptographically signed by the Signhature Generator (Open Ethics or
federated providers) using standard SHA3-512 hash i npl enentati on

The integrity hash MJUST be appended to a disclosure as the

CETP. schema. integrity el enent.

4.1.2. |Inmutabl e Storage

Both the signature integrity hash and the D scl osure SHOULD be stored
in the log-centric root database and MAY be mirrored by other
di stributed databases for redundancy and safety.

4.1.3. Visual Labeling

Open Ethics Label SHOULD be automatically generated by mirroring the
submitted Disclosure into a set of graphical icons and sinple human-
readabl e descriptions. Additional Labels MAY be generated foll ow ng
successful third-party Verification and by napping the regul atory
requirenents to Verified Disclosures.
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4.

4.

4.

2

2

2

Access to Disclosure
1. Initial Request to a Disclosure file

The nost recent OETP file SHOULD be stored in the root of the
Product’s specified end-point URL, allowi ng requests to the CETP file
fromthird-party domains. Wen establishing a Vendor rel ationship,
the Integrator or a downstream Vendor MAY exani ne the Disclosure for
their Conponents using the followi ng HTTP request: GET
https://testexanpl e.com oetp.json, where _testexanple.com is the URL
of the Supplier’s end-point.

2. Access to Visual Trust Labels

A Vendor SHOULD pl ace a visual Label generated as a result of the

Di scl osure process in the Product infornmational materials (for
exanpl e Marketing Materials, User Cuides, Safety Instructions,
Privacy Policy, Terms of Service, etc). The Label reflects the
content of the Disclosure and SHOULD be di splayed in any digita
medi a by enbeddi ng a software widget. Visual labels in the print
medi a SHOULD carry a visually distinguishable Integrity signature to
enabl e manual Validation by the User.

4.2.3. Requirenments for placenent of Integrity Signature in Visua

4.

2

Label

* *labels in the online digital media* MJUST be generated
automatically based on the content of the Disclosure and MJST
contain a URL allowing to check the conplete Integrity hash and
explore nore detailed information about the D sclosure.

* *labels in the offline nedia* MJST be generated automatically
based on the content of the Disclosure and should carry the first
10 digits of the corresponding Integrity hash

4. Conformity assessnment marks

Based on the Verification performed for the OETP Disclosure file, the
| abel s MAY include Conformty assessnent marks, Certification marks,
as well as marks show ng adherence to certain standards. These narks
MAY be generated and di spl ayed autonmatically based on the
Verification Proofs.
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4.2.5. Accessibility considerations

Accessibility of the Labels for the visually inpaired Users SHOULD be
consi dered. The OETP Processing system MJUST provi de alternative
forns of the Label so that text-to-speech tools could be used to
narrate the Label without the |ost of neaning.

1) A Label MJST contain a title. Title could be either marked by the
aria-label attribute for the narration software or be | abel ed by

anot her content tag(s) present via aria-|labelledby attribute,
pointing to the 1 D(s) describing the | abel content.

<l-- Open Ethics Label snippet: visible content -->
<a href="https://openethics.ai/label" target="_bl ank">
<div id="label" aria-|abel ="Cpen Ethics Label">
<ing src="/src/inmges/ Open Ethics | ogo.svg" class="oesign svg" height="30" alt
="Open Ethics Logo" role="ing" aria-hidden="true">
<!-- Dynami c Content of the Open Ethics Label goes here -->
</ div>
</ a>

Figure 1: Exanpl e Label Snippet Content

2) Every icon that is present in the visual Label MJST contain a
title, describing the property illustrated by the icon. A nore

ext ended description MAY be provi ded when necessary. The follow ng
patterns are suggested:

* Pattern for imges enbedded using SVG tags: <ing> + role="ing" +
alt="[title text here]" OR <ing> + role="ing" + aria-label="[title
text here]"

* Pattern for imges enbedded using | M5 tags: <svg> + role="inmg" +
<title> + <desc> + aria-|abelledby="[1D"

<svg w dt h="16" hei ght="16" viewBox="0 0 16 16" fill="none" xm ns="http://ww. w3. org/ 2
000/ svg" role="inmg" aria-I|abell edby="i conQpenSour ceCodeTitl e i conOpenSour ceCodeDescriptio
n">

<title id="iconOpenSourceCodeTitle">Al gorithnms and code |ibraries: Open Source Code</t
itle>

<desc id="iconOpenSour ceCodeDescri ption">This product/conponent has disclosed that it
mai nl y uses the Open Source Code as a part of its codebase. </ desc>

<circle cx="8" cy="8" r="7" fill ="#FFFFFF" cl ass="brandi ng-accent" />

<path d="ML0. 56 4.83221C9. 70667 4.08053 8.64 3.75839 7.46667 3.97315C5.44 4.18792 3.84

6. 01342 3.84 8.16107V8. 26845C3. 84 8.37584 3.84 8.48322 3.84 8.5906C3. 94666 9.98658 4.8 1
1.1678 6.08 11.9195C6.4 11.1678 6.61333 10.5235 6.82667 9.87919C6. 18667 9. 44966 5. 86667 8
. 80537 5.86667 8.05369C5. 86667 7.51678 6.08 7.08725 6.4 6.7651C7. 14667 6.01342 8.21333 5.
79866 9.06667 6.33557C9.81333 6. 7651 10.1333 7.51678 10. 1333 8. 37584C10. 0267 9. 02013 9.70
667 9.55704 9.17333 9.87919C9. 38667 10.5235 9.70667 11.1678 9.92 11.9195C10. 4533 11. 5973
10.9867 11.1678 11.4133 10.6309C12. 0533 9.77181 12.2667 8.69798 12.16 7.62416C12.0533 6.5
5033 11.52 5.47651 10.56 4.83221Z7" fill="#333333" cl ass="brandi ng-nai n" />

<path d="MB 0C3.62667 0 0 3.54362 0 7.94631C0 12.349 3.62667 16 8 16Cl2.3733 16 16 12
4564 16 7.94631C16 3.43624 12.3733 0 8 0ZMD. 92 12.8859C9. 81333 12.8859 9. 70667 12.9933 9
49333 12.8859C9. 38667 12.8859 9.28 12.7785 9.17333 12.5638L8. 10667 9.77181C8. 10667 9.5570
5 8.21333 9.34228 8.42667 9.2349C8. 85333 9. 02013 9. 06667 8.80537 9.17333 8.37584(C9. 17333
8.05369 9.17333 7.73154 8.96 7.51678C8. 74667 7.19463 8. 42667 6.97987 8. 10667 6.97987C7. 46
667 6.97987 6.93333 7.30201 6.93333 7.94631C6. 82667 8.48322 7.04 8.91275 7.57333 9. 2349C7
. 89333 9. 34228 8 9.55705 7.89333 9.87919L6. 82667 12.6711C6. 72 12.8859 6.61333 12.8859 6.6
1333 12.9933C6. 61333 12.9933 6.50667 12.9933 6.4 12.9933C6. 29333 12.9933 6.29333 12.9933
6.18667 12.9933C5.01333 12.5638 4.05333 11.7047 3.52 10.5235C2.98667 9.55705 2.88 8.80537

2.88 8.37584V8. 26846C2. 88 5.58389 4.8 3.43624 7.36 3.11409C10. 1333 2. 68456 12.5867 4.617
45 13.12 7.30201C13.5467 9.66443 12.2667 12.0268 9.92 12.8859Z7" fill ="#333333" class="bra



ndi ng- mai n" />
</ svg>

Figure 2: Exanple of the SVGicon with ARIA attributes for
Accessibility
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Verification and Validation of Disclosure
1. Automated Disclosure processing

The automated Di scl osure processing is enabled by requests to both
the OQpen Ethics Disclosure database powered by Disclosure Identity
Providers and the Product’s CETP Disclosure file.

To allow efficient decentralization and access to the discl osures of
aut ononous systens, such as Al systens powered by trained machine

| earni ng nodel s, the vendor (or a devel oper) MJST send requests to a
Di sclosure Identity Provider. Disclosures MAY be resol ved using
URIs. To satisfy the nmentioned requirenents for disclosure RI, it is
proposed in [OETP-RI] to use the follow ng formats:

* oetp://<hash> - Here integrity <hash> is the SHA3-512 generated
during the disclosure process.

* oetp://<conponent >@al i as>[: <di scl osure>] - Here <conponent> is
the 1D assigned via Disclosure Identity Provider under its <alias>
during the first disclosure.

* oetp://<domai n>[: <disclosure>] - For verified domains (Donain
Val idation), disclosure could be accessed using product’s <domai n>
i nstead of <conponent>@alias>.)

2. Validation of Vendor’s Discl osures

The OETP Processing system MUST conpare integrity hashes in the Open
Et hi cs Di scl osure database and entries that arrive as a result of the
Di scl osure Request response.

3. Verification of Vendor’s Di scl osures

Every di scl osure SHOULD be checked for the existence of the external
Verification fromAuditors for the entire D sclosures or one of the
Di scl osure el enents.

4. Progressive Verification

To raise a level of trust in a Disclosure, a Vendor MAY decide to
opt-in for a third-party Disclosure Verification. OETP suggests a
Progressive Verification scheme where nultiple independent external
Verification Proofs COULD be issued by third parties to confirmthe
informati on specified in the Disclosure.

The Progressive Verification applies to a whole Disclosure, or to
specific elenments of the Disclosure.
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Fi gure 6 displays a general schene for Disclosure requests and
r esponses.

The foll owi ng el enents MAY serve as sources for various kinds of
Verification proofs: * Qualified Auditor reports * Qualified Vendor
of Auditing software tests * Certification Authority assessnents *
Conformity assessnents * User Feedback * Market Brokers * Real-tine
Loggers

4.4. End-to-end transparency and formation of the conposite Disclosure
The I T industry is getting nore mature with Vendors beconi ng nore
speci alized. Surface-level transparency is not sufficient as supply
chains are becom ng nore conpl ex and distributed across various

Conponents. The followi ng steps MJIST be satisfied for the end-to-end
transparency:

4.4.1. Open Supplier Policy
Every Integrator or a Vendor SHOULD di scl ose the information about
their Suppliers (sub-processing Vendors), indicating the scope of the
data processing in the Conponents they provide.
If the Supplier information is not provided, D sclosure SHOULD
contain information that a Vendor (Integrator) has not provided
Supplier information

4.4.1.1. First-party Conponents
For greater transparency, Vendors nay decide to reveal Conponents
even if they originate fromthenselves (first-party Conponents). For
the first-party Conmponent, the Supplier identity information SHOULD
NOT be provi ded because it was already disclosed earlier
Required: (Section 4.4.1.3.2) only

4.4.1.2. Third-party Conponents
When di scl osi ng Conponents originating fromthe third-party Vendors
SHOULD provide both the Supplier identity informati on and Conponent
i nformation
Required: (Section 4.4.1.3.1, Section 4.4.1.3.2)

4.4.1.3. Elenments of Supplier disclosure
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4.4.1.3.1. Supplier identity
* Vendor Nane
*  Vendor URL
*  Vendor ID
* Vendor DPO Contact Email
4.4.1.3.2. Conponent information
* Conponent Scope of use
* Personal Data Being Processed by Conponent
* |s a Safety Conponent (YES)/(NO
*  Conponent URL (if different fromthe Vendor URL)

* Conponent Disclosure URL (if different fromthe default Conponent
URL/ oet p. j son)

* Conponent DPO Contact (if different from Vendor DPO Contact Enail)
4.4.2. Request for Supplier’s Disclosures

The OETP Processing system MUST send GET requests to the URLs of each
Conponent to obtain their Disclosures. Based on the response to each
Di scl osure request, the OETP Processing system MJUST specify which
Conponents have Di scl osures and whi ch don’t have Di scl osures.

Figure 7 shows the process of how Discl osure Chaining requests and
responses happen.

4.4.3. Disclosure Chaining

The sane Request-response operation applies recursively for
Conponents of the Conponents, for the Conponents of the Conponents of
the Conponents, etc. It is proposed to viewthe supply chain as a
tree-like hierarchical data structure, where the information about
Conponents is assenbl ed using Level Order Tree Traversal algorithm

In this tree: * Node is a structure that contains the Conponent’s

Di sclosure; * Root is the top Node representing a Product’s

Di scl osure information; * Edge is the connection between one Node and
anot her, representing the scope of the Data Processing by the
Component .
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Fi gure 8 displays the order of the Disclosure Chaining with Level
Order Tree Traversal algorithm

4.4.4. Ceneration of the Conposite Disclosure

The current consensus fromthe user & devel oper community suggests
that Conposite Disclosure should follow The "Wakest Link" nodel.
According to this nodel, the risk that the Product is carrying should
not be considered any |less than the risk for each of the Conponents.
A simlar approach in dealing with software |icenses has been
successful by allowing to generate Software Bills of Mterials
(SBOVE) by providing package information in the [SPDX] files.

Formal ly this approach could be illustrated with the use of a
conjunction table for risk nodeling (see Table 1). The Truth
Tabl e for Logical AND operator bel ow takes one risk factor and
eval uates risk outcomes as H gh (H or Low (L) for hypothetical
Di scl osure options of the Product(P) and its Conponent (C).

| Disclosed risk of P | Disclosed risk of C| Composite P & C |
[ gt ————————— Ll —p—————————————— Llpp—p—p—p—_———————————
I L I L I L I
. . e m e e +
I L I H I *H I
o e e e e e a e oo o e e e e e a e oo o e e e e e o +
I H I L I *H I
o e e e m oo oo o e e e m oo oo R +
I H I H I *H I
. . e m e e +

Table 1: Conjunction Table for R sk Modeling
Further evaluation of this approach is required.

5. Exanple OETP Disclosure File
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"schema": {
"name": "QOpen Ethics Transparency Protocol ",
"version": "0.9.3 RFC',
"integrity": "156d624b8f 2dbea87128a2147f 255842652475¢5dc595¢c79f 64c90c7f f 486d59
007c3e18c993e3163395812e26b70ea70df c413f 7cal28869d115f 12e5699bf 2"

}

napshot": {
"product”: {
"url": "testexanple.cont,
"description": ""
},
"timestanp": 1608273946,
"generator":
"name": "QOpen Ethics",
"alias": "oe",
"type": "root",
"website": "https://openethics.ai"
1
"l abel ": {
"data": {
"type": "open",
"practice": ""
},
"source": {
"type": "open",
"practice": ""
1
"decision": {
"type": "restricted",
"practice": ""

Fi gure 3: Exanple OETP Disclosure File
6. Security Considerations
6.1. Response content

CETP exchanges data using JSON [ RFC8259] which is a |ightweight data-
i nterchange format. A JSON-based application can be attacked in
mul ti pl e ways such as sending data in an inproper format or enbeddi ng
attack vectors in the data. It is inportant for any application
using JSON format to validate the i nputs before being processed. To
mtigate this attack type, the JSON Key Profile is provided for OETP
responses.
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6

6

2

3.

Spoofing

CETP Processors should be aware of the potential for spoofing attacks
where the attacker publishes an OETP disclosure with the

CETP. snapshot val ue from anot her product, or, perhaps with an

out dat ed CETP. snapshot.| abel elenent. For exanple, an CETP Processor
coul d suppress the display of falsified entries by conparing the
snapshot integrity fromthe subm ssion database and a cal cul at ed hash
for the OETP.snapshot object. |In that situation, the OETP Processor
m ght al so take steps to determ ne whether the disclosures originated
fromthe sane publisher require further investigation of the

Di scl osure Feed and alert the downstream OETP Processors.

Fal sification

Di shonest or falsified Disclosures is a problemthat is hard to
address generally. The approach to it is public control and
systematic checks. Vendors or user-facing applications and services
could further raise the level of trust in their D sclosures by

i npl ementing programmatic control scoring nmechani snms, as well as the
external verification by trusted Auditors.

I ANA Consi derations

Di scl osures MAY be resolved using their URIs. To allow this
requirenent, the oetp:// URl schene should be registered with | ANA

Areas for Future Study

The following topics not addressed in this version of the docunent
are possible areas for the future study:

* Extensibility of the OETP Di scl osure Schema

* Eval uate other nethods of Ceneration of the Conposite Disclosure
based on the Disclosure Tree

* Di scl osure Chai ning mechani snms and vari ous use-cases.
* Typical scenarios and tenplates for Disclosure subm ssions.

* Mapping of the regulatory requirenments and future Disclosure
el ement s.

* Standardi zing Privacy Disclosure and PIl data-collection
practi ces.
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* Enhancing Label accessibility with ARIA WBC Reconmendati on and
ot her approaches.

* Use of the OETP Disclosure in the ADM explainability (XAl).

* Disclosure Schenmas for famlies of "Generative A" technol ogies
such as Generative Adversarial Networks (GANs), Variational
Aut oencoders (VAEs), Conditional Variational Autoencoders (CVAES),
Attention Mechani sms, Transformer-based Mdels.

* |Interoperability of the agentic disclosure and the Mddel Context
Pr ot ocol (MCP)
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Appendi x A.  Appendi X
A. 1. Figures

D agrams could be built from code using the below *. pum files
automatically using PlantUML (https://plantum .conl).
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1. Creation of Disclosure

@t art uni

title Disclosure Creation Process
ski npar am r oundCor ner 15

actor "Supplier A" as SA
actor "Supplier B" as SB
actor Vendor as V

conponent "Conmponent A" as CA
conponent "Conponent B" as CB
file "Disclosure A" as DA

file "Disclosure B" as DB

file "Conposite Disclosure" as D

V-right->(Creation):disclose
SA- up- >CA

SB- up- >CB

CA- up- >DA

CB- up->DB

DA- up- >( Chai ni ng)

DB- up- >( Chai ni ng)
(Creation)->(Chaining)

(Chai ni ng) ->(Val i dati on)
(Vvalidation)->(Verification)
(Verification)->D

@ndum

Figure 4: Creation of the D sclosure

2. Basic D sclosure Subm ssion
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@&tartuni
title Basic D sclosure Subm ssion

ski npar am r oundCor ner 15
aut onunber

actor Vendor

dat abase "Disclosure lIdentity Provider" as ID
control "Signature Generator” as SIG

dat abase "Federated ldentity Provider" as DS

Vendor -> ID: Request with Disclosure payl oad
ID->1D: Validate input
ID-> SIG Structured Data, Initialized

ID <-- SIG SHA3-512 integrity hash
group Distributed lIdentity Storage
DIS <-- SIG SHA3-512 integrity hash
end
ID->1D: Log CETP file and a corresponding intgrity hash
Vendor <-- ID: CETP Disclosure File
@ndum

Fi gure 5: Basic Disclosure Subnission

A.1.3. Progressive Verification Schene for Disclosures
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@tartumn
title Progressive Verification with nmultiple Auditors

ski npar am r oundCor ner 15

aut onunber

actor User

User -> Vendor: Disclosure Request
User <-- Vendor: CETP Disclosure File

dat abase "Disclosure ldentity Provider" as ID
User -> ID Disclosure Validation and Verification Request
group Progressive Disclosure Verification
ID->1D: Retrieve and Conpare Disclosure Integrity
ID-> "Auditor 1": Disclosure Verification Request
ID <-- "Auditor 1": Verification Proof 1
ID-> "Auditor N': Disclosure Verification Request
ID <-- "Auditor N': Verification Proof N
end
User <-- ID: Verification response
User -> Vendor: Service Request
User <-- Vendor: Service Response
@ndum
Figure 6: Progressive Verification Schene for Disclosures

A.1.4. Disclosure Chaining: Request-Response
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@tartuni
title D sclosure Chaining: Request-Response

start
repeat
: Request Conponent’s Discl osure;
if (Disclosure Obtained?) then (yes)
:Val idate Disclosure;
:Verify Disclosure;
: Chain Discl osure;
:Obtain list of Child Conponents;
if (Supplier information exists?) then (yes)
:Update Tree with (yet)
Unchai ned Di scl osures;
el se (no)
#Gol d: **Al ert** "Vendor has not provided
Supplier information";
endi f
el se (no)
#pink: **Al ert** "Vendor has not provided
any Discl osure";
st op
endi f
repeat while (Unchained Disclosures in the Disclosure Tree?) is (yes) not (no)
:**Cenerate**
Conposite Discl osure;
#pal egreen: **Di spl ay** Label for "Conposite Disclosure”;
st op

@ndum
Figure 7: Disclosure Chaining: Request-Response

A.1.5. Disclosure Chaining: Level Oder Traversal
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@t art m ndmap
title Disclosure Chaining: Level Order Traversa

ski npar am r oundCor ner 15
* Root (Product)
* 1 (Conponent)
* 3 (Component)
* 7 (Component)
* 4 (Conponent)
* 2 (Conponent)
* 5 (Conponent)
* 8 (Conmponent)
* 9 (Component)
* 6 (Component)
@ndm ndmap

Figure 8: Disclosure Chaining: Level Oder Traversa
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