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Abst ract

BMP (BGP Monitoring Protocol) is perfectly suited for real-tinme
consunption but less ideal in stream processing and off-wire

hi storical scenarios. The issue is that the necessary infornmation to
produce a conplete view and enabling correct processing of al
messages in the stream is only sent out at the beginning of the BWP
session. This docunent introduces the concept of BMP Snapshots,
enabling BMP stations to synchronize md-stream and, providing the
basis for self-contained, tine-binned archiving of BMP data.
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1.

I nt roducti on

BMP (BGP Monitoring Protocol) is perfectly suited for real-time
consunption but less ideal in stream processing and off-wire

hi storical scenarios. The issue is that the necessary infornmation to
produce a conplete view and enabling correct processing of al
messages in the stream is only sent out at the beginning of the BWP
session. This docunent introduces the concept of BMP Snapshots,
enabling BMP stations to synchronize md-stream and, providing the
basis for self-contained, tine-binned archiving of BMP data.

At the very start of a BMP session, two types of information are sent
fromexporter to monitor. Firstly, session state, describing al

est abli shed BGP sessions on the nonitored router. Secondly, the RIB
contents, i.e. all the routes the nonitored router has |earned thus
far. Mssing either of these cause different problens: the session
state contains informati on (Capabilities in the BGP Open nessages,
encapsul ated in the Peer Up Notification) crucial to correctly parse
messages in the stream and the RIB contents represent the starting
state to apply deltas (BGP Updates encapsul ated in Route Monitoring
messages) in the BMP streamto. In order to construct a conplete and
correct view of the network, one can not rely on those deltas al one.
Wil e constructing the state purely on deltas mght, eventually, get
close to the 'actual’ state of the network, there is no control over
how | ong one is working with an incorrect state, nor is there any
guarantee that it ever will be correct.

There is no mechanismin BMP to facilitate the synchronisation of
either the session state or the RIB contents mid-stream Statel ess
Parsing TLVs [I-D.ietf-growbnp-tlv] could provide the required
parsing information, but there is no guarantee these are present and
even if they are, they do not cover for all the m ssing session

i nformati on.
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Thi s docunent introduces Snapshots, enabling synchronisation of both
BGP session information and RIB contents anywhere in a BMP session
A Snapshot is not one single nessage, but a collection of nessages,
all containing a Snapshot Id TLV (introduced in this docunent)
carrying the same Snapshot Id. The session state and RIB contents
are carried in Peer Up Notification nmessages and Route Monitoring
messages, respectively, exactly like the initial synchronisation upon
est abli shnent of a new BMP session. In addition to the Peer Up
Notification and Route Mnitoring nessages, two Snapshot Messages
(introduced in this docunent) are included in a Snapshot. One
preceding all the other nessages, signalling the start of the
Snapshot and optionally containing TLVs carrying netadata about the
Snapshot. And one Snapshot Message at the very end, signalling the
end of the Snapshot, again optionally containing TLVs carrying

met adata. These TLVs are described in Section 4. 3.

1.1. Exporter vs Station

The new concepts described in this document are not restricted to
either the BMP exporter or the BWMP station, as all newy introduced
pi eces are in-protocol and do not rely on any specific characteristic
of either exporter or station. However, as the process of enmtting a
Snapshot can presumably be expensive, it is not to be expected that
BMP exporter inplenentations on routers will support the concepts
introduced in this docunent. A BMP station on the other hand, likely
has nore resources available and will have received all the necessary
information (in ternms of session state and RIB contents) fromthe
router already. To not burden Iinmted routers nore than necessary,
the authors assune the "first’ BMP station inplenents the concepts
descri bed so any stations 'downstreani can |everage the Snapshot
functionality, while not inposing any additional |oad on the router
originally enmitting the BMP stream

1.1.1. Considerations regarding alternative approaches

/'l This section is included as a record of discussion, and is to be
/1 removed/ reduced at a | ater stage.

Emtting all contents of a RIBis very simlar, if not identical, to
the process of a Route Refresh [RFC2918]. For routers exporting BWP
streans, the assunption is that they support Route Refresh. The
authors evaluated if mmcking a Route Refresh could provide
functionality simlar to Snapshots, but at |ower (conputational)
cost. Wiile a full overview of key features/requirenents is listed
in Table 1, it was concluded that a Route Refresh |lacks (too) nany of
the features of a Snapshot. Mreover, it would still be considered
too expensive to performon any regul ar basis on routers.
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e S S RIS +
| | Snapshots | Route Refresh |
o e e e e e R T +
| Feature/quality: |
O S S +
| In-protocol |y |y |
T S IR +
| Signal begin/end | vy | vy |
o e e e e e R T +
| RIB contents | y | y |
S S R +
| Session info Y | n |
Fom e meemeeeeeeeccieeaaaaaa S I IRy +
| Distinguish sync vs live | vy | n |
o e e e e e R T +
| Distinguish between syncs | vy | n |
O S S I +
| Per address famly | vy | vy |
Fom e emeeeeeeeieeaaaaea S IR +
| Additional netadata | vy | n |
o e e e e e R T +
| Extensible | y | n |
S S S I +
| Expensive | vy | Less |
T S I IRy +
| Protocol requirenent: |
o e e e e e R T +
| New nessage type or TLV | both | either |
e S S I +

Tabl e 1: Overview of feature/requirenment comparison
bet ween the approach described in this docunent and a
approach based on Route Refresh nessages

1.2. Flexibility and extensibility

By buil di ng upon TLVs, supported in all BMP nessage types from BMPv4,
the Snapshot approach inmposes mninmal requirenents over the initial
synchroni sation in BMP today. Furthernore, if at any point in the
future anot her nessage type needs to be incorporated in a Snapshot,
it will be a sinple natter of attaching the Snapshot Id TLV to those
messages. No existing nessage types have to be adapted to support
Snapshot s.
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2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 RFC 2119 [RFC2119] RFC 8174 [ RFC8174] when, and only when, they
appear in all capitals, as shown here.

2.1. Terns in this docunent

Exporter: The sender of BMP nessages over the TCP session. This
could be a router, or a BMP Station sending BMP nessages onwar ds.

Station: The receiver of BMP nessages. Colloquially also often
called the "collector’. A Station receives BVMP nessages from an
Exporter. |If a Station sends out BMP nessages, it is considered
an Exporter for those egress connections.

Snapshot: The | ogical concept of a collection of Peer Up
Notification nessages and Route Monitoring nmessages, preceded and
foll owed by a Snapshot Message. A Snapshot is not a single
message/ PDU i tsel f.

Snapshot Message: A BMP nessage type, introduced in this docunent,
to signal the start or end of a Snapshot. The first and | ast
message of a Snapshot are of this message type.

Snapshot nessage A BMP nessage that is part of a Snapshot, but not
of type Snapshot Message. For exanple, a Route Mnitoring nessage
that is part of a Snapshot is considered a Snapshot nessage.

3.  Snapshot Message

Every Snapshot contains exactly two nessages of the Snapshot Message
type: one Snapshot Message preceding all the Peer Up Notifications
and Route Monitoring nessages containing the actual data, and one
Snapshot Message to signal the end. Both follow the same wreformat.

3.1. Wreformt

The Snapshot Message starts with a BMP Common Header as defined in
Section 4.1 of [RFC7854]. The Conmmon Header is directly foll owed by
TLVs. The Snapshot |Id TLV defined in Section 4.1 MJST be present and
SHOULD be the first of the TLVs. All additional TLVs listed in
Section 4.3 are optional.
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0 1 2 3
01234567890123456789012345678901
T +
| Ver si on=4 |
Fom e o m o o e +
| Message Length >= 6 + 6 + 16
oo o m o e oo eeaao--- +
| Msg Type=TBD1 |
T T o e e e e e e e e e e aa o - +
| TLV Type = TBD2 | Length = 16
o m oo o m oo +
| I ndex = 0x0000 |
o m e o m e +

Snapshot Id (16 octets)

Figure 1: The Snapshot Message wi reformat, including the BW
Conmon Header and the Snapshot 1d TLV.

The Snapshot (Messages) can be generated by a BWMP exporter or by a
BMP station, as long as all required data for the Peer Up
Notification and Route Mnitoring nessages pertaining to the Snapshot
are avail able. The Snapshot Message MUST be foll owed by those
messages, with the Snapshot 1d TLV attached to every nessage.
Finally, the end of the Snapshot is signalled by another Snapshot
Message. An exanple flow of these nessages is visualized in

Fi gure 2.

(End- of -) (Start-of)
TS S S R S S R S SR SRR S S R +
| Snapshot | | RouteMbn | | RouteMon | | PeerUpNotif | | Snapshot |
S + o mm e - - + o mm e - - S + o mm e - - +
| 1d TLV | | | ] | ] | | 1dTLV |
R + | | | | | R +

| || || | | Meta TLV |
+ + + + + T +
| IdTLV | | 1dTLV | | IdTLV | | Meta TLV |
S + o mm e - - S + o mm e - - +
.................................................................. >
Exporting side Station side

Figure 2: Flow of nessages in a Snapshot, from exporter to station
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3.2. Start-of-snapshot

The Snapshot Message preceding all other messages in the Snapshot
MUST contain the Snapshot Id TLV, and should al so contain TLVs

provi ding useful netadata for the consunmer of the Snapshot. For
exanmpl e, the timestanp of snapshot generation, and information about
the exporter (1P address, software version). Furthernore, they can
descri be which address fanilies are included in the snapshot, and for
which RIB views (e.g. Adj-RIB-1n Pre-policy). Note that, as al

nmet a-data TLVs are optional, a consuner of snapshots shoul d never
rely on presence of any of these TLVs.

3.3. End-of -snapshot

After all Peer Up Notification and Route Monitoring nmessages of the
Snapshot, the end of the Snapshot is signalled by neans of another
Snapshot Message. This Snapshot Message MUST contain the Snapshot Id
TLV like all other nessages conprising the Snapshot. This Snapshot
Message can al so contain meta-data TLVs, nobst notably the Snapshot
Error TLV. |If, for whatever reason, the sending side can not

compl ete the Snapshot, it MJST send a Snapshot Message containing a
Snapshot Error TLV to signal the Snapshot is inconplete and/or
incorrect. For discussion on operational consequences, see

Section 7. 1.

4. Snapshot Information TLVs
4.1. Snapshot Id TLV

The Snapshot Id TLV is the only mandatory TLV of a Snapshot Message
as defined in Section 3. It is an indexed TLV (as it will be
included in Route Monitoring nmessages, with index zero), structured
as defined in Section 4 of [I-D.ietf-growbnp-tlv], with a fixed
val ue length of 16 bytes. This allows the use of UUID identifiers,
or provides sufficient space for alternative schenmes. Different
approaches for schenes are discussed in Section 7

4.2. Snapshot Error TLV

The Snapshot Error TLV is used to signal that a sender can not
complete a currently in-flight Snapshot, and MJUST be included in the
End- of - snapshot Snapshot Message the sender sends to signal the end
of the (in this case incorrect/inconplete) Snapshot. Sending out the
End- of - snapshot Snapshot Message is crucial, as failing to do so

| eaves the consuming end in a state where it expects nore nessages
pertaining to the Snapshot. The value in a Snapshot Error TLV is a
UTF-8 string of arbitrary |ength, describing the failure reason

Note that the Snapshot Error TLV is useful for |ive connections, but
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less so for offline data on persistent storage: as it’'s clear the
Snapshot is incorrect or inconplete, one would likely want to repl ace
it wwth a valid Snapshot instead of archiving the incorrect one.
4.3. Optional nmeta-data TLVs
The Snapshot Message SHOULD carry TLVs providi ng additiona
i nformati on on the BMP session being sumrari zed. These Shapshot
Informati on TLVs describe the BMP exporter and station invol ved, and
the date and tinme the snapshot was generated. By enbeddi ng these
TLVs in the offline file, a consumer of the file does not have to
rely on the filename or other external data to get these types of
information. Al TLVs are non-indexed.
* Type = TBD4: Datetime of snapshot
Length: 8 bytes
Val ue: 64bit UN X epoch, in seconds
*  Type = TBD5: Exporter |P address
Length: 16 bytes
Val ue: |1 Pv6 or | Pv4d-mapped | Pv6 address
*  Type = TBD6: Exporter sysName
Length: vari abl e, non-zero, describing the nunber of bytes
Val ue: UTF-8 string
* Type = TBD7: Exporter sysDesc
Length: variabl e, non-zero, describing the nunber of bytes
Val ue: UTF-8 string
* Type = TBD8: Station |IP address
Length: variabl e, non-zero, describing the nunber of bytes
Val ue: |1 Pv6 or | Pv4-mapped | Pv6 address
*  Type = TBDO: Station sysNane

Length: vari abl e, non-zero, describing the nunber of bytes
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5

.1

Val ue: UTF-8 string
* Type = TBD10: Station sysDesc
Length: variabl e, non-zero, describing the nunber of bytes
Val ue: UTF-8 string
Backwards (in)compatibility

If an inplementation |acking support for Snapshots receives a
Snapshot, it should ignore the Snapshot Messages and the Snapshot I|d
TLVs, as these are all optional. However, this reduces a Snapshot to
a set of Peer Up Notification and Route Mnitoring nmessages

i ndi stinguishable from’'normal’ Peer Up Notification and Route

Moni toring messages. This introduces the foll owi ng problens:

* Peer Up Notifications froma Snapshot will be interpreted as
normal Peer Up Notifications, though for a peer that was already
considered 'up’. This situation is not explicitly described in
Section 3.3 of [RFC/854], and can be consi dered unexpected. Even
t hough application of Peer Up Notifications could be considered
i denpotent (the state after processing the nessage is 'this peer
is up’ regardl ess of how often that message is received and
processed), receiving the message inplicitly signals the peer was
down before, which is incorrect, and is possibly a source of
conf usi on.

* Route Mnitoring nmessages froma Snapshot interpreted as nornal
Rout e Monitoring nessages woul d not conme as unexpected in the life
cycle of a BMP session. Simlarly to Peer Up Notification
messages, their application is idenpotent in nature as the result
of processing the message is "this route is reachable’. Note that
Rout e Monitoring nessages froma Snapshot will always be
announcenents, not withdrawals. However, as with Peer Up
Notification nessages, a normal Route Monitoring nessage
implicitly signals "this route was not reachable before’ or
"attributes for this route have changed’, which is incorrect in
the case of Route Monitoring nessages that were actually part of a
Snapshot .

Possi bl e wor kar ound

* Partial support on the consum ng side: dropping nmessages based on
Snapshot Id TLV presence
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7

7

If a station inplenentation does not support Snapshots, it should
be able to recogni ze Snapshot Id TLVs relatively easily. Wth

BMPv4, the BGP Update is carried in a TLV in the Route Monitoring
message, so any inplenentation will be able to process TLVs to a
certain extent. It then only needs to be aware of the type code
of the Snapshot Id TLV type: as all nessages in a Snapshot will

carry a TLV of this type, the inplenentation can sinply skip/drop
those nessages, and preclude any of the problens described above.

* |n-protocol: Introducing a flag in the Per Peer Header

Setting a flag for nessages that are part of a Snapshot will allow
consuners to distinguish between such nessages and 'normal’ Peer
Up Notification and Route Mnitoring nessages. An additiona
benefit of a flag would be the enabling of optimsations on the
recei ving end, where nessages pertaining to a Snapshot can now
easily be treated differently (specific queue or thread) or

di scarded in case the receiver has not interest in Snapshots.

Note that this approach also requires (mnimal) changes to the
receiving side, namely the recognition of such a flag.

Third party off-wire encoding formats

Wil e this docunment does define a way to facilitate stream
processing, replay and, nore in general, consunption of raw BMP data
offline, simlar benefits may be harnessed by third party off-wire
formats in replay and, nore in general, consunption of raw BWMP data
offline, simlar benefits may be harnessed by third party off-wire
formats in which BMP can be encapsul ated into, for exanple MRT
(Multi-Threaded Routing Tool kit) as defined by RFC 6396 [ RFC6396] .

As a result of that, this document does not recomrend a preferred way
to stream process or store BMP data offline.

Qper ational Considerations
1. End-of-snapshot with an Error TLV

Recei ving a Snapshot Message containing a Snapshot Error TLV signals
the Snapshot is inconplete or incorrect. Possible actions at this
poi nt depend on the situation, on who is consum ng the Snapshot, and
to which end. |In an online scenario where the Snapshot was
explicitly requested (see also Section 7.3), one could opt for a
retry by requesting another Snapshot. |If one encounters an Error TLV
in a Snapshot Message part of archived, offline data, there is no way
to request a new Snapshot. While such a Snapshot could be used to
infer some things, it can not be used to rebuild a conplete view of

t he network.
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7.2. Snapshot 1d schene

The generation and form of the Snapshot Ids introduced in this
docunent is left to inplenentations. This docunent does not enforce
any specific approach, though at |east the foll owi ng points should be
considered. Note that inplenmentations are not linmted to supporting
only one Id schene, but ideally support nultiple schenes via loca
confi guration.

7.2.1. dobal uniqgueness

In depl oyments where information is received fromnmultiple BW

vant age poi nts, uni que Snhapshot |ds m ght prove handy or even cruci al
in order to distinguish Snapshot A originally sent by BMP exporter X
from Snapshot B sent by exporter Y. |If all exporting processes rely
on an al gorithm producing globally unique identifiers, e.g. UU D
version 4, they all can send out Snapshots wi thout possibly using an
i dentical Snapshot |d generated by another exporter

7.2.2. Increasing identifiers

Generating (linearly) increasing identifiers enable the BMP station
to order Snapshots, and, to spot any m ssing Snapshots. Furthernore,
in a (long running) BMP session where the exporter generates
Snapshots, the Snapshot 1d doubles as a counter signalling how nany
Snapshots have been sent so far. Note that sone of these can be
deduced via other neans: ordering of Snapshots can be done based on
the Tinmestanp TLV (TBD3), and the nunmber of sent Snhapshots could be
included in the Stats Report nessage (Section 4.8 of [RFC7854]).

7.3. Requesting/triggering snapshots

BMP being a unidirectional protocol fromexporter to station means
there is no way for a station to request or trigger the creation of a
Snapshot in-protocol. This docurment does not define or advocate for
any specific out-of-band way to do such triggering. But as any

i mpl ement ati on of Snapshots requires at |east one way to trigger
their creation, sonme possible approaches are briefly di scussed.

7.3.1. Tiner-based

An exporter could be configured to generate and emit Snapshots on a
regular interval, without a request fromthe station. Depending on
the tinmng paranmeters and the size of the Snapshots (i.e, the anount
of sessions and routes), this mght cause high | oads on either or
both sides of the BMP session. This approach should only be
considered if the station needs a full view on a regular basis, which
is not necessary in typical deploynents.
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A timer-based approach could be a suitable approach for a station
generati ng Snapshots and witing themto persistent storage, e.g.
doi ng ti me-binned historical archiving.

7.3.2. Manual triggers

In situations where a Snapshot is only used to recover from a broken
state at a station (either directly connected to the exporter or a
station further downstrean), a dedicated conmand on the exporter to
generate and emt a Snapshot could be used.

Note that, for npost situations where the station is directly
connected to the exporter, a re-establishing the TCP connection for
the BMP stream m ght be a sinpler and perhaps even cheaper

al ternative.

7.3.3. Qut-of-band request via other protocols

8.

8.

For nmore conpl ex setups where e.g. the BMP nessages continue on a
messages bus, the generation and sendi ng of Snapshots coul d be
requested via that nmessage bus or another protocol/API. Such
requests could include paraneters to ask for a Snapshot containing
only a subset of all the data, e.g. only a certain address famly, or
only a certain RIB view The concept of Snapshots as described in
thi s docunent allows for such subsets, but such an out- of - band
protocol and its parameters are out of scope.

Di scussi on
1. No EoRs in Snapshots

Thi s docunent describes the | ogical concept of a Snapshot as a
collection of Peer Up Notifications and Route Mnitoring nmessages,
preceded and foll owed by a Snapshot Message. Conparing this to the
initial synchronisation at the start of a BMP session, there is a

di screpancy, as the Snapshot does not include EoRs to signal a RIB
(view) has been fully sent. An EoRin this context is a

Rout eMbni tori ng nmessage for a certain RIB view (e.g. Adj-RIB-1n Post-
policy, as defined by the flags in the Per Peer Header), containing a
BGP Update for a certain address famly with no announcenents and no
wi t hdr awal s.

Wth the Snapshot Message signalling end-of-snapshot, the EoRs are
not a necessity. One reason for inclusion wuld be consistency,
though the current state of EORs seens to be inconsistent between
i npl ementations, and the text describing them|eaves roomfor
interpretation. Including EoRs in a Snapshot perhaps only adds to
the confusion, and therefore | eaving themout could be preferable.
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9. Security Considerations

It is not believed that this docunment adds any additional security
consi derati ons.

10. | ANA Consi derations
| ANA is asked to all ocate a new Snapshot Message type in the BWP
Message Types registry with value TBD1L. [ANA is also asked to create
a registry within the BMP group, naned "BMP Snapshot Message TLVs".
Regi stration procedures for this new registry are:

/1l Note that these have been adapted to the proposed ranges as
/1 described in [I-D.ietf-growbnp-tlv] version -19

| Range | Registration Procedures

| 0- 16383 | St andards Action |
S o e m e e e e e oo +
| 16384-32767 | First Come, First Served

S o e e e e e e e e oo s +
| 65535 | Reserved |
o m e e e oo - o e e e e e e oo o +

Tabl e 2

Initial values for this registry are:

/1 Update this table once we have converged on Section 4. 3.

[ ety ety e —————r—— o
| Type | Description | Ref erence

[ ool oo ool oo e
| TBD2 | Snapshot 1d | this document |
+------ i T S I +
| TBD3 | Snapshot Error | this docunent |
+------ I I T I i +

Table 3
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11.

11.

I ANA is also asked to allocate codepoints for the Snapshot Id TLVs in
the BMP Peer Up Message TLV registery and the BMP Route Monitoring
TLV regi stery. Considering the Snapshot Id TLV then appears in three
registries, ideally the same codepoint is allocated in all

registries. However, this will not be possible w thout introducing
gaps in the registries, which nmght be undesirable.
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