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Abst ract

BMP (BGP Monitoring Protocol) is perfectly suited for real-tinme
consunption but less ideal in stream processing and off-wire

hi storical scenarios. The nmain issue is that the ability to
correctly parse BGP Update PDUs, carried in BMP Route Monitoring
messages, depends on the BGP Capabilities exchanged during the

est abli shnent of the BGP session between the peers via BGP Open PDUs.
The BGP Open PDUs, carried in BMP Peer Up Notification nessages, are
exported at the establishnent of the BWP session. Simlar to BGP,
BMP sessions are typically long-lived, so the crucial information to
correctly parse subsequent nessages of such sessions was possibly
sent a relatively long tinme ago (days, weeks, nonths).

Thi s docunent introduces the concept of Summaries. |t defines a new
optional BMP nessage type, called State Sumary, and a new TLV,
called Sunmary Id. A Summary is simlar to the initial

synchroni sati on perforned upon establishnent of the BMP session: all
BGP session information is exported in Peer Up Notification nessages,
and all RIB contents are exported in Route Mnitoring nmessages. All
the messages carry the new Summary Id TLV, containing an |ID uniquely
identifying the summary these nessages belong to. The nessages are
preceded by a State Summary nessage carrying the sanme Summary |d TLV,
as well as neta-data describing the Sunmary.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Peer Up Notification nessages are sent only during the initia
synchroni sation at the start of the BMP session, or, whenever a BGP
session is established on the nonitored router. The necessary
information in the BG Open (and Peer Up Notification) nessages may

t hus have been received |ong before its needed to parse incom ng BGP
Updates in Route Monitoring nessages. This inevitable statefu
approach might be challenging in certain scenarios, such as consumi ng
archi ved BMP nessages or depl oynents where BMP Stations or processing
nodes not necessarily see the (conplete) start of every BMP stream

TLV support for BWMP Route Monitoring and Peer Down Messages
[1-D.ietf-growbnp-tlv] defines a Stateless Parsing TLV ai med at
including relevant capabilities that have an inmpact in BGP Update
message parsing as part of optional informational TLV in Route

Moni toring messages. Wiile the method is valid, in fact it does
allowwith minor effort to encapsulate BMP in MRT format for offline
consunption as docunented by Storing BVP nessages in MRT For nmat
[1-D.petrie-grownrt-bnp], it cones with sone drawbacks |ike extra
verbosity and increased correlation effort at a BMP exporter, where
resources may be |imted.

Simlar to how the necessary information carried in the BGP Open
nmessages is sent fromthe exporter to the station only in the

begi nning of a BMP session (in fornms of Peer Up Notifications), the
contents of the RIBs is also only sent at the beginning (in forms of
Rout e Monitoring nmessages). |In other words, to make correct and
compl ete sense of offline BVMP data, both current state (R B contents)
and session details (BGP Open Capabilities) to parse future state
changes are required.

Thi s docunent introduces Summaries, enabling synchronisation of both
BGP session information and RIB contents anywhere in a BMP session
Sunmaries are enabled by the new optional State Summary nessage type
and the new Summary Id TLV, both introduced in this docunent. A
Sunmary is a collection of Peer Up Notification nessages, Route

Moni tori ng nmessages and a single State Summary nessage, all carrying
the newy introduced Summary Id TLV containing the unique identifier
for that Sunmary. The State Summary nessage further contains TLVs
wi th nmeta-data describing when the Summary was created, information
on the exporting side such as sysNane and | P address, and/or
informati on on the collecting side such as BMP station software nane
and version, etc.

The new concepts described in this docunment are not restricted to
either the BMP exporter or the BMP station. By building upon TLVs,
supported in all BMP nessage types from BMPv4, the Sunmary approach
i nposes mininmal requirenents over the initial synchronisation in BW
today. Furthernore, if at any point in the future another nessage
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type needs to be incorporated in a Summary, it will be a sinple
matter of attaching the Summary Id TLV to those nessages. No
exi sting nessage types have to be adapted to support Summari es.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 RFC 2119 [RFC2119] RFC 8174 [ RFC8174] when, and only when, they
appear in all capitals, as shown here.

3. State Sunmary nessage format

The State Summary nessage starts with a BMP Common Header as defined
in Section 4.1 of [RFC7854]. The Conmmon Header is directly followed
by TLVs. The Summary |Id TLV defined in Section 3.1.1 MJUST be present
and SHOULD be the first of the TLVs. All additional TLVs listed in
Section 3.1.2 are optional

The State Summary nessage can be generated by a BMP exporter or by a
BMP station, as long as all required data for the Peer Up
Notification and Route Mnitoring nessages pertaining to the Sunmary
are available. The State Summary nessage MJST be foll owed by those
messages, with the Summary |d TLV attached.

3.1. Summary Information TLVs
3.1.1. Sunmmary |Id TLV

The Summary Id TLV is the only mandatory TLV of a State Summary
message as defined in Section 3. It is an indexed TLV (as it will be
included in Route Monitoring nmessages, with index zero), structured
as defined in Section 4 of [I-D.ietf-growbnp-tlv], with a fixed

val ue length of 16 bytes. This allows the use of UUID identifiers,

or provides sufficient space for alternative schenmes. Different
approaches for schenes are discussed in Section 4.

3.1.2. Optional neta-data TLVs

The Peer Summary nessage SHOULD carry TLVs providi ng additiona

i nformati on on the BMP session being summari zed. These Summary

I nformation TLVs describe the BMP exporter and station involved, and
the date and time the sunmary was generated. By enbedding these TLVs
inthe offline file, a consuner of the file does not have to rely on
the filenanme or other external data to get these types of

information. Al TLVs are non-indexed.
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* Type = TBD3: Datetinme of summary
Length: 8 bytes
Val ue: 64bit UN X epoch, in seconds

*  Type = TBD4: Exporter | P address
Length: 16 bytes
Val ue: |1 Pv6 or | Pv4-nmapped | Pv6 address

*  Type = TBD5: Exporter sysNane
Lengt h: vari abl e, non-zero, describing the nunber of bytes
Val ue: UTF-8 string

*  Type = TBD6: Exporter sysDesc
Lengt h: vari abl e, non-zero, describing the nunber of bytes
Val ue: UTF-8 string

* Type = TBD7: Station |IP address
Lengt h: vari abl e, non-zero, describing the nunber of bytes
Val ue: |1 Pv6 or |Pv4-nmapped | Pv6 address

*  Type = TBD8: Station sysNane
Lengt h: vari abl e, non-zero, describing the nunber of bytes
Val ue: UTF-8 string

*  Type = TBD9: Station sysDesc
Lengt h: vari abl e, non-zero, describing the nunber of bytes

Val ue: UTF-8 string
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3.

4.

4.

4.

4.

2. Third party off-wire encoding formats

VWil e this docunment does define a way to facilitate stream
processing, replay and, nore in general, consunption of raw BMP data
offline, simlar benefits may be harnessed by third party off-wire
formats in replay and, nore in general, consunption of raw BMP data
offline, simlar benefits may be harnessed by third party off-wire
formats in which BMP can be encapsul ated into, for exanple MRT
(Multi-Threaded Routing Tool kit) as defined by RFC 6396 [ RFC6396] .

As a result of that, this docunent does not recommend a preferred way
to stream process or store BMP data offline.

Oper ational Considerations
1. Summary |Id scheme

The generation and formof the Summary Ids introduced in this
docunent is left to inplenentations. This docunent does not enforce
any specific approach, though at |east the follow ng points should be
considered. Note that inplementations are not limted to supporting
only one Id schene, but ideally support nultiple schenes via |loca
configuration.

1.1. dobal uniqueness

I n depl oynments where information is received fromnmnultiple BW

vant age points, unique Summary |ds m ght prove handy or even crucial
in order to distinguish Summary A originally sent by BWMP exporter X
fromSumary B sent by exporter Y. [If all exporting processes rely
on an al gorithm producing globally unique identifiers, e.g. UU D
version 4, they all can send out Sunmmaries w thout possibly using an
i dentical Summary |Id generated by another exporter.

1.2. Increasing identifiers

Generating (linearly) increasing identifiers enable the BMP station
to order Sunmaries, and, to spot any m ssing Summaries. Furthernore,
in a (long running) BMP session where the exporter generates
Sunmaries, the Summary 1d doubles as a counter signalling how many
Summari es have been sent so far. Note that sone of these can be
deduced via other neans: ordering of Sumaries can be done based on
the Timestanp TLV (TBD3), and the number of sent Summaries could be
included in the Stats Report message (Section 4.8 of [RFC7854]).

Security Considerations

It is not believed that this docunent adds any additional security
consi derati ons.
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6. | ANA Consi derati ons

I ANA is asked to all ocate a new Peer Sunmary message type in the BW
Message Types registry with value TBD1. [ANA is also asked to to
create a registry within the BVWP group, nanmed "BWMP Peer Summary
Message TLVs".

Regi stration procedures for this registry are:

[ st el e e
| Range | Registration Procedures |
| 0- 32767 | St andards Action |
o m e e e oo - o e e e e e e oo o +
| 32768-65530 | First Come, First Served |
S o e m e e e e e oo +
| 65531-65534 | Experi ment al |
S o e e e e e e e e oo s +
| 65535 | Reserved |
o m e e e oo - o e e e e e e oo o +
Table 1

Initial values for this registry are:

B ool oo sl el

| Type | Description | Ref er ence |

+o——o-o4 o4 - ——————=—=—+4

| TBD2 | Peer | this docunent |

+------ I I I T +
Tabl e 2
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