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Abst ract

Thi s docunent defines a federated infrastructure |ayer for cross-
pl atf orm devi ce and application attestation.

The proposed architecture extends the Renpte ATtestation ProcedureS
(RATS) architecture [ RFC9334] by introducing privacy-preserving
federation, decentralized endorsenent distribution, decentralized
normalization of attestation clainms, and software supply-chain
provenance integration.

The architecture enables interoperable attestation across
het er ogeneous operating systens, application ecosystens, and trust
providers without requiring centralized platform ownership.

Thi s docunent defines architectural roles, protocol interactions,
endorsement distribution semantics, provenance integration nodels,
and privacy requirenents.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 Novenber 2026.
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I nt roducti on

Renote ATtestation procedureS (RATS) Architecture [RFC9334] defines a
generalized architecture for renpte attestati on systens. However,

exi sting attestation deploynents renmain highly platformcentric and
rely on vertically integrated trust infrastructures.

Exanpl es include proprietary nobile integrity services, hardware
vendor - speci fi ¢ endorsenent chains, cloud-provider-specific
attestation APls, and di sconnected software supply-chain verification
syst ens.

These nodel s create several linitations including fragmentation
across ecosystens, inability to interoperate across trust domains,
centralized endorsenent bottl enecks, privacy |eakage, opaque claim
semantics, and weak integration with software provenance systens.

Thi s docunent defines a Federated Infrastructure Layer for cross-
platformattestation interoperability.

The architecture enables interoperable attestation verification,
decentralized trust distribution, portable claimsenantics,
conposabl e trust evaluation, and provenance-aware application
integrity assessnent.
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2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174].

2.1. Federated Verifier

A verifier capable of consum ng attestation evidence fromnultiple
het er ogeneous attestati on providers.

2.2. CaimNormalizer

A logical role that transfornms platformspecific attestation clains
into normalized semantic clains.

2.3. Endorsenent Distributor

A decentralized service responsible for distributing endorsenents,
reference val ues, and trust anchors.

2.4. Provenance Authority

An authority responsible for validating software supply-chain
provenance net adat a.

3. Requirenents
3.1. Rl: Cross-PlatformlInteroperability

The system MUST support heterogeneous attestation providers and
operating systens.

3.2. R2: Decentralized Trust Distribution

The architecture MJIST avoi d mandatory centralized endorsenent
authorities.

3.3. R3: Privacy Preservation

The architecture MJST m nim ze device-identifying information
| eakage.

3.4. R4: CdaimPortability

The architecture MJST support normalized senmantic clains across
ecosyst ens.
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3. 5. R5: Provenance Awareness

The architecture MJST support integration with software supply-chain
provenance systens.

3.6. R6: Federated Extensibility

The architecture MJIST pernit independently governed attestation
domai ns.

3.7. Discussion
The requirements defined in this section are notivated by increasing
fragmentation in nmodern attestation ecosystems. Current industry
depl oynents are typically vertically integrated and optinized for a
singl e vendor trust donain.
Mobi | e ecosystens comonly bind attestati on semantics to proprietary
pl atform APl's, cloud provi ders expose provider-specific confidentia
computing attestation formats, and enterprise endpoint systens
frequently rely on closed posture-assessnment protocols.

Cross-platforminteroperability is therefore required to support
het er ogeneous device fleets and multi-cloud execution environnents.

Decentralized trust distribution is notivated by operational and
geopolitical concerns surrounding centralized trust anchors.

Privacy preservation reflects growi ng industry novenent toward
m nimzing globally correlatable identifiers.

Claimportability is nmotivated by the operational burden created by
i nconpatible attestati on semantics

Provenance awareness reflects the growi ng inportance of software
suppl y-chain security followi ng wi despread adopti on of SBOVs, SLSA
Sigstore, and in-toto franeworks.

4. Architectural Overview

4.1. Core Roles
* Attester

* Verifier

* Relying Party
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* Reference Value Provider
4.2. Extended Rol es
* Federated C aim Nornalizer
* Endorsement Distributor
* Provenance Authority
* Federation Coordi nator
5. Federated Trust Architecture
5.1. Trust Domains
Each ecosystem MAY operate an i ndependent trust donain.

Exanpl es include nobile platformvendors, cloud providers, enterprise
PKI s, open-source foundations, and hardware nmanufacturers.

5.2. Cross-Domain Verification

Federated verifiers MAY validate evidence originating frommultiple
trust domai ns.

Trust relationshi ps MAY be established through cross-signing,
transparency |ogs, policy registries, threshold trust nodels, and
decentralized trust registries

5.3. Trust Portability

A relying party SHOULD be able to evaluate trust equival ence between
ecosystens using normalized senantic clains.

5.4. Discussion

The federated trust nmodel defined in this section is notivated by the
operational reality that nmodern conputing environments are inherently
mul ti-domain and mul ti-stakehol der

Current industry practice already denpbnstrates partial federation
nmodel s in adj acent dommins including federated identity systens,
public key infrastructures, certificate transparency ecosystens, and
sof t ware package trust systens.
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Trust dommins are introduced to enabl e i ndependently governed
attestation ecosystens while still supporting interoperable
verification.
Cross-domain verification is notivated by real-world scenarios where
relying parties must assess devices or workloads originating outside
their direct ecosystem
Trust portability addresses one of the |argest operational gaps in
current attestation deploynents: the inability to express security
i ntent independently of vendor inplenentation

6. Privacy-Preserving Federation

6.1. Selective Disclosure
Attesters SHOULD support sel ective disclosure of clains.

6.2. Mnimzation of Persistent ldentifiers

Attestation evidence MIUST NOT require globally stable device
identifiers.

6.3. Verifier Isolation

Federated verifiers SHOULD be isol ated from ecosystem gl obal tracking
systens.

6.4. Discussion
Privacy-preserving federation is notivated by | ongstandi ng concerns
that attestation systens can beconme de facto device tracking

infrastructures.

I ndustry practice increasingly recognizes that attestation nust
bal ance trust establishnent with user privacy.

Sel ective disclosure mechani sns are notivated by the principle of
| east privilege.

M ni m zation of persistent identifiers reflects broader industry
mgration away from stable hardware identity exposure.

Verifier isolation is nmotivated by concerns that centralized

verification infrastructures can aggregate cross-service behaviora
dat a.
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7. Decentralized Endorsenent Distribution

7.1. Distributed Endorsenent Registries
Endor senents MAY be distributed using transparency |ogs, content-
addressabl e storage, distributed | edgers, and signed netadata
registries.

7.2. Endorsement bjects
An endorsenent object MAY contain hardware nodel netadata, firmware
measurenents, OS build netadata, application signing netadata,
revocation status, and provenance bindi ngs.

7.3. Discussion
Decentral i zed endorsenent distribution is notivated by operationa
scalability Iimtations and governance concerns associated with

central i zed endorsenent infrastructures.

I ndustry practice increasingly favors distributed trust netadata

systens such as certificate transparency | ogs, decentralized software

repositories, and software transparency systens.

Di stributed endorsenment registries reduce single points of
operational failure.

Transparency requirements reflect industry novenent toward verifiable

i nfrastructure governance.

Mil ti-authority endorsenents recognize that no single entity fully
control s nodern computing stacks.

8. Decentralized CaimNormalization
8.1. Normmlized Semantic C ai ns

Normal i zed cl ai n8 abstract vendor-specific representations into
i nt eroperabl e semanti cs.
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| Normalized Glaim| Vendor Specific Sources |
| oemboot | Android Verified Boot, Apple Secure Boot |
| hw backed_keys | StrongBox, Secure Enclave )
| appintegrity | Play intearity, App Atest )
oo o e +

Table 1: Exanple Normalized Cains
8.2. Discussion

Decentralized claimnormalization is notivated by inconpatible claim
semantics across vendors and ecosystens.

Di fferent ecosystens expose simlar security properties using
i nconmpati bl e term nol ogy, evidence structures, confidence nodels, and
verification semantics.

Normal i zed senmantic clains abstract inplenentation details into
policy-rel evant security properties.

Layered confidence nodels reflect the operational reality that
attestation strength varies significantly depending on inplenmentation
characteristics.

9. Supply Chain Provenance Integration

9.1. Mbdtivation

Traditional attestation systens validate runtime integrity but often
i gnore software provenance

9.2. Provenance Sources
The architecture MAY integrate SBOM systems, SLSA provenance, in-toto
attestations, Sigstore transparency records, reproducible build
verification, and package registry signatures.

9.3. Discussion
Suppl y-chai n provenance integration is notivated by the grow ng

recognition that runtime integrity alone is insufficient for
establishing trustworthy software execution.
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Recent industry incidents involving conpronised build systens,
mal i ci ous dependenci es, package repository attacks, and signed

mal war e have denonstrated that valid runtime attestation may coexi st
with conprom sed software provenance

Industry practice has increasingly shifted toward end-to-end software
suppl y-chain verification

Provenance bi ndi ng enabl es attestati on systens to connect runtine
measurenents with software |ifecycle evidence

Conposite trust evaluation reflects common enterprise security
practice where trust decisions incorporate multiple dinensions
si mul t aneousl y.

10. Conposite Attestation Results

10.1. Milti-Source Aggregation
Conposite results MAY conbi ne hardware attestation, OS attestation
application integrity, provenance verification, and enterprise
posture assessnent.

10.2. Policy Evaluation
Rel ying parties MAY define policies over nornalized claimns.

10. 3. Discussion
Conposite attestation results are notivated by the operationa
reality that nodern trust evaluation is inherently nulti-dinensiona

and ri sk-based.

Current industry practice increasingly conbines multiple security
signals into unified policy engines.

Mul ti-source aggregati on recogni zes that no individual attestation
mechani sm provi des conpl ete assurance.

Federated trust scoring reflects broader industry adoption of
probabilistic and wei ghted trust nodels.

11. Security Considerations
The architecture introduces security considerations including

federation poisoning, nornalization anbiguity, transparency | og
conprom se, and provenance forgery.
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12. Privacy Considerations

The architecture prioritizes correlation resistance, unlinkability,
met adata mi nim zation, and privacy-preserving transparency
mechani sns.

13. | ANA Consi derations
Thi s docunent requests no | ANA acti ons.
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Appendi x A.  Exanple C aim Normalization Schema
{

"nornalized clain: "oenboot",
"confidence | evel": 3,
"source_clains": [

{

"vendor": "android",

"claim: "verifiedBoot State",
"val ue": " TRUE"

}
]
}

Appendi x B. Exanpl e Provenance Bi ndi ng
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{
"artifact _hash": "sha256:abcd...",

"sbom reference": "urn:sbom 12345",
"slsa_attestation": "urn:slsa:67890",
"transparency_|log_entry": "urn:tl og: 99999"
}

Appendi x C. Threat Model

The architecture assunmes adversaries MAY attenpt endorsenent forgery,
verifier conprom se, federation poisoning, provenance tanpering,
privacy correlation attacks, and senmantic clai m manipul ati on.

The architecture is specifically designed to reduce centralized trust
concentration, ecosystemlock-in, opaque trust semantics, verifier
overreach, and provenance fragnentati on.
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