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Abst ract

This draft proposes a nechanismto realize nonitoring and nmanagenent
of service resources.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 26 Cctober 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunment must include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roduction

As described in [I-D.ietf-cats-usecases-requirenents], traffic
steering that takes into account both the conputing resource netric
and network nmetric would inprove the QoE of several services, e.g.
AR/'VR and intelligent transportation. But when executing services,
efficiency is not the only factor to consider. Security requirenents
are inportant for users, service providers and network providers,
such as follow ng security requirenents:

1. The services should not be interrupted abnornmally, and data of services should not be
| eaked or unaut horized access;

2. The network should run stably and is not subject to attacks from service resources;
3. The service resources are prevented from being attacked by ot her resources.

Many resol utions need to be designed and applyed to fully neet
security requirenments above. But a basic resolution is to nonitor
and di scover corrupted service resources and linmt themfrom
providing services and interact with network conponents as well as
ot her service resources, and nore secure service resources should be
sel ected under sane conditions. This draft proposes a mechanismto
realize monitoring and management of service resources.

2. Probl em st at enent

Service resources face kinds of attacks frominside and outsi de.
Successful attacks may bring security risks for services, such as
service unavail able, service data stolen etc, and service resources
may become attack tools to interfere activities of other conputing
resources and functional conponents in CATS if they are nmanipul at ed
mal i ciously. The nore vul nerable the resource, the greater the

I'i kel ihood of being breached. And when service resources have been
breached, they will be threats in network.
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4.

4.

For protecting service availability, security of services and

mai ntai ni ng network stability, conputing resources in CATS should be
in security status and services should run on reliable resources. So
there should be a nechanismto nonitor security status of service
resources and discover the resources that are likely to be breached
and those that have already been breached in CATS. Then different
policies can be applyed for above service resources such as excluding
the service resources from CATS or reduce usage of them

Framewor k and Conponents

In [I-D. I dbc-cats-framework], a CATS framework for conputing-aware
traffic steering according to conputing netrics of service resources
and network nmetrics is proposed. In this draft, the new functiona
component C-SeMA is introduced based on the existing CATS franeworKk.

The CATS Security Metric Agent(C SeMA) is responsible for collecting
security information of conputing resources that used to carry
service instances. Conputing resources could be servers, virtua
machi nes or containers. Details of security information are |listed
in 5.2

The C-SeMA gathers the security information and decides the security
status of the conputing resources, then generates security policy
according to the security status of conputing resources and sends it
to GPS. GCPS could adjust resource selection policy according to
the security policy.

Wor kf | ow
1. Overview

Figure 2 shows the main workfl ow of nonitoring and managenent of

conputing resources. Two stages are included in the workflow. In
stage 1, C SeMA acquire security information from conputing resources
or security functions. |In stage 2, security policies will be

generated according to security information and will be sent to C PS
In stage 3, G PS can sel ect service nodes according to the security
pol i ci es.
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Fi gurel: overview of workflow
4.2. Collection of security information

C-SeMA need to collect security capability informati on and security
status informati on of conputing resources. Security capability
information indicates the security capabilities that are depol yed for
protecting conmputing resources and services running on them from
attacks. Security status information including predefined dynam c
security netrics of conputing resources, such as abnormal traffic,
adnor nal behaviors, and vulnerability situation etc. C-SeMA need to
distribute requirenents of security nmetrics to conputing resources or
security functions.

C-SeMA col lects security informati on from conputing resources or
security functions deployed in service sites or network. Different
col l ection nethods can be used, such as C SeMA collects security
informati on periodically or security function push the information
when security status changes

Security information should be associated with a specific computing
resource and is associated with service instances by computing
resources. Table 1 shows the exanples of security information for
service resources
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o e e o - o S +
| Types of | Security | Detail s |
| security | metrics | |
| information | | |
oo s o e e e oo Fom e e e e e oo s +
Security
Security capabilities Such as X-san

I I I I
I I I I
| capability | of conputing | , IPS, IDS and |
| | | |
I I I I

i nformation singl e subni ssi on
of large amounts of

data etc

resour ces confidentia
conputing etc

. +
| | | Current |
| | Vul nerability | vulnerabilities in
| | i nformation | conputing resources]|
| R o e e e e e e oo - +
| | | Current virus |
| | Vi rus | in conputing |
| | i nformation | resources |
| Femm e e e e +
| Security | | Attack events |
| st at us | At t ack | faced by computing
| | i nformation | resources
| S S +
| Abnor mal behavi or
| i nformation
| of service resources
| Abnor mal such as frequent
I
I
I
I

I I I
I I I
I I I
| | |
| behavi or | subm ssion of data, |
I I I
I I I
I I I

Table 1: exanmples of security information
4.3. Processing of security information

C-SeMA sets classification rules for conputing resources. The
classification rules classify conputing resources into different
security priority according to security information, such as | ow,

m ddl e, high and disabled. C- SeMA generates initial priority of
conputing resources when receiving security information for the first
time and adjust the priority when security information update.

Two examples of classify rules are as foll ow ng:

1. Rule 1: define rules of value assignnent and wei ghs of every security netric. Then ass
ign values to security netrics of conputing resources according to received security info
rmati on and the rules. And use nmethod of weighting to conpute the final security value. S
ecurity priority is decided by security value. Security policies will be determ ned accor
ding to the security priority;

2. Rule 2: set classification criteria for every security priority, such as conputing res

ources are divided into type of disabled if high risk vulnerabilities are found and are d
ivided into type of high priority if specific security capabilities are avail abl e.
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Exanples of Initial priority of conputing resources are as foll ows:

Suggests set the security priority of conmputing resources as |ow,
Suggests set the security priority of conputing resources as mddl e;
Suggests set the security priority of conputing resources as high;
Suggests set the security priority of conputing resources as disabl ed.

C- SeMA processes the updated security information and determ nes the
priority adjustnent policy to allocate new priority for computing
resources or service instances.

The policies include but not limted to the foll owi ng types:

Suggests to prohibit using the conputing resources(such as high risk vulnerability is fou
nd) ;

Suggests to prohibit using the service instances;

Suggests to reduce the priority of the conputing resources;

Suggests to reduce the priority of the service instances;

Suggests to prioritize the conputing resources;

Enabl e the conputing resources and assign a security priority;

None.

Specific decision logic is out of the scope of this draft.
4.4. Service decision-maki ng based on security informtion
C-SeMA subnmits initial security priority and updated priority
policies for specific conputing resources or service instances to
C-PS. GCPS could take security priority of conputing resources as
ref erences and adj ust sel ection policies when conducting service
deci si on- maki ng:
If C SeMA suggests to prohibit specific conputing resources/instances, C PS excludes thes
e conputing resources/instances fromalternative lists;
I f C SeMA suggests to enable specific conmputing resources, CPS puts theminto alternativ
e lists;
C-PS sel ects conputing resources/instances of higher security priority to provide service
anong conputing resources/instances with sane network and conputing conditions.
5. | ANA Consi derations
This meno i ncludes no request to | ANA
6. Security Considerations
TBD
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