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Abst ract

| P Payl oad Conpression Protocol (IPConp) is used for conpressing the
I P payl oad in transm ssion to increase conmuni cati on performance.

The 1 PConmp is applied to the payload of the I P datagram starting
with the first octet imediately after the I P header in IPv4, and the
first octet after the excluded | Pv6 Extension headers. However,
transport layer information such as source port and destination port
are useful in many network functions in transm ssion

Thi s docunent defines extensions of |IP payload conpression protocol
(I PComp) to support conpressing the payl oad excluding the transport
|l ayer information, to enabl e network functions using transport |ayer
information (e.g., ECMP) working together with the payl oad
compression. This document al so defines an extension of |PConp to

i ndi cate the payload is not conpressed to solve the out-of-order
probl ens between the conpressed and unconpressed packets.

About This Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://VMatrix1900. gi t hub.i o/ i pconp-excl ude-transport-|ayer/draft-

| s-6man-i pconp- excl ude-transport-layer.htm . Status information for
this docunment may be found at https://datatracker.ietf.org/doc/draft-
| s-i psecme-i pconp- excl ude-transport-I|ayer/.

Di scussion of this docunent takes place on the IP Security

Mai nt enance and Extensions Wrking Group mailing |ist
(mailto:ipsec@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/ipsec/. Subscribe at
https://ww.ietf.org/ mailman/listinfol/ipsec/.

Source for this draft and an issue tracker can be found at
https://github. com V\Vatri x1900/i pconp- excl ude-transport-1| ayer
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1.

Li,

I nt roducti on

The | P Payl oad Conpression Protocol (IPConp) [RFC3173] is defined to
conpress the I P payload in transm ssion in order to increase the
conmuni cati on performance between a pair of communi cati ng nodes,
provi ded the nodes have sufficient conputation power and the

conmuni cation is over slow or congested |inks.

In IP version 4, the conpression is applied to the payload of the IP
datagram starting at the first octet followi ng the I P header, and
continuing through the last octet of the datagram |In the |IPv6
context, |IPConp is viewed as an end-to-end payl oad, and is not
applied to | Pv6 extension headers such as hop-by-hop, routing, and
fragment ati on extensi on headers[ RFC3200]. The conpression is applied
starting at the first IP Header Option field that does not carry
informati on that nust be exam ned and processed by nodes al ong a
packet’s delivery path, if such an | P Header Option field exists, and
continues to the ULP payload of the I P datagram Therefore, the
transport layer information such as source port and destination port
is compressed. Wien | PConp is used, the Next Header field of IP
header is set to 108, |PConp Datagram The | PConp header contains
the original Next Header and the Conpress Paraneter Index(CPl) is
inserted between the I P header and the conpressed payl oad.

There are many network functions which needs the transport |ayer
information to work. For example, flow based ECMP, Carrier G ade

Net wor k Transl ati on (CGNAT), Access Control List (ACL) may require
source and destination port to identify the transport |ayer flow.
Sone Firewall (FW, Deep Packet |nspection (DPlI) also need to inspect
the transport layer information. |f |PConp conpressed those
transport layer information, the nodes along the packet’s delivery
path can not obtain the source port and destination port. Therefore
the 1PConp is not conpatible with the network functions requiring the
transport layer information which nmakes it harder to depl oy.

Thi s docunent defines an extension of |PConp to support conpressing
the payl oad excluding the first 4 bytes of transport |ayer header
whi ch contains source port and destination port. In this way, the
| PConmp can coexist with many network functions which requires these
information. This docunent al so defines an extension to explicitly
i ndi cate the payload is unconpressed to solve the out-of-order
processi ng between the conpressed and unconpressed packets.

Ter m nol ogy

Thi s docunent | everages the terns defined in [RFC3173]. The reader
is assuned to be famliar with this term nol ogy.
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2.1. Requirenments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

3. Pr obl em St at enment

Currently, the IPComp will conpress all the |IP payl oad which includes
the transport layer information. |If a layer 4 |oad bal ancer is

depl oyed al ong the | PConp packet delivery path, then the |oad

bal ancer can not obtain the source port and destination port to
identify a flow w thout deconpressing it first. 1In other words, the
network functions which requires the transport |ayer infornmation
woul d al so need to act as the deconpression node of |PConp. This
inconpatibility makes the depl oynent of | PConp harder

4. Extensions to | PConp

This section defines two extensions of |PConp. The first extension
is used to indicate the first four bytes of transport |ayer header
whi ch contains the source port and destination is excluded fromthe
conpression. The second extension indicates that the payload is not
compr essed

4.1. Four-bytes Exclusion Extension
This extension is used to indicate that the first four bytes of the
transport |layer header is excluded fromthe conpression. The packet

format using this extension is shown in Figure 1(Denonstrated using
| Pv6 packet):
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Figure 1: Packet format when using Four-bytes Excl usion Extension

To acconplish that there are two options to extend | PConp. The first
option is to change the CPI field. Currently the CPl field
identifies a particular conpression algorithm The defined CPl val ue
can be found at [CPI-1ANA]. We can define new CPl values to indicate
the sanme conpression algorithmw th different conpression range as
shown in Table 1.
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4. 2.

Li,

| Value | TransformID | References |
[} gty e —p—(—(—————————————_————————————————— Ll —p—p—_—r
| O | RESERVED | [RFC2407] |
S D e R +
| 1 | | PCOVP_QUI | [ RFC2407] |
Fommma - T TS IR +
| 2 | 1 PCOVP_DEFLATE | [RFC2407] |
R, T T +
| 3 | 1 PCOWP_LZS | [RFC2407] |
S D e R +
| 4 | 1 PCOVP_LZJH | [RFC3051] |
Fommma - T TS IR +
| TBD | IPCOVMP_QU with four bytes exclusion | This docunent

R, T T +
| TBD | | PCOW_DEFLATE with four bytes exclusion | This docunment |
S D . S I +
| TBD | I PCOMP_LZS with four bytes exclusion | This docunent

Fommma - T T I IRy +
| TBD | IPCOVP_LZIJH with four bytes excl usion | This document |
R, T T +

Table 1. CPlI with exclusion range Registry Entries

The second option is to change the Flags field. Currently, the Flags
field is zero and ignored by the receiving node. W can introduce a
bit to indicate whether the first four bytes is excluded fromthe
conpressi on range or not.

Whi ch option is nore suitable will be deternined based on the
di scussion in the working group

Unconpr essed Payl oad Extension

Currently, if the total size of a conpressed payl oad and the | PConp
header is not smaller than the size of the original payload, the IP
datagramwi || be sent in the original non-conpressed formwi thout the
| PComp header. 1In the receiving node, the packet with the | PConp
header will go through the deconpression co-processor first while the
packet without the | PConp header will be forwarded directly. Going
through different packet process path will cause the out-of-order of
packets within the sanme flow, reducing the transport perfornance.

To solve the out-of-order packets within the same | PConp-enabl ed
flow, we propose to add | PConp header no matter whether the packet
within the | PConp-enabled flowis sent conpressed or not. To

i ndi cate a packet is sent unconpressed, a new CPl value(TBD) is used.
In this way, since all packets within the |IPConp-enabled flow have
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| PConmp header, they will go through the sane process path and be
processed in order. For unconpressed packet, the Next Header in the
| PConp Header is copied into the Next Header in the |IP header, and
the | PConp Header is renpved.

| ANA Consi der ati ons

Thi s docunent require to add new CPl values in | KEv2 Notification
| PCOW Transform | Ds (Value 16387) (https://wwv. iana. org/assi gnnents/
i kev2-paraneters/ikev2-paraneters. xhtm).

Security Considerations

The security requirenments and nechani sns described in [RFC3173] al so
apply to this docunent.

Thi s docunent does not introduce any new security considerations.
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