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Abstract

This menp i ntroduces "Signaling In-Netwrk Conputing operations”
(SINC), a nmechanismto enable signaling in-network conputing
operations on data packets in specific scenarios |ike NetReduce,

Net Di stri but edLock, Net Sequencer, etc. |In particular, this solution
allows to flexibly comuni cate computational paraneters, to be used
in conjunction with the payload, to in-network SINC enabl ed devices
in order to perform conputing operations.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 20 Novenber 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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1. Introduction

According to the original design, the Internet perforns just "store
and forward" of packets, and | eaves nore conpl ex operations at the
end- points. However, new energing applications could benefit from

i n-network computing to inprove the overall system efficiency
([GOBATTO, [ZENG). It is different fromwhat the | ETF Conputing-
Aware Traffic Steering (CATS) working group is chartered for service
i nstance sel ection based on network and compute netrics between
clients of a service and sites offering the service. The in-network
conputing is nore about "light" data cal cul ati on/ operation perforned
in the network to reduce the conputation work | oad for the end hosts.
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The formati on of the COmputing In-Network (CON) Research G oup
[CON], in the IRTF, encourages people to explore this emerging
technology and its inpact on the Internet architecture. The "Use
Cases for In-Network Conputing"” docunent [I-D.irtf-coinrg-use-cases]
i ntroduces sonme use cases to denonstrate how real applications can
benefit from CO N and show essential requirenents denmanded by CO N
appl i cations.

Recent research has shown that network devices undertaking some
conputing tasks can greatly inprove the network and application
performance in sone scenarios, |like for instance aggregating path-
computi ng [ Net Reduce], key-val ue(K-V) cache [NetLock], and strong
consistency [GTM. Their inplenmentations nmainly rely on progranmmmabl e
net wor k devi ces, by using P4 [P4] or other |anguages. |In the context
of such heterogeneity of scenarios, it is desirable to have a generic
and flexible framework, able to explicitly signaling the conputing
operation to be perforned by network devices, which should be
applicable to nany use cases, enabling easier depl oynent.

Thi s docunent specifies such a Signaling |In-Network Computing (SINC
framework for, as the nane states, in-network conputing operation

The conputing functions are hosted on network devices, which, in this
meno, are generally named as SINC switches/routers.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] and [RFC8174] when, and only when, they appear in al
capital s, as shown here

3. SINC Rel evant Use Cases

Hereafter a few rel evant use cases are described, nanely NetReduce,
Net Di stri but edLock, and Net Sequencer, in order to hel p understandi ng
the requirenents for a framework. Such a framework, should be
generic enough to acconmpbdate a | arge variety of use cases, besides
the ones described in this docunent.

3.1. NetReduce

Over the |last decade, the rapid devel opnment of Deep Neural Networks
(DNN) has greatly inproved the performance of nany applications |ike
comput er vision and natural |anguage processing. However, DNN
training is a conputation intensive and tinme consum ng task, which
has been increasing exponentially in the past 10 years. Scal e-up
techni ques concentrating on the conputing capability of a single
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devi ce cannot neet the expectation. Distributed DNN training
approaches with synchronous data parallelismlike Parameter Server

[ PARAHUB] and Al | - Reduce [ MGWFBP] are commonly enpl oyed in practice,
whi ch on the other hand, becone increasingly a network-bound workl oad
since communi cation becomes a bottl eneck at scale.

Conparing to host-oriented solutions, in-network aggregation
approaches like SwitchM. [ SwitchM], SHArP [ SHArP], and Net Reduce

[ Net Reduce] can potentially reduce to nearly half the bandw dth
needed for data aggregation, by offloading gradi ents aggregation from
the host to network switches. However, they are limted to one
singl e specific operation, namely aggregation

SwitchM is designed to inplement in-network workers perform ng data
aggregation relying on Renote Direct Menory Access (RDMA) [ ROCEv2]
and the application layer logic. |In principle this allows to
repurpose relatively easily the systemat the cost of deploying new
wor kers since there is no in-network operation signaling.

Net Reduce [ Net Reduce] does tackle the same problemlike SwitchM,
including the use of RDMA, but introduces an |In-Network Aggregation
(I'NA) header, allow ng easy identification of data fragnents. Yet,
the only possible operation renmains the aggregation, there is no
mechani smto signal a different operation

SHArP [ SHAr P], uses as well RDVA and introduces as well a custom
header to sinmplify in-network handling of the packets. Simlarly to
Net Reduce, SHArP remmins a solution targeting only the aggregation
function, relying on a rigid tree topol ogy and proposing a header
that allows only aggregation function and no other operation, hence,
Ii ke Net Reduce, hard to be converted for other purposes.

3. 2. Net Di stri but edLock

In the majority of distributed system the lock primtive is a widely
used concurrency control nechanism For large distributed systens,
there is usually a dedicated | ock manager that nodes contact to gain
read and/or wite perm ssions of a resource. The |ock manager is
often abstracted as Conpare And Swap (CAS) or Fetch Add (FA)

operati ons.

The | ock manager is typically running on a server, causing a
limtation on the performance by the speed of disk I/O transaction
When the | oad increases, for instance in the case of database
transacti ons processed on a single node, the | ock manager becones a
maj or performance bottl eneck, consumng nearly 75% of transaction
time [OLTP]. The nulti-node distributed | ock processing superinposes
the conmuni cation | atency between nodes, which nakes the perfornmance
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even worse. Therefore offloading the | ock manager function fromthe
server to the network switch mght be a better choice, since the
switch is capabl e of managing | ock function efficiently. Meanwhile
it liberate the server for other conputation tasks.

The test results in NetLock [NetLock] show that the | ock nmanager
running on a switch is able to answer 100 nmillion requests per
second, nearly 10 times nore than what a | ock server can do.

3.3. Net Sequencer

Transaction nanagers are centralized solutions to guarantee
consistency for distributed transactions, such as GIMin Postgre-XL
([GTM, [CALVIN]). However, as a centralized nodul e, transaction
managers have beconme a bottleneck in |large scal e hi gh-performance
distributed systens. The work by Kalia et al. [HPRDMA] introduces a
server based networked sequencer, which is a kind of task nanager

assi gni ng nonotonically increasing sequence nunber for transactions.
In [ HPRDMA], the authors shows that the maxi numthroughput is 122
MI1lion requests per second (Mps), at the cost of an increased
average latency. This bounded throughput will inpact the scalability
of distributed systens. The authors also test the bottleneck for
varies optim zation nethods, including CPU DVA bandwi dth and PCle
RTT, which is introduced by the CPU centric architecture

For a programmable switch, a sequencer is a rather sinple operation,
whil e the pipeline architecture can avoid bottlenecks. It is worth
i npl ementing a swtch-based sequencer, which sets the performance
goal as hundreds of Mps and latency in the order of m croseconds.

4. In-Network Generic Operations

The CO N use case draft [I-D.irtf-coinrg-use-cases] illustrates sone
general requirenments for scenari os where the aforenentioned use cases
belong to. One of the requirenents is that any in-network conputing
system nmust provide nmeans to specify the constraints for placing
execution logic in certain |ogical execution points (and their

associ ated physical locations). 1n case of NetReduce,

Net Di stri but edLock, and Net Sequencer, data aggregation, |ock
managenent and sequence nunber generation functions can be offl oaded
onto the in-network device. It can be observed that those functions
are based on "sinple" and "generic" operators, as shown in Table 1.
Programmabl e switches are capabl e of performi ng basic operations by
executing one or nore operators, w thout inpacting the forwarding
performance ([NetChain], [ER S]).
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5.

| Use Case | Operation | Description |

[} e ————— e ——_————————_— s p—p—r

| Net Reduce | Sum val ue | The in-network device sunms the |

| | (SUM | data together and outputs the |
I I

resul ting val ue. |

| NetLock | Comnpare And | By conparing the request with |
| | Swap or | the status of its own lock, the |
| | Fetch-and-Add | in-network device sends out |
| | (CAS or FA) | whether the host has the |
| | | acquired the lock. Through the |
| | | CAS and FA, host can inplenment |
| | | shared and excl usive | ocks. |
o e e - T o e e e e e e e e e e e e e e +
| Net Sequencer | Fetch-and-Add | The in-network device provides |
| | (FA) | a nmonotonically increasing |
| | | counter nunmber for the host. |
o e e o - oo o m e e e e e e e eee— oo +

Table 1: Exanpl e of in-network operations.
SI NC Framewor k Overvi ew

This section describes the various elenents of the SINC franmework and
expl ai ns how t hey work together.

The SI NC protocol and extensions are designed for deploynent in
limted domains, such as a data center network and/or a storage
networ k, rather than deploynment across the open Internet. The
requirenents and semantics are specifically linted, as defined in
the previous sections.

Figure 1 shows the overall SINC franmework, consisting of Hosts, the
SINC I ngress Proxy, SINC switch/router (SWR), the SINC Egress Proxy
and normal switches/routers(if any).

B + B +
| Host A | | Host B |
R + R +
I I
I I
S + - S USSR + - S USRS +
| SINC I ngress| | | | | | | | SI NC Egress|
| Proxy |-->] SWR|--> SINC SWR |--> SWR |-->|Proxy |
R + +----- + S + +o-m - - + S +

Figure 1. General SINC depl oynent.
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In the SINC domain, a host MJST be SINC-aware. It defines the data
operation to be executed. However, it does not need to be aware of
where the operation will be executed and how the traffic will be
steered in the network. The host sends out packets with a SINC
header containing the definition and paraneters of data operations.
The SI NC header could be placed directly after the transport |ayer,
before the computing data as part of the payload. However, the SINC
header can also potentially be positioned at |ayer 4, layer 3, or
even |l ayer 2, depending on the network context of the applications
and t he depl oynent consideration. This will be discussed in further
details in [I-D. zhou-rtgwg-si nc-depl oynent - consi derati ons].

The SI NC proxies are responsible for encapsul ati ng/ decapsul ati ng
packets in order to steer themthrough the right network path and
nodes. The SINC proxies may or nmay not be collocated with hosts.

The SINC I ngress Proxy encapsul ates and forwards packets containing a
SI NC header, to the right node(s) with SINC operation capabilities.
Such an operation may involve the use of protocols |ike Service
Function Chai ning (SFC [ RFC7665]), LISP [RFC9300], Ceneve [RFC8926],
or even MPLS [RFC3031]. Based on the definition of the required data
processing and the network capabilities, the SINC ingress proxy can
determ ne whether the data processing defined in the SINC header
coul d be executed in a single node or in multiple nodes. The SINC
Egress Proxy is responsible for decapsul ati ng packets before
forwarding themto the destination host.

The SINC switch/router is the node equi pped with in-network conputing
capabilities. It MJST | ook for the SINC header and performthe
required operations if any. It could be done fromthe encapsul ation
protocols that contain a field of "next protocols". herw se, the
SINC switch/router should be able to performa deep packet inspection
to identify the |ocation of the SINC header. The detection of the

| ocation of the SINC header will be further depicted in

[1-D. zhou-rtgwg- si nc-depl oynent - consi derations]. Upon receiving a

SI NC packet, the SINC switch/router data-plane processes the SINC
header, executes required operations, updates the payload wth
results (if necessary) and forwards the packet to the destination

The SINC workflow is as foll ows:

1. Host Atransmits a packet with the SINC header and data to the
SINC | ngress proxy.

2. The SINC Ingress proxy encapsul ates and forwards the original
packet to a SINC switch/router(s).
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6

6

3. The SINC switches/routers verifies the source, checks the
integrity of the data and perfornms the required data processing
defined in the SINC header. When the conputing is done, if
necessary, the payload is updated with the result and then
forwarded to the SINC Egress proxy.

4. \Wen the packet reaches the SINC Egress Proxy, the encapsul ation
will be renmoved and the inner packet will be forwarded to the
final destination (Host B).

Dat a Operati on Mde

According to the SINC scenarios, the SINC processinhg can be divided
into two nodes: individual conputing node and batch conputing node.

I ndi vi dual operations include all operations that can be perforned on
data comng froma single packet (e.g., Netlock). Conversely, batch
operations include all operations that require to collect data from
mul tiple packets (e.g., NetReduce data aggregation).

1. Individual Conputing Mdde

The NetLock is a typical scenario involving individual operations,
where the SINC switch/router acts as a | ock server, generating a |ock
for a packet coning fromone host.

Thi s kind of operation has some general aspects to be considered:

* Initialization of the context on the conputing device. The
context is the informati on necessary to perform operations on the
packets. For instance, the context for a | ock operation includes
sel ected keys, lock states (values) for granting | ocks.

* FError conditions. Operations may fail and, as a consequence,
sonetines actions need to be taken, e.g. sending a nessage to the
source host. Another option is to forward the packet unchanged to
the destination host. The destination host will in this case
performthe operation. |If the operation fails again, the
destination host will handle the error condition and may send a
message back to the source host. 1In this way SINC swi tches/router
operation remains relatively sinple.
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6.2. Batch Computing Mde

The batch operations require to collect data fromnultiple sources
before actually being able to performthe required operations. For
instance, in the NetReduce scenario, the gradi ent aggregation

requi res packets carrying gradient arrays fromeach host to generate
the desired result array.

In this node, the data operation is collective. The data com ng from
mul tiple sources may be aggregated in nultiple aggregation nodes in a
hi erarchy. Hence a tree topology should be created fromthe control
pl ane for each batch conputing request, which will be dism ssed once
the batch conputing is done. A nessage is required to signal the
start and the end of the operation.

Each aggregati on node executes the cal cul ati on when data is arrived.
If sone of packets do not arrive or arrive too |late, the batch
computing may fail. The tine the packets are tenporarily cached on
the SINC switch/router should be carefully configured. On the one
hand, it has to be sufficiently long to receive all required packets.
On the other hand, it has to be sufficiently short so that no
retransm ssions are triggered at the transport or application |ayers
on the end hosts. Simlarly to the error condition for the

i ndi vidual operations, if the SINC switch/router does not receive all
required packets in the configured tinme interval, it can either
signal an error message back to the source host, or sinply forward
the packets to the end host that handl es the packet | osses.

7. SINC Header

The SI NC header carries the data operation infornmation and it has a
fixed length of 16 octets, as shown in Figure 2.

01234567890123456789012345678901
B T S i S S S S it SN SRR DR S
Reserved | D L] Job I D |
B S T s i S i I S i o i SR e SR

G oup Size | Data Source ID |

B S S e i S S T A S S S S S S i S S
SeqNum |

B T S S i S S it SN RPN U S
Data Operation | Data O f set |

B S T s o S i I S S S o e S

+—+— +— +— +

Figure 2: SINC Header.

* Reserved: Flags field reserved for future use. MJST be set to
zero on transm ssion and MJST be ignored on reception.
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* Done flag (D): Zero (0) indicates that the request operation is
not yet performed. One (1) indicates the operation has been done.
The source host MJIST set this bit to 0. The in-network swtch/
router performng the operation MJST set this flag to 1 after the
operation is executed.

* Loopback flag (L): Zero (0) indicates that the packet SHOULD be
sent to the destination after the data operation. One (1)
i ndi cates that the packet SHOULD be sent back to the source node
after the data operation.

* Job ID: The Job IDidentifies different groups. Each group is
associ ated wi th one task.

* Goup Size: Total number of data source nodes that are part of the
group.

* Data Source ID: Unique identifier of the data source node of the
packet .

* Sequence Nunber (SeqNunm): The SeqNumis used to identify different
requests within one group

* Data Operation: The operation to be executed by the SINC switch/
router.

* Data OFfset: The in-packet offset fromthe SINC header to the data
required by the operation. This field is useful in cases where
the data is not right after the SINC header, the offset indicates
directly where, in the packet, the data is | ocated.

8. Control Plane Considerations

The SINC control plane is responsible for the creation and
configuration of the conputing network topology with SINC capable
network el enments, as well as the nonitoring and managenent of the
system to ensure the proper execution of the conputing task. The
SINC framework can work with either centralized (e.g. SDN like),
distributed (by utilizing dynam c signaling protocols), or hybrid
control planes. However, this docunent does not assune any specific
control plane design.
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A computing network topol ogy needs to be created in advance to
support the required in network computing tasks. The topol ogy could
be as sinple as a explicit path with SINC capabl e nodes for

i ndi vi dual conputing node (e.g. NetLock and Net Sequencer), as well as
a logical tree topology supporting nore conpl ex batch conputing node
(e.g. NetReduce). After the conpletion of the conputing task, the
control plane needs to delete the topology and rel ease rel evant
resources accordingly for that task or job.

The followi ng features are necessary in control plane for the
topol ogy creation/deletion in the SINC network:

* Topol ogy conputation: Wen receiving the conputing request from
the Host, the SINC control plane needs to compute a set of
feasible paths with SINC capabl e nodes to support individual or
bat ch conput ati ons.

* Topol ogy establishnment: The topol ogy has to be sent/configured/
signaled to the network device, so SINC packets coul d pass through
the right SINC capable nodes to performthe required data
computing in the network. Once done, the control plane wll
signal the application to kick off the packet transm ssion

* Topol ogy del etion: Once the application finishes the action, it
will informthe control plane to delete the topol ogy and rel ease
the reserved resources for other applications and purposes.

Distributed control plane signaling can be useful in creating the

| ogi cal in-network conmputing topology with sone "in-band" style.
Consi der a relatively compl ex case that the |ogical conputing
topology is a multilevel tree. |If the centralized controlling
manager i s used, the tree needs to be established before the end
points send the data to be aggregated. Distributed signaling can
make the in-band tree creation coupled with the pull-based data
aggregation. Each participating end point sends the in-band signa
to create the tree. The SINC capable switch receiving themreserves
the resource and aggregates such signals. Information fromthe end
points carried in the signaling packet hel ps the switch determne
whether it is the root. Such information can be the total group
menber counter and the sibling menber counter. When the accunul ated
si bling menber counter has the same value as the total gorup nenber
counter, the switch considers it the root. Wen the root receives
the signals fromall the participating nmenbers, it then starts to
pull the data fromthe end points. Distributed signaling directly
initiates the data aggregation procedures w thout waiting for the
control plane setting every ready in advance so that it inproves the
reusability with the nore dynami ¢ way in topology creation and

del eti on.
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SI NC packets are supposed to pass SINC capabl e nodes without traffic
and conputing congestion, which demands sufficient resource
reservation. There are multiple types of resources (e.g., conputing
resource, buffer resource, and bandw dth resource) in the network
that should be reserved to ensure the snooth execution of the
conmputing tasks.

The performance nmonitoring (PM is required to detect any potenti al

i ssues during the data operation. It could be done actively or
passively. By injecting OAM packets into the network to estimate the
performance of the network, the active PM night affect the overal
performance of the network. SINC does not introduces any constrains
and pre-existing nonitoring infrastructures can continue to be used.

The service protection contains two parts: the computing service
protection and network service protection

* The in-network conputing service nmust be protected. If a SINC
node of an in-network operation fails, the inpact should be
m nim zed by guaranteeing as much as possible that the packets are
at least delivered to the end node, which will performthe
requested operation (cf. Section 6). The control plane will take
care to recover the failure, possibly using a different SINC node
and re-routing the traffic.

* The network service nmust be able to deliver packet to the
desi gnated SINC nodes even in case of partial network failures
(e.g. link failures). To this end existing protection and re-
route solution nay be appli ed.

From t he above di scussion about the control plane, the follow ng
basic requirements can be identified:

* The ability to exchange conputing requirenents (e.g. conputing
tasks, performance, bandwi dth, etc.) and execution status with the
application (e.g., via a User Network Interface). SINC tasks
shoul d be carefully coordinated with (other) host tasks.

* The ability to gather the resources avail able on SINC- capable
devi ces, which denands regul ar advertisenent of node capabilities
and link resources to other network nodes or to network
controller(s).

* The ability to dynamically create, nodify and del ete conputing
net wor k t opol ogi es based on application requests and according to
defined constraints. It includes, but it is not limted to,
topol ogy creation/update, explicit path determi nation, |ink
bandwi dt h reservati on and node conputing resource reservation
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10.

The created topol ogy should be able to execute conputing task
requested by the application with no (ot low) inmpact on the packet
transm ssi on.

* The ability to nonitor the performance of SINC nodes and |ink
status to ensure that they meet the requirenents.

* The ability to provide failover nmechanismin order to handle
errors and failures, and inproves the resilience of the system A
fall back mechanismis required in case that in-network resources
are not sufficient for processing SINC tasks, in which case, end
host m ght provi de sone conpl enentary conputing capabilities.

Security Considerations

I n-networ k conputing exposes conputing data to network devices, which

inevitably raises security and privacy considerations. The security

probl enms faced by in-network conputing include, but are not linited
to:

* Trustworthiness of participating devices

* Data hijacking and tanpering

* Private data exposure

Thi s docunent assunes that the deploynent is done in a trusted

environment. For exanple, in a data center network or a private

net wor k.

A detailed security analysis will be provided in future revisions of
this meno.

| ANA Consi der ati ons

Thi s docunent nakes no requests to | ANA
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