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Abstract

Qpen Cloud Mesh (OCM is a server federation protocol that is used to
notify a Receiving Party that they have been granted access to sone

Resource. It has simlarities with authorization flows such as
QAuth, as well as with social internet protocols such as ActivityPub
and enmnil .

A core use case of OCMis when a user (e.g., Alice on System A)
wi shes to share a resource (e.g., a file) with another user (e.g.,
Bob on System B) without transferring the resource itself or
requiring Bob to log in to System A

VWhile this scenario is illustrative, OCMis designed to support a
broader range of interactions, including but not limted to file
transfers.

Open C oud Mesh handles interactions only up to the point where the
Receiving Party is informed of their access to the Resource. Actual
Resource access i s subsequently managed by other protocols, such as
V\ebDAV.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 April 2026
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

Open Cloud Mesh was initially conceived of in 2015 and has been
depl oyed since 2016. OCM has been inpl enented by several platforns,
i ncl udi ng CERNBox, Nextcloud, Opend oud, ownC oud, and Seafile

The goal of OCMis to provide a secure, scalable, and flexible
infrastructure for securely sharing and coll aborating on resources
and has seen wi de adoption, not |east in the academ c sector.

The core idea of OCMis to nake it sinple for users to do the right
thing. This is achieved by providing a protocol that abstracts away
security and authentication details fromthe users to the servers
acting on behalf of the users. Another inportant point of the
protocol is the invitation mechanismthat |ets users connect over
est abli shed human rel ati onshi ps and uses those connections to
establish contact between their respective OCM servers.

2. Ter s

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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We define the foll owing concepts, with some non-normative references
to related concepts from QAuth [ RFC6749] and el sewhere:

*

*Resource* - The piece of data or interaction to which access is
bei ng granted, including but not Ilimted to: a file or folder, a
video call, a contact, a printer queue, etc.

*Renot e Resource* - A Resource provided by the Sending Server.

*Shared Resource* - A Resource shared by an OCM Server, becomng a
Renote Resource if accepted by the Invite Receiver OCM Server.

*Share* - A policy rule stating that certain actors have specific
access rights to a Resource; it MAY also refer to a record in a
dat abase representing this rule.

*Sending Party* - A person or party who is authorized to create
Shares; similar to "Resource Oaer” in QAuth [RFC6749], identified
by its OCM Address.

*Receiving Party* - A person, group or party who is granted access
to the Resource through the Share; simlar to "Requesting Party /
RgP" in QAuth-UMA, identified by its OCM Address.

*Share Creation Notification* - A server-to-server request from
the sending server to the receiving server, notifying the
receiving server that a Share has been created.

*Sendi ng Server* - The server that:

- holds the Resource ("file server" or "Entreprise File Sync and
Share (EFSS) server" role),

- provides access to it (by exposing at | east one "API"),

- takes the decision to create the Share based on user interface
gestures fromthe Sending Party (the "Authorization Server"
role in QAuth [ RFC6749]),

- takes the decision about authorizing attenpts to access the
Resource (the "Resource Server" role in QAuth [ RFC6749]),

- sends out Share Creation Notifications when appropriate (see
bel ow) .

*Receiving Server* - The server that:

- receives Share Creation Notifications (see bel ow),
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- actively or passively notifies the receiving user or group of
any incomng Share Creation Notification,

- acts as an APl client, allowi ng the receiving user to access
the Resource through an APl (e.g., WebDAV [ RFC4918]) of the
sendi ng server.

*  *Sending Gesture* - A user interface interaction fromthe Sending
Party to the Sending Server, conveying the intention to create a
Shar e.

* *Share Creation* - The addition of a Share to the database state
of the Sending Server, in response to a successful Sending Gesture
or for another reason.

* *Sharing User* - A user providing access to a Resource through a
Shar e.

* *FQDN* - Fully Qualified Domai n Nane, such as "cloud. exanpl e. cont'.
* *OCM Server* - A server that supports OCM

*  *OCM APl Discovery* - Process of evaluating properties of a Renote
Resource, after establishing contact with an OCM Server.

* *Djiscovering Server* - A server that tries to obtain information
in OCM APl Di scovery.

* *Discoverable Server* - A server that tries to supply information
in OCM APl Di scovery.

*  *OCM Address* - identifies a user or group "at" an OCM Server.
The OCM Address contains a server specific Party identifier, a
host | ocating the OCM Server and an optional port. The OCM
Address is not a URI as it does not have schene and the identifier
may contain reserved characters.

ocmaddress = identifier "@ host | port]

The identifier is an opaque, case-sensitive UTF-8 string. It is
separated fromthe host by the last "@ in the OCM Address. It is
possible to have nultiple @signs in a OCM address, e.g. when an
emai |l address is the local part of the address like

nonen. nesci o@xanpl e. org@cm exanpl e. or g.

host is an IP literal encapsulated within square brackets, an |Pv4

address in dotted decinmal form or a registered nane as descri bed
in [ RFC3986] .
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host = IP-literal / |Pv4address / reg-name

The optional port subcomponent can be used to specify a port to
use for discovery (see Discovery Process).

The OCM Server MJST be di scoverable at the given host and optional
port via the Well-Known [RFC8615] path /.well-known/ocm The OCM
Address MUST NOT contain a path.

* *OCM Notification* - A nessage fromthe Receiving Server to the
Sendi ng Server or vice versa, using the OCM Notifications
endpoi nt ..

* *lnvite Message* - Qut-of-band nessage used to establish contact
bet ween parties and servers in the Invite Flow, containing an
Invite Token (see below) and the Invite Sender’s OCM Address.

* *lnvite Sender* - The party sending an Invite, identified by its
OCM Addr ess.

* *lnvite Receiver* - The party receiving an Invite, identified by
its OCM Address.

* *lnvite Sender OCM Server* - The server hol ding an address book
used by the Invite Sender, to which details of the Invite Receiver
are to be added.

* *lnvite Receiver OCM Server* - The server hol di ng an address book
used by the Invite Receiver, to which details of the Invite Sender
are to be added.

* *|lnvite Token* - A hard-to-guess string used in the Invite Fl ow,
generated by the Invite Sender OCM Server and |inked uniquely to
the Invite Sender’s OCM Address.

* *Invite Creation Gesture* - Gesture fromthe Invite Sender to the
Invite Sender OCM Server, resulting in the creation of an Invite
Token.

* *lnvite Acceptance Gesture* - Gesture fromthe Invite Receiver to
the Invite Receiver OCM Server, supplying the Invite Token as well
as the OCM Address of the Invite Sender, effectively allowisting
the Invite Sender OCM Server for sending Share Creation
Notifications to the Invite Receiver OCM Server.
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* *Invite Acceptance Request* - APl call fromthe Invite Receiver
OCM Server to the Invite Sender OCM Server, supplying the Invite
Token as well as the OCM Address of the Invite Receiver,
effectively allowisting the Invite Sender OCM Server for sending
Share Creation Notifications to the Invite Receiver OCM Server.

* *|lnvite Acceptance Response* - HITP response to the Invite
Accept ance Request.

* *Share Nane* - A hunman-readable string, provided by the Sending
Party or the Sending Server, to help the Receiving Party
under st and whi ch Resource the Share grants access to.

* *Share Perm ssions* - protocol -specific allowances granted to the
Receiving Party on the nodes of accessing the Resource.

* *Share Requirenents* - Protocol-specific restrictions on the nodes
of accessing the Resource.

*  *WAYF Page* - A \Were-Are-You-Frompage is a discovery service
used to identify the OCM Server of an Invite Receiver.

* *Directory Service* - Athird-party service that exposes a |list of
trusted OCM Servers.

3. General Flow

The lifecycle of an Qpen Cl oud Mesh Share starts with prerequisites
such as establishing trust, establishing contact, and OCM API
Di scovery.

Then the share creation involves the Sending Party maki ng a Sendi ng
Gesture to the Sending Server, the Sending Server carrying out the
actual Share Creation, and the Sending Server sending a Share
Creation Notification to the Receiving Server.

After this, the Receiving Server MAY notify the Receiving Party and/
or the Sending Server, and will act as an APl client through which
the Receiving Party can access the Resource. The Receiving Party or
the Sending Party MAY then update or delete the Share: the respective
Server MAY send a Notification to the other party about the change.
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4. Establishing Contact

Bef ore the Sending Server can send a Share Creation Notification to
the Receiving Server, it MJST establish the Receiving Party’'s OCM
Address (contai ning the Receiving Server’'s FQDN, and t he Recei ving
Party’'s identifier), anong other things. Sone steps may preceed the
Sendi ng Gesture, allowi ng the Sending Party to establish (with some

| evel of trust) the OCM Address of the Receiving Party. 1n other
cases, establishing the OCM Address of the Receiving Party happens as
part of the Sending Gesture

4.1. Direct Entry

The sinplest way for this is if the Receiving Party shares their OCM
Address with the Sending Party through sonme out-of-band neans, and
the Sending Party enters this string into the user interface of the
Sendi ng Server, by nmeans of typing or pasting into an HTM. form or
clicking alink to a URL that includes the string in some form

4.2. Address books

The Sending Server MAY offer the Sending Party an address book tool,
where OCM Addresses can be stored over tine in a | abel ed and/ or
searchabl e way. This decouples the act by which the OCM Address
string is passed into the Sending Server’s database fromthe

sel ection of the Receiving Party in preparation for Share Creation

4.3. Public Link Flow

An interface for anonynously viewi ng a Resource on the Sending Server
MAY al |l ow any internet user to type or paste an OCM address into an
HTML form as a Sending Gesture. This neans that the Sending Party
and the Receiving Party could be the sanme person, so contact between
them does not need to be explicitly established.

4. 4. Public Invite Fl ow

Simlarly, an interface on the Sendi ng Server MAY allow any i nternet
user to type or paste an OCM address into an HTM. form as a Sending
Gesture for a given Resource, without itself providing a way to
access that particular Resource. A link to this interface could then
for instance be shared on a nailing list, allowing all subscribers to
ef fectively request access to the Resource by maki ng a Sending
Gesture to the Sending Server with their own OCM Addr ess.
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4.5. Invite Fl ow
4.5.1. Rationale

Many net hods for establishing contact all ow unsolicited contact with
the prospective Receiving Party whenever that party’'s OCM Address is
known. The Invite Flow requires the Receiving Party to explicitly
accept it before it can be used, which establishes bidirectional
trust between the two parties involved.

OCM Servers MAY enforce a policy to only accept Shares between such
trusted contacts, or MAY display a warning to the Receiving Party
when a Share Creation Notification froman unknown Sending Party is
recei ved

4.5.2. Steps

* the Invite Sender OCM Server generates a unique Invite Token and
hel ps the Invite Sender to create the Invite Message

* the Invite Sender uses some out-of-band comunication to send the
Invite Message, containing the Invite Token and the Invite Sender
OCM Server FQDN, to the Invite Receiver

* the Invite Receiver navigates to the Invite Receiver OCM Server
and makes the Invite Acceptance Gesture. This step MAY be
facilitated if the Invite Sender OCM Server inplenments a WAYF
Page, such that the Invite Message would include a link to it for
the Invite Receiver to navigate to: the Invite Receiver would then
be able to indicate their OCM Server and proceed with the Invite
Accept ance Gsture wi thout manual ly copying the Invite Token.

* the Invite Receiver OCM Server discovers the OCM APl of the Invite
Sender OCM Server using generic OCM APl Di scovery (see section
bel ow)

* the Invite Receiver OCM Server sends the Invite Acceptance Request
to the Invite Sender OCM Server

4.5.3. Invite Acceptance Request Details
Whereas the precise syntax of the Invite Message and the Invite
Acceptance Gesture will differ between inplenentations, the Invite
Accept ance Request SHOULD be a HTTP POST request:

* to the /invite-accepted path in the Invite Sender OCM Server’s OCM
API
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* using application/json as the Content-Type HTTP request header

* its request body containing a JSON docunment representing an object
with the following string fields:

- REQUI RED: recipientProvider - FQDN of the Invite Receiver OCM
Server.

- REQU RED: token - The Invite Token. The Invite Sender OCM
Server SHOULD recall which Invite Sender OCM Address this token
was |inked to.

- REQU RED: userID - The Invite Receiver's identifier at their
OCM Ser ver.

- REQUIRED: enmmil - Non-normative / informational; an enail
address for the Invite Receiver. Not necessarily at the sane
FQDN as their OCM Server.

- REQUI RED: name - Hunman-readabl e nane of the Invite Receiver, as
a suggestion for display in the Invite Sender’s address book

* using TLS
* using httpsig [ RFC9421]

The Invite Receiver OCM Server SHOULD apply its own policies for
trusting the Invite Sender OCM Server before naking the Invite
Accept ance Request.

Since the Invite Fl ow does not require either Party to type or
remenber the userID, this string does not need to be human- nenorabl e.
Even if the Invite Receiver has a nenorable username at the Invite
Recei ver OCM Server, this userID that forns part of their OCM Address
does not need to match it.

Al so, a different userlD could be given out to each contact, to avoid
correlation of identities.

If the Invite Sender OCM Server inplenments a WAYF Page, such a page
MAY include a fixed list of servers, in addition to, or instead of, a
free-text input where any OCM Server can be entered. This is
especially useful if the Invite Sender is part of a federation of
associ ated OCM Servers. In order to populate the list of associated
OCM Servers, the Invite Sender’s server MAY make use of a Directory
Service, which is expected to follow the specification detailed in
Appendi x C.
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I mpl enentors that provide a WAYF Page SHOULD make the URL for the API
endpoi nt of such a Directory Service configurable, allow ng the OCM
Server to be part of a network of associated OCM Servers. The
configuration nechani sm MAY al l ow an OCM Server to be part of

mul tiple networks, thus displaying a union of nmultiple lists inits
WAYF Page.

4.5.4. Invite Acceptance Response Details
The I nvite Acceptance Response SHOULD be a HITP response:
* in response to the Invite Acceptance Request
* using application/json as the Content-Type HTTP response header

* its response body containing a JSON docunent representing an
object with the following string fields:

- REQUI RED: userID - the Invite Sender’s identifier at their OCM
Server

- REQUIRED: emmil - non-normative / informational; an enail
address for the Invite Sender. Not necessarily at the sane
FQDN as their OCM Server

- REQUI RED: name - hunman-readabl e nane of the Invite Sender, as a
suggestion for display in the Invite Receiver’s address book

A 200 response status nmeans the Invite Acceptance Request was
successful. A 400 response status neans the Invite Token is invalid
or does not exist. A 403 response status nmeans the Invite Receiver
OCM Server is not trusted to accept this Invite. A 409 response
status nmeans the Invite was al ready accepted.

The Invite Sender OCM Server SHOULD verify the HTTP Signature on the
Invite Acceptance Request and apply its own policies for trusting the
Invite Receiver OCM Server before processing the Invite Acceptance
Request and sending the Invite Acceptance Response.

As with the userIDin the Invite Acceptance Request, the one in the

Response al so doesn’t need to be human-nenorabl e, doesn’t need to
match the Invite Sender’s usernane at their OCM Server
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4.5.5. Addition into address books

Fol | owi ng these step, both servers MAY display the name of the other
party as a trusted or allowisted contact, and enable sel ecting them
as a Receiving Party. OCM Servers MAY enforce a policy to only
accept Share Creation Notifications fromsuch trusted contacts, or
MAY di splay a warning to users when a Share Creation Notification
froman unknown party is received.

Both servers MAY also allowist each other as a server with which at
| east one of their users wi shes to interact.

Note that Invites act symretrically, so once contact has been
established, both the Invite Sender and the Invite Receiver MNAY take
on either the Sending Party or the Receiving Party role in subsequent
Share Creation events.

Both parties MAY delete the other party fromtheir address book at
any tinme without notifying them

4.5.6. Security Advantages

It is inportant to underscore the value of the Invite in this
scenario, as it provides four inportant security advantages. First
of all, if the Receiving Server blocks Share Creation Notifications
from Sending Parties who are not in the address book of the Receiving
Party, then this protects the Receiving Party fromreceiving
unsolicited Shares. An attacker could still send the Receiving Party
an unsolicited Share, but they would first need to convince the
Receiving Party through an out-of -band communi cati on channel to
accept their invite. In many use cases, the Receiving Party has had
other forns of contact with the Sending Party (e.g., in-person or
emai | back-and-forth). The out-of-band Invite Message thus | everages
the filters and context which the Receiving Party nay al ready benefit
fromin that out-of-band communication. For instance, a careful
Receiving Party MAY choose to only accept Invites that reach themvia
a private or noderated nmessagi ng platform

Second, when the Receiving Party accepts the Invite, the Receiving
Server knows that the Sending Server they are about to interact with
is trusted by the Sending Party, which in turn is trusted by the
Receiving Party, which in turnis trusted by them In other words,
one of their users is requesting the allowisting of a server they
wish to interact with, in order to interact with a party they know
out -of -band. This gives the Receiving Server reason to put nore
trust in the Sending Server than it would put into an arbitrary

i nternet-hosted server.
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5.

5.

Third, equivalently, the Sending Server knows it is essentially
registering the Receiving Server as an APl client at the request of
the Receiving Party, to whomthe right to request this has been
traceably del egated by the Sending Party, which is one of its

regi stered users.

Fourth, related to the second one, it renoves the partial ’open
relay’ problemthat exists when the Sending Server is allowed to

i nclude any Receiving Server FQDN in the Sending Gesture. W thout
the use of Invites, a Distributed Denial of Service attack coul d be
organised if many internet users collude to flood a given OCM Server
with Share Creation Notifications which will be hard to distinguish
fromlegitimte requests wi thout human interaction. An unsolicited
(invalid) Invite Acceptance Request is much easier to filter out than
an unsolicited (possibly valid, possibly invalid) Share Creation
Notification Request, since the Invite Acceptance Request needs to
contain an Invite Token that was previously uniquely generated at the
Invite Sender OCM server.

OCM APl Di scovery
1. Introduction
After establishing contact as discussed in the previous section, the
Sharing User MAY send the Share Creation Gesture to the Sending
Server. The Sharing User MJST provide the follow ng information:

* Resource to be shared

* Protocol to be offered for access
* Sending Party’'s identifier

* Receiving Party's identifier

* Receiving Server FCQDN
* OPTI ONAL: Share Requirenents

*  OPTIONAL: Share Nane

*  OPTIONAL: Share Perm ssions

The next step is for the Sending Server to additionally discover:

* if the Receiving Server is trusted

* if the Receiving Server supports OCM
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5.

2.

* if so, which version and with which optional functionality
* at which URL

* the public key the Receiving Server will use for HTTP Signatures
(if any)

The Sending Server MAY first performdenylist and allowist checks on
t he FQDN.

If afinite allowist of Receiving Servers exists on the Sending
Server side, then this list MAY already contain all necessary
i nformati on.

If the FQDN passes the denylist and/or allowist checks, but no
details about its OCM APl are known, the Sending Server can use the
following process to try to fetch this information fromthe Receiving
Server.

Thi s process MAY be influenced by a VPN connection and/or IP
all ow i sting.

When OCM APl Di scovery can occur in preparation of a Share Creation
Notification, the Sending Server takes on the 'Di scovering Server’
role and the Receiving Server plays the role of ’Discoverable
Server’ .

Process

At the start of the process, the Discovering Server has either an OCM
Address, or just an FQDN from for instance the recipientProvider
field of an Invite Acceptance Request.

Step 1: In case it has an OCM Address, it SHOULD first extract <fqdn>
fromit (the part after the last @sign). Step 2: The Di scovering
Server SHOULD attenpt OCM APl Discovery via a HTTP GET request to
https://<fqdn>/.well-known/ocm Step 3: If that results in a valid
HTTP response with a valid JSON response body within reasonable tinmng,
go to step 7. Step 4: If not, try a HITP GET with

https://<fqdn>/ ocmprovider as the URL instead. Step 5: If that
results in a valid HTTP response with a valid JSON response body
within reasonable tinme, go to step 7. Step 6: If not, fail.

I mpl ement ati ons MAY fallback to HTTP i nstead of HTTPS in testing
setups and retry steps 2-5, in particular when an optional port is
given in the address. Step 7: The JSON response body is the data
that was di scovered.
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5. 3.

Fi el ds

The JSON response body offered by the Di scoverabl e Server SHOULD
contain the followi ng informati on about its OCM API

*

REQUI RED: enabl ed (bool ean) - Wether the OCM service is enabl ed
at this endpoint

REQUI RED: api Version (string) - The OCM APl version this endpoint
supports. Exanple: "1.2.1"

REQUI RED: endPoint (string) - The URI of the OCM APl avail abl e at
this endpoint. Exanple: "https://ny-cloud-storage. org/ocn

OPTI ONAL: provider (string) - A friendly branding name of this
endpoint. Exanple: "Myd oudStorage”

REQUI RED: resourceTypes (array) - Alist of all resource types
this server supports in both the Sending Server role and the
Receiving Server role, with their access protocols. Each itemin
this list MIST itself be an object containing the follow ng
fields:

- nanme (string) - A supported resource type (file, cal endar,
contact, ...). Inplenmentations MJST of fer support for at |east
one resource type, where file is the comonly supported one.
Each resource type is identified by its nane: the list MJST NOT
contain nore than one resource type object per given nane.

- shareTypes (array of string) - The supported recipient share
types. MJST contain "user" at a mninum plus optionally
"group"” and "federation". Exanple: ["user"

- protocols (object) - The supported protocols for accessing

Shared Resources of this type. Inplenentations that offer file
Resources MUST support at |east webdav, any other conbination
of Resources and protocols is optional. Exanple: json {
"webdav": "/renote/dav/ocnm ", "webapp": "/app/ocnml", "talk":

"/ apps/spreed/api/" } Fields:

0 webdav (string) - The top-level WbDAV [ RFC4918] path at
this endpoint. In order to access a Renote Resource,
i mpl ementations MAY use this path as a prefix, or as the
full path (see sharing exanples).
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0 webapp (string) - The top-level path for web apps at this
endpoint. This value is provided for docunentation
pur poses, and it SHOULD NOT be intended as a prefix for
share requests.

0 datatx (string) - The top-level path used for data
transfers. This value is provided for docunmentation
purposes, and it SHOULD NOT be intended as a prefix. In
addition, inplementations are expected to execute the
transfer using WbDAV [ RFC4918] as the wire protocol.

0 Any additional protocol supported for this Resource type MAY
be advertised here, where the value MAY correspond to a top-
level URI to be used for that protocol.

* OPTIONAL: capabilities (array of string) - The optional
capabilities supported by this OCM Server. As inplenentations
MUST accept Share Creation Notifications to be conpliant, it is
not necessary to expose that as a capability. Exanmple: ["receive-
code", "webdav-uri"]. The array MAY include for instance: _
"enforce-nfa" - to indicate that this OCM Server can apply a
Sendi ng Server’s MFA requirenents for a Share on their behal f.
"webdav-uri" - to indicate that this OCM Server can append a
relative URI to the path listed for WebDAV [ RFC4918] in the
appropri ate resourceTypes entry "protocol -object” - to indicate
that this OCM Server can receive a Share Creation Notification
whose protocol object contains one property per supported protocol
i nstead of containing the standard nane and options properties.
"invites" - to indicate the server would support acting as an
Invite Sender or Invite Receiver OCM Server. This mght be useful
for suggesting to a user that existing contacts mght be upgraded
to the nore secure (and possibly required) invite flow _
"receive-code" - to indicate that this OCM Server can receive a
code as part of a Share Creation Notification, and exchange it for
a bearer token at the Sending Server’'s /token APl endpoint. _
"invite-wayf" - to indicate that this OCM Server exposes a WAYF
Page to facilitate the Invite flow

* OPTIONAL: criteria (array of string) - The criteria for accepting
a Share Creation Notification. As all Receiving Servers SHOULD
require the use of TLS in APl calls, it is not necessary to expose
that as a criterium Exanple: ["http-request-signatures",

"code"]. The array MAY include for instance: _ "http-request-
signatures"” - to indicate that APl requests w thout http
signatures will be rejected. _ "code" - to indicate that API
requests without code will be rejected (i.e. the sharedSecret in
the protocol details will be ignored). _ "denylist" - sonme servers
MAY be bl ocked based on their |P address _ "allowist" - unknown
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6

servers MAY be bl ocked based on their IP address * "invite" - an
invite MUST have been exchanged between the sender and the
recei ver before a Share Creation Notification can be sent

OPTI ONAL: publicKey (object) - The signatory used to sign outgoing
request to confirmits origin. The signatory is optional, but if
present, it MJST contain two string fields, id and publicKeyPem
properties:

- REQUIRED keyld (string) unique id of the key in URl format.
The hostnane set the origin of the request and MJST be
identical to the current discovery endpoint. Exanple:
https:// ny-cl oud- st orage. or g/ ocn¥#si gnat ure

- REQUI RED publ i cKeyPem (string) - PEM encoded version of the
public key. Exanple: "----BEG@ N PUBLIC KEY----\n...\n----END
PUBLI C KEY----\n"

OPTI ONAL: inviteAcceptDialog (string) - URL path of a web page
where a user can accept an invite, when query paraneters "token"
and "provi der Domai n" are provided. Inplementations that offer the
"invites" capability SHOULD provide this URL as well in order to
enhance the UX of the Invite Flow |If for exanple

"/i ndex. php/ apps/ sci encenesh/ accept" is specified here then a WAYF
Page SHOULD redirect the end-user to /index.php/apps/sciencenesh/
accept ?t oken=zi 5kooKu3i vohr 9a&pr ovi der Donmai n=exanpl e. com

Share Creation Notification

To create a Share, the Sending Server SHOULD nake a HTTP POST request

*

to the /shares path in the Receiving Server’s OCM API
usi ng application/json as the Content-Type HITP request header

its request body containing a JSON docunment representing an object
with the fields as described bel ow

usi ng TLS

usi ng httpsig [ RFC9421]
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Fi el ds

REQUI RED shareWth (string) OCM Address of the user, group or
federation the provider wants to share the Resource with. This
MUST be known in advance, either via a previous Invitation or

t hrough ot her means. Exanpl e:
"51dc30ddc473d43a6011e9ebba6bca770@eant . or g"

REQUI RED name (string) Nanme of the Resource (file or folder).
Exampl e: "resource.txt"

OPTI ONAL description (string) Optional description of the Resource
(file or folder). Exanple: "This is the Open APl Specification
file (in YAML format) of the Open O oud Mesh API."

REQUI RED providerld (string) Opaque value to identify the Shared
Resource at the provider side. This MJST be unique per Resource
and per share, such that nultiple shares of a given Resource are
guaranteed to get different values. Exanple:

7c084226-d9al- 11e6- bf 26- cec0c932cel1

REQUI RED owner (string) - OCM Address of the user who owns the
Resource. Exanple: "6358b71804df a8ab069cf 05edlbOed2a@pi wi se. nl "

REQUI RED sender (string) - OCM Address of the user that wants to
share the Resource. Exanple:
"527bd5b5d689e2c32ae974c6229f f 785@pi wi se. nl "

OPTI ONAL owner Di spl ayNane (string) Display nane of the owner of
the Resource Exanple: "Dimtri"

OPTI ONAL sender Di spl ayNanme (string) Display nane of the user that
wants to share the Resource Exanple: "John Doe"

REQUI RED shareType (string) SHOULD have a val ue of "user",
"group", or "federation", to indicate that the first part of the
shareWth OCM Address refers to a Receiving Party who is a single
user of the Receiving Server, a group of users at the Receiving
Server, or a group of users that spans multiple OCM Servers

bel onging to a federation as exposed by a Directory Service,
including at | east one user at the Receiving Server. |In the
federation case, OCM Servers MAY resolve the actual recipients by
ei ther querying external AAl systens, or exchanging the groups’
met adat a bet ween thensel ves. Such exchange is out of scope for
this version of the this specification. Alternatively, the

Recei ving Server MAY hold the federated groups’ netadata and act
as an OCM proxy, forwarding the OCM requests to the actual nenbers
of the federation.
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* REQUI RED resourceType (string) Resource type (file, cal endar,
contact, ...)

* OPTIONAL expiration (integer) The expiration time for the OCM
share, in seconds of UTC tine since Unix epoch. |If omtted, it is
assuned that the share does not expire.

* OPTIONAL code (string) A nonce to be exchanged for a (potentially
short-lived) bearer token at the Sending Server’s /token endpoint.

* REQUI RED protocol (object) JSON object with specific options for
each protocol. The supported protocols are: - webdav, to access
the data - webapp, to access renote web applications - datatx, to
transfer the data to the renote endpoint.

O her custom protocols nmight be added in the future

In case a single protocol is offered, there are three ways to
specify this object:

Option 1: Set the ‘name’ field to the name of the protocol,
and put the protocol details in a field nanmed ‘options’
Option 2: Set the ‘name’ field to the nane of the protocol,
and put the protocol details in a field carrying the nane of
t he protocol

Option 3: Set the ‘nanme’ field to ‘nulti‘, and put the
protocol details in a field carrying the name of the protocol

Option 1 using the ‘options' field is now deprecated.
I npl enentati ons are encouraged to transition to the new
optional properties defined below, such that this field
may be renoved in a future major version of the spec.

VWhen specifying nore than one protocol as different ways to
access the Share, the ‘nanme’ field needs to be set to ‘nmulti".

If multi is given, one or nore protocol endpoints are expected to be
defined according to the optional properties specified bel ow

O herwi se, at |east webdav is expected to be supported, and its
options MAY be given in the opaque options payl oad for conpatibility
with v1.0 inplenentations (see exanples). Note though that this
format is deprecated. Warning: client inplenmenters should be aware
that v1.1 servers MAY support both webdav and rmulti, but v1.0 servers
MAY only support webdav.

* Protocol details for webdav MAY cont ai n:
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- REQU RED uri (string) A URI to access the Remote Resource. The
URI SHOULD be relative, in which case the prefix exposed by the
/. wel | - known/ ocm endpoi nt MJST be used. Absolute URIs are
depr ecat ed.

- OPTIONAL sharedSecret (string) - REQURED if no code field is
given for the Share as a whol e (see above). An optional secret
to be used to access the Resource, such as a bearer token. To
prevent leaking it in logs it MJST NOT appear in any URI.

-  OPTIONAL permissions (array of strings) - The perm ssions

granted to the sharee. A subset of: - read allows read-only
access including downl oad of a copy. - wite allows create,
update, and delete rights on the Resource. - share allows re-

share rights on the Resource

- OPTIONAL requirenents (array of strings) - The requirenents
that the sharee MJUST fulfill to access the Resource. A subset
of: - nfa-enforced requires the consuner to be MA-
aut henticated. This MAY be used if the recipient provider
exposes the enforce-nfa capability. - use-code requires the
consuner to exchange the given code via a signed HTTPS request.
This MAY be used if the recipient provider exposes the receive-
code capability.

* Protocol details for webapp MAY contai n:

- REQUIRED uri (string) AURI to a client-browsable view of the
Shared Resource, such that users MAY use the web applications
available at the site. The URI SHOULD be relative, in which
case the prefix exposed by the /.well-known/ocm endpoi nt MJST
be used. Absolute URIs are deprecated.

- REQUI RED vi ewmbde (string) The permissions granted to the

sharee. A subset of: - view allows access to the web app in
viewonly mode. - read allows read and downl oad access via the
web app. - wite allows full editing rights via the web app

-  OPTIONAL sharedSecret (string) An optional secret to be used to
access the renote web app, for exanple in the formof a bearer
t oken.

* Protocol details for datatx MAY contain:
- REQUI RED srcUri (string) A URl to access the Renote Resource
The URI SHOULD be relative, in which case the prefix exposed by

the /.well-known/ocm endpoi nt MJST be used. Absolute URIs are
depr ecat ed.
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- OPTIONAL sharedSecret (string) An optional secret to be used to
access the Resource, for example in the formof a bearer token
To prevent leaking it in logs it MJST NOT appear in any URl.

- OPTIONAL size (integer) The size of the file to be transferred
fromthe sending server.

6. 2. Decision to D scard

The Receiving Server MAY discard the notification if any of the
foll owi ng hold true

* the HTTP Signature is missing but the Sending Server does expose a
keypair di scoverable fromthe FQN part of the sender field in the
request body

* the HITP Signature is nissing

* the HITP Signature is not valid

* no keypair is trusted or discoverable fromthe FQDN part of the
sender field in the request body

* the keypair used to generate the HTTP Signature doesn’t natch the
one trusted or discoverable fromthe FQDN part of the sender field
in the request body

* the Sending Server is denylisted

* the Sending Server is not allowisted

* the Sending Party is not trusted by the Receiving Party (e.g., no
Invite was exchanged and/or the Sending Party’ s OCM Address does
not appear in the Receiving Party’'s address book)

* the Receiving Server is unable to act as an APl client for (any
of) the protocol (s) listed for accessing the Resource

* an initial check shows that the Resource cannot successfully be
accessed through (any of) the protocol (s) listed

7. Receiving Party Notification
If the Share Creation Notification is not discarded by the Receiving
Server, they MAY notify the Receiving Party passively by adding the

Share to sone inbox list, and MAY also notify them actively through
for instance a push notification or an enail nessage.
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They could give the Receiving Party the option to accept or reject
the share, or add the share automatically and only send an
informational notification that this happened.

8. Share Acceptance Notification
In response to a Share Creation Notification, the Receiving Server
MAY di scover the OCM APl of the Sending Server, starting fromthe
<fqdn> part of the sender field in the Share Creation Notification.

If the OCM APl of the Sending Server is successfully discovered, the
Recei ving Server MAY make a HTTP POST request

* to the /notifications path in the Sending Server’s OCM AP
* using application/json as the Content-Type HITP request header

* its request body containing a JSON docurment representing an object
with the fields as described bel ow

* using TLS
* using httpsig [ RFC9421]
8.1. Fields

* REQUIRED notificationType (string) - in a Share Acceptance
Notification it MJST be one of:

-’ SHARE_ACCEPTED
-’ SHARE_DECLI NED

*  REQUI RED providerld (string) - copied fromthe Share Creation
Notification for the Share this notification is about

* OPTIONAL resourceType (string) - copied fromthe Share Creation
Notification for the Share this notification is about

* OPTIONAL notification (object) - optional additional paraneters,
depending on the notification and the resource type

For exanple, a notification MAY be sent by a recipient to let the
provi der know that the recipient declined a share. 1In this case, the
provider site MAY mark the share as declined for its user(s).
Simlarly, it MAY be sent by a provider to let the recipient know
that the provider renoved a given share, such that the recipient MAY
clean it up fromits database. A notification MAY also be sent to
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l et a recipient know that the provider renoved that recipient from
the list of trusted users, along with any related share. The

reci pient MAY reciprocally remove that provider fromthe |ist of
trusted users, along with any rel ated share.

Notifications from Sending Server to Receiving Server SHOULD use
httpsig [ RFC9421] so the Receiving Server can authenticate the origin
of the notification. Receiving Servers SHOULD decline notifications
from Sending Servers without httpsig as it can’'t identify where the
notification is comng from

8.1.1. Receiving Party Notification

If the Share Creation Notification is not discarded by the Receiving
Server, they MAY notify the Receiving Party passively by adding the
Share to sone inbox list, and MAY also notify them actively through
for instance a push notification or an enail nessage.

They could give the Receiving Party the option to accept or reject
the Share, or add the Share automatically and only send an
informational notification that this happened.

9. Resource Access

To access the Resource, the Receiving Server MAY use nultiple ways,
dependi ng on the body of the Share Creation Notification. The
procedure is as follows:

1. The receiver MJIST extract the OCM Server FQDN fromthe sender
field of the received share, and MJST query the D scovery
(Section 5) endpoint at that address: the
resour ceTypes[ 0] . prot ocol s. webdav val ue is the <sender-ocm pat h>
to be used in step 3.

2. |If code is not enpty, the receiver SHOULD nake a signed POST
request to the /token path inside the Sending Server’'s OCM API
to exchange the code for a short-lived bearer token, and then use
that bearer token to access the Resource.

3. If protocol.nane = webdav, the receiver SHOULD inspect the
protocol . options property. |If it contains a sharedSecret, as in
the | egacy exanple (https://cs3org.github.io/ CCM API/
docs. ht m ?branch=devel op& epo=0CCM
APl &user =cs3or g#/ pat hs/ ~1shares/ post), then the recei ver SHOULD
make a HTTP PROPFI ND request to https://<sharedSecret>: @sender -
host ><sender-ocm path>. Note that this access nethod, based on
Basic Auth, is _deprecated_and may be renoved in a future
rel ease of the Protocol
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4. Oherwise, if protocol.name = nulti, the receiver MJST inspect
the protocol.webdav.uri property: if it’s a conplete URI, the
recei ver MJST make a HTTP PROPFI ND request against it to access
the Renote Resource. If it only contains an identifier <key>,
the receiver MIST make a HTTP PROPFI ND request to
htt ps:// <sender - host ><sender - ocm pat h>/ <key> in order to access
the Renote Resource. Additionally, the receiver MJST pass an
Aut hori zation: bearer header with either the short-lived bearer
token obtained in step 2, if applicable, or the
prot ocol . webdav. shar edSecret val ue.

In all cases, in case the Shared Resource is a folder and the
Recei ving Server accesses a Resource within that shared folder, it
SHOULD append its relative path to that URL. In other words, the
Sendi ng Server SHOULD support requests to URLS such as

htt ps:// <sender - host ><sender - ocm pat h>/ pat h/ t o/ resource. t xt.

Additionally, if protocol.<protocol nane>.requirenents includes nfa-
enforced, the Receiving Server MJST ensure that the Receiving Party
has been authenticated with MFA, or pronpt the consuner in order to
el evate their session, if applicable.

Share Del etion

A " SHARE_ACCEPTED' notification foll owed by a "SHARE_UNSHARED"
notification is equivalent to a "SHARE DECLI NED' notification

Note that the Sending Server MAY at any time revoke access to a
Resource (effectively undoing or deleting the Share) wi thout
notifying the Receiving Server.

Share Updati ng

Sone i npl enent ati ons have experinmented with a

" RESHARE_CHANGE PERM SSI ON'noti ficati on, but the payl oad and side
effects such a notification may have are out of scope of this version
of this specification. The Receiving Party sending such a
notification has no way of knowing if the Sending Party understood
and processed the reshare request or not.

Reshari ng

The "REQUEST_RESHARE" and "RESHARE UNDO' notification types MAY be
used by the Receiving Server to persuade the Sending Server to share
the sane Resource with another Receiving Party. The details of the
payl oad and side effects such a notification may have are out of
scope of this version of this specification. Note that the Receiving
Party sending such a notification has no way of knowing if the
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Sendi ng Party understood and processed the reshare request or not.
In all cases, the Receiving Server MJST NOT reshare a Resource
wi thout an explicit grant fromthe Sendi ng Server.

| ANA Consi der ati ons
1. Well-Known URI for the Discovery

The following value is to be registered in the "Wl Il -Known URIs"
registry (using the tenplate from[RFC5785]): URI suffix: ocm Change
controller: IETF Specification docunent(s): the present Draft, once
in RFC form Related information: N A

Security Considerations
1. Trust

There are several areas that are not covered by this specification.
Most inmportantly we do not provide a way of establishing trust

bet ween servers, even though some features of the protocol rely on
trust, such as the nfa-enforced requirenent.

Trust needs to be established out of band, but there are sone
features of the protocol that can_ be used to assist operators in
establishing trust. For instance, invite flow can be used to
establish that users know and have out of band connections w th other
users on an OCM server.

Further nore the Directory Service feature can be used to establish a
trusted federation, where a central authority can be trusted to

i mpl ement neasures for auditing and adding only trusted servers into
the di scovery service.

1.1. httpsig

It is RECOWENDED to use signed nmessages, "httpsig" [RFC9421], to
verify that an OCM server is the server you expect it to be, and
SHOULD be done unl ess you have a ni che use case.

2. Legacy shared secrets

The | egacy format of an OCM Share Notification with shared secrets is
only provided for backwards conpatibility with existing

i mpl ementations. |nplenenters SHOULD NOT use it and prefer short-
l'ived tokens instead.

Ref er ences
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Appendi x A: Multi-factor Authentication

If a Receiving Server exposes the capability enforce-nfa, it
indicates that it will try and conply with a MFA requirenment set on a
Share. |If the Sending Server trusts the Receiving Server, the

Sendi ng Server MAY set the requirenment nfa-enforced on a Share, which
the Receiving Server MJST honor. A conpliant Receiving Server that
signals that it is MFA-capable MJUST NOT al |l ow access to a Resource
protected with the nfa-enforced requirement, if the Receiving Party
has not provided a second factor to establish their identity with
greater confidence.
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Since there is no way to guarantee that the Receiving Server will
actually enforce the MFA requirenent, it is up to the Sendi ng Server
to establish a trust with the Receiving Server such that it is
reasonabl e to assunme that the Receiving Server will honor the MFA
requirenent. This establishnent of trust will inevitably be

i mpl ement ati on dependent, and can be done for exanple using a pre
approved allow list of trusted Receiving Servers. The procedure of
establishing trust is out of scope for this specification: a
mechanismsimlar to the Sci enceMesh (https://sciencenmesh.io)
integration for the Invite (Section 4.5) capability may be envi saged.

Appendi x B: Request Signing

A request is signed by adding the signature in the headers. The
sender al so needs to expose the public key used to generate the
signature. The receiver can then validate the signature and
therefore the origin of the request. To help debugging, it is
RECOMVENDED to al so add all properties used in the signhature as
headers, even if they can easily be re-generated fromthe payl oad.

Not e: Signed requests prove the identity of the sender but do not
encrypt nor affect its payl oad.

Here is an exanpl e of headers needed to sign a request.

{ "@equest-target": "post /path", "content-length": 380, "date":
"Mon, 08 Jul 2024 14:16:20 GV, "content-digest": "SHA-
256=U7gNVUQ i xe5BRbp4...", "host": "hostnane.of.the.recipient"”,

"Signature": "keyld=\"https://author. hostnane/key\", al gorithm \"rsa-
sha256\ ", headers=\"content-| ength date digest host\",
si gnat ure=\"DzN120CS1rsA[ .. .] o0Vnxj QooRo6HHabg==\"" 1}

* "@equest-target’ (optional) contains the reached endpoint and the
used met hod,

* 'content-length’ is the total length of the payl oad of the
request,

* ’'date’ is the date and time when the request has been sent,
* ’'content-digest’ is a checksum of the payl oad of the request,

* 'host’ is the hostname of the recipient of the request (renote
when si gni ng outgoi ng request, local on incom ng request),

* 'Signature’ contains the signature generated using the private key
and details on its generation:

Presti, et al. Expires 5 April 2026 [ Page 27]



I nternet-Draft Qpen C oud Mesh Cct ober 2025

17.

17.

Lo

- ’'keyld is a unique id, formatted as an url; hostnane is used
to retrieve the public key via custom di scovery

- 'algorithm specify the algorithmused to generate signature

- '"headers’ specify the properties used when generating the
signature

- ’'signature’ the signature of an array containing the properties
listed in 'headers’. Sone properties |like content-I|ength,
date, content-digest, and host are nandatory to protect against
authenticity override.

1. How to generate the Signature for outgoing request

After properties are set in the headers, the Signature is generated
and added to the list.

This is a pseudo-code exanple for generating the Signature header for
out goi ng requests:

headers = { "content-length’: |ength_of (payload), # Use a
function to get the current GMI date as 'D, d MY Hi:s T ’'date’
current_gnt _datetine(), 'content-digest’: ’SHA-256=" +
base64_encode(hash(’ sha256’, utf8_encode(payload))), ’'host’:
"recipient-fqdn’, }

signed = ssl _sign(concatenate wi th _new i nes(headers), private_key,
"sha256’) signature = { '"keyld' : ’'sender.fqgdn’, # The sending
server’'s FQDN "algorithm: ’rsa-sha256’, 'headers’: ’'content-length
date content-digest host’, 'signature’ : signed, }

headers[’ Signature’] = format_signature(signature) *°

2. Howto confirm Signature on inconing request

The first step would be to confirmthe validity of each properties:

* content-length and content-di gest can be regenerated and conpared
fromthe payl oad of the request,

* a maxi mum TTL MJST be applied to date and current tinmestanp,
* regarding data contained in the Signature header:

- using keyld to get the public key fromrenote signatory,
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- headers is used to generate the clear version of the signature
and MJST contain at |east content-length, date, content-digest
and host,

- signature is the encrypted version of the signature.

Here is an exanple of how to verify the signature using the headers,
the signature and the public key:

‘** clear = { 'content-length : |ength_of (payload), 'date’ : 'Mn, 08
Jul 2024 14:16:20 GMI', ’'content-digest’: 'SHA-256=" +

base64 encode(hash(’ sha256’, utf8 encode(payload))), # Reconpute
digest for verification 'host’: ’'sender-fqdn', }

signed = headers[’ Signature’] verification_result =
ssl _verify(concatenate with _newines(clear), signed, public_key,
' sha256’)

if not verification_result then raise InvalidSignatureException
3. Validating the payl oad

Fol I owi ng the validation of the signature, the host SHOULD al so
confirmthe validity of the payload, that is ensuring that the
actions inplied in the payload actually initiated on behalf of the
source of the request.

As an exanple, if the payload is about initiating a new share, the
file owner has to be an account fromthe instance at the origin of
the request.

Appendi x C. Directory Service

A third-party Directory Service is a back-end service used to
federate multiple OCM Servers and facilitate the Invite flow It is
expected to expose, via anonynous HTTP GET, a JSON docunent with the
follow ng format:

*  REQUI RED: federation - a human-readable name for the Iist of OCM
Servers exposed by the Directory Service

* REQUI RED: servers - a JSON array of objects to describe the |ist
of OCM Servers with the following string fields

- REQUIRED: url - an absolute URL identifying the OCM Server. |t
MUST:

Lo Presti, et al. Expires 5 April 2026 [ Page 29]



I nternet-Draft Qpen C oud Mesh Cct ober 2025

19.

Lo

o include schenme: either https:// or (for testing purposes)
http://

o0 include host (either a FQDN or an | P address)
0 MAY include a non-default port

0 MJST NOT include a base path (e.g., /ocm

0 MJST NOT include userinfo, query, or fragnent

- REQUI RED: displayNane - a human-readabl e nane for the OCM
Server Exanpl e:

json { "federation": "The Sci enceMesh Directory", "servers": [ {
"url": "https://ocmserver-1.exanple.org", "displayNane": "OCM Server
1"}, { "url": "https://ocmserver-2. exanpl e.org: 4443",

"di spl ayNane": "OCM Server 2" }, { "url": "http://192.168.1.1:8080",

"di spl ayNane": "OCM Server 3" } ] }
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