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1.

I nt roducti on

FrodoKEM [ Frodol7] is a conservative yet practical post-quantum key
encapsul ati on nechani sm (KEM whose security derives from cautious

paraneterizations of the well-studied |earning with errors problem
which in turn has close connections to conjectured-hard problens on
generic, "algebraically unstructured" lattices.

As a key encapsul ati on mechanism FrodoKEMis a three-tuple of
algorithms (_KeyGen_, _Encapsulate , Decapsulate ):

* _KeyGen_ takes no inputs, requires randomess, and outputs a
private key and a public key;

* _Encapsul ate_ takes as input a public key, requires randomess,
and outputs a ciphertext and a shared secret;

*  Decapsul ate_takes as input a ciphertext and a private key, and
outputs a shared secret.

These al gorithns are assenbl ed as a two-pass protocol that allows two
parties, A and B, to derive a shared secret in an interactive
fashion. Assunme that party A is responsible for the KeyGen_ and
_Decapsul ate_ operations, and that party B is responsible for

_Encapsulate_ . In the first pass, after receiving or retrieving party
A's public key, party B produces a ciphertext with the _Encapsul ate_
operation. 1In the second pass, party A uses its secret key and the

ci phertext to execute the _Decapsulate_operation. The shared secret
produced by this protocol can then be used to establish a secure
communi cati on channel using a synmetric-key al gorithm

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Overvi ew

The core of FrodoKEMis a public-key encryption schene call ed

Fr odoPKE, whose | ND- CPA security is tightly related to the hardness
of a corresponding learning with errors problem Here we briefly
recall the scientific |lineage of these systems. See the surveys
[Mc10], [Regl0] and [Pei 16] for further details. The sem nal works
of Ajtai [Ajt96] (published in 1996) and Ajtai ZZJEwork [ AD97]
(published in 1997) gave the first cryptographic constructions whose
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security properties followed fromthe conjectured worst-case hardness
of various problens on point lattices in R*n. |n subsequent years,
these works were substantially refined and i nproved. Notably, in
wor k published in 2005, Regev [Reg09] defined the learning with
errors (LVE) problem proved the hardness of (certain

paraneterizati ons of) LWE assum ng the hardness of various worst-case
| attice probl ems agai nst quantum al gorithns, and defined a public-key
encryption scheme whose | ND-CPA security is tightly related to the
hardness of LWE.

Later on, in work published in 2011, Lindner and Peikert [LP11] gave
a nore efficient LWE-based public-key encryption schene that uses a
square public matrix A of dimension n with integer coefficients
modul o g, instead of an obl ong rectangul ar one.

The FrodoPKE schene described in this docunent is an instantiation
and i npl enentation of the Lindner Z filei kert schenme [LP11] with sone
nmodi fi cations, such as: pseudorandom generation of the public matrix
A froma small seed, nore bal anced key and ci phertext sizes, and new
LWE par aneters.

3.1. Chosen-Ciphertext Security

Fr odoKEM achi eves | ND- CCA security by way of a transformation of the

| ND- CPA- secure FrodoPKE. I n work published in 1999, Fujisaki and
Ckanot o [ FO99] gave a generic transformfroman | ND-CPA PKE to an

I ND- CCA PKE, in the randomoracle nodel. At a high |level, the

Fuj i saki % fifikamot o (FO) transform derives encryption coins

pseudor andom y, and decryption regenerates these coins to re-encrypt
and check that the ciphertext is well-formed. |In 2016, Targhi and
Unruh [TU16] gave a nodification of the Fujisaki Zff{kanoto transform
that achi eves I ND-CCA security in the quantum random oracl e nodel
(QROM by adding an extra hash. In 2017, Hof heinz, Hovel manns, and
Kiltz [HHK17] gave several variants of the Fujisaki #fi{kanoto and
Targhi 1 nruh transforns that in particular convert an | ND-CPA-secure
PKE into an | ND- CCA-secure KEM and anal yzed themin both the

cl assi cal and quantum random oracl e nodel s, even for PKEs with non-
zero decryption error. Jiang et al. [JZC 18] show how to prove
security of one of these variant FO transforms in the QROM wi t hout
requiring the extra hash from Targhi i nruh. FrodoKEM is constructed
from FrodoPKE using a slight variant of Jiang et al.’'s transformthat

i ncludes additional values in hash conputations to reduce the risk of
mul ti-target attacks.

4, Not ati on

We describe the synbols and abbreviations used throughout this
docunent .
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Z represents the set of integers and Z q represents the set of
i nt egers nodul o q.

¥rx is the rounding of x to the nearest integer. If x =y + 1/2
for sone y in Z then x =y + 1.

ro(i) is a 16-bit bit string.

(r~(0), r™~(1), ..., r~(t-1)) is a sequence of t 16-bit bit strings
re(i).

AES128(k, a) denotes the 128-bit AES128 out put under key k for a
128-bit input a.

SHAKE128(x, y) and SHAKE256(x, y) denote the y first bits of
SHAKE128 and SHAKE256 (resp.) output for bit string input x.

Matrices are represented in capitals with noitalics (e.g., A and
©. For an nl * n2 matrix C, its (i,j)th coefficient (i.e., the
entry in the ith rowand jth colum) is denoted by Ci,j], where 0O
<= i <nl and 0 <= j < n2. The transpose of matrix Cis denoted
by CMT.

AES128 and SHAKE are specified in [ FIPS197] and [ FI PS202],
respectivel y.

Par anet ers

The FrodoKEM paraneters are inplicit inputs to the FrodoKEM
al gorithnms defined in the next sections. A FrodoKEM paraneter set
specifies the foll ow ng:

*

A positive integer D <= 16 that defines the nodul us parameter q =
27D.

Positive integers n, nHat specifying matrix dinmensions. It holds
that n, nHat = 0 nod 8.

A positive integer B <= D specifying the nunber of bits encoded in
each matrix entry.

A positive integer |enA specifying the bitlength of seeds for the
generation of the matrix A
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A positive integer |ensec specifying the nunber of bits that match
the bit-security level. Valid values are 128, 192 and 256. This
is used to determne the bitlength of seeds (not associated to the
matrix A), of hash val ue outputs and of val ues associated to the
generation of the shared secrets.

A positive integer |enSE specifying the bitlength of the seed
val ue seedSE.

A positive integer lensalt specifying the bitlength of the val ue
salt.

A discrete, symretric error distribution X on Z with support given

by s X={-d, —-d+1, ..., -1, 0, 1, ..., d-1, d} for a smal
i nteger d.
Atable T_X = (T_X(0), T_X(1), ..., T_X(d)) with (d+1) positive

i ntegers based on the cumrul ative distribution function for X

The val ues for these paraneters corresponding to each paraneter set
are given in Section 9.1

Supporting Functions

Cctet Encoding of Bit Strings

Thi s docunent follows the little-endian formatting for octet encoding
of bit strings.

A bit string b = (b[0], b[1], ..., b[|b]-1]) is converted to an octet
string (or byte array) by taking bits fromleft to right, packing
those fromthe least significant bit of each octet to the npst
significant bit, and noving to the next octet when each octet fills

For exanple, the 16-bit bit string (b[0], b[1], ..., b[15]) is

converted into two octets f and g (in this order) as

b[7] * 2°7 + b[6] * 276 + b[5] * 275 + b[4] * 274 + b[3] * 273 + ..
b[2] * 272 + b[1] * 2 + b[O]

b[15] * 277 + b[14] * 276 + b[13] * 275 + b[12] * 274 + ..

b[11] * 273 + b[10] * 272 + b[9] * 2 + b[8]

The conversion fromoctet string to bit string is the reverse of this
process.

|b] is not a nultiple of 8 then a |b|-bit string is zero-padded

on the right until the length is a nultiple of 8 and then converted
as above.
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Excepting for the octet strings covered in Section 6.2, the
conversi on descri bed above covers all the octet strings (byte arrays)
described in this docunent, allow ng those strings to be viewed as

| b] -bit strings without further conment.

6.2. Cctet Encoding of Bit Strings for the Packing Functions

The foll owi ng octet encoding is used by the packing functions Pack
and Unpack

In the function Pack, a bit string b = (b[0], b[1], ..., b[|b]-1]) is
converted to an octet string (or byte array) by taking bits fromleft
to right, packing those fromthe nost significant bit of each octet
to the least significant bit, and noving to the next octet when each
octet fills up. For exanple, the 16-bit bit string (b[0], b[1],
b[ 15]) is converted into two octets f and g (in this order) as

L)

—
1

b[0] * 277 + b[1] * 276 + b[2] * 275 + b[3] * 2°4 + b[4] * 273 + ...
b[5] * 272 + b[6] * 2 + b[7]

b[8] * 277 + b[9] * 276 + b[10] * 275 + b[11] * 274 + ...

b[12] * 273 + b[13] * 2°2 + b[14] * 2 + b[15]

«Q
1

The conversion fromoctet string to bit string used by the function
Unpack is the reverse of this process.

In the functions Pack and Unpack, it is always the case that |b|] is a
multiple of 8.

6.3. Matrix Encoding of Bit Strings
We define how bit strings are encoded as nod-q integer natrices.
From t he FrodoKEM paraneters one has that 2"B <= q. The encodi ng
function ec() encodes an integer 0 <= val < 2"B as an elenent in Z g
by multiplying it by g/2"B = 2*(D- B)

ec(val) =val * q/ 2"B

Using this function, the function Encode(b) encodes a given bit

string b = (b[0], ..., b[I-1]) of length | = B * nHat*2 as an nHat *
nHat matrix Cwith coefficients Ci,j] in Z q by applying ec() to
B-bit sub-strings sequentially and filling the matrix row by row

entry-wi se. The function Encode(b) is defined as foll ows.
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for i = 0to nHat - 1 do
for j =0 to nHat - 1 do
val = 0
for Kk =0to B- 1 do
val =val + b[(i * nHat + j)B + k] * 27k
end for
di,j] =val * g/ 2"B
end for
end for
return C

The correspondi ng decodi ng functi on Decode(C) decodes an nHat * nHat
matrix Cinto a bit string of length | =B * nHat”2. It extracts B
bits fromeach entry by applying the function dc():

dc(c) = ¢ * 2B/ q nod 2"B.

That is, the Z_g-entry is interpreted as an integer, then divided by
g/ 2"B and rounded. This anmounts to rounding to the B npst
significant bits of each entry. Wth these definitions, it is the
case that dc(ec(val)) = val for all 0 <= val < 2*"B. The function
Decode(C) is defined as follows.

for i = 0to nHat - 1 do
for j =0 to nHat - 1 do
c = (di,j] *2B/ g nod 2"B
Set ¢ =c[0] * 270 + c[1] * 21 + ... + c¢[B-1] * 27{B-1}
for Kk =0to B- 1 do
b[(i * nHat + j)B + k] = c[K]
end for
end for
end for
return (b[O], ..., b[I-1])

6.4. Packing Matrices Mdulo q

We define packing and unpacking functions to transformmatrices with
entries in Z gqto bit strings and vice versa.

The function Pack packs an nl * n2 matrix Cwith entries C[i,j] in

Z g to an octet string by concatenating the D-bit matrix
coefficients. The function Pack(C) is defined as foll ows.
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for i = 0tonl - 1do
for j = 0ton2 - 1do
Set di,j] =c¢[0] * 220 + c[1] * 21 + ... + c[D1] * 2~{D 1}
for Kk =0to D- 1 do
b[(i * n2 + j)D + k] = c[D1-k]
end for
end for
end for

return the octet string corresponding to the bit string
b = (b[0], b[1], ..., b[D* nl * n2 - 1]), as per Section 6. 2.

The function Unpack does the reverse of this process to transform an
octet string oto an nl * n2 matrix Cwith entries (i,j] in Z_q,
converting the input to a bit string, and then extracting D-bit
strings and storing each as matrix coefficients C[i,j] for 0 <= i <
nl and 0 <= j < n2 (rowhby-row fromC0,0] to (Jnl-1, n2-1]). The
function Unpack(o, nl, n2) is defined as follows:

Convert the input octet string o to a bit string

b = (b[0], b[1l], ..., B[D* n1 * n2 - 1]), as per Section 6.2.
for i =0tonl- 1do
for j = Q ton2 - 1 do
di,j] =0

for k =0to D- 1 do
qi.j] =di,j] +b[(i * n2 +j)D+ k] * 2%(D-1-k)
end for
end for
end for

return C

6.5. Sanpling fromthe Error Distribution
The error distribution X used in FrodoKEMis a discrete, symretric
distribution on Z, centered at zero and with small support, which
approxi mates a rounded continuous Gaussian distribution
The support of Xis S X={-d, —-d+1, ..., -1, 0, 1, ..., d-1, d} for
a positive integer d specified by the FrodoKEM paraneter set. The
probabilities X(z) = X(-z) for z in S X are given by a discrete
probability density function, which is described by a table
T X = (T_X(0), T_X(1), ..., T_X(d))

of d+1 positive integers related to the curmulative distribution
function.
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G ven a random 16-bit string r = (r[O0], r[1], ..., r[15]), the
function Sanple(r) returns a sanple e from FrodoKEM s error
distribution X via inversion sanpling using a table T_X, as follows
(note that T _X(d) is never accessed):

t =r[1] * 270 + r[2] * 21 + ... + r[15] * 2714
e=0
for i =0tod- 1 do
if t >TX(i) then
e =¢e +1
end if
end for

e = (-1)~(r[0]) * e

return e
The output of the algorithmis a small integer in the range {-d,
-d+1, ..., -1, 0, 1, ..., d-1, d}. The tables T_X corresponding to

each of FrodoKEM s paraneter sets are given in Table 5

We enphasize that it is inportant to performthis sanpling in
constant time to avoid exposing timng side-channels, which is why
the for-loop of the algorithmdoes a conplete | oop through the entire
table T_X. Simlarly, the conparison in the if-1oop needs to be

i npl emented in a constant-tine manner

6.6. Matrix Sanpling fromthe Error Distribution

We define the function Sanpl eMatrix which sanples an nl1 * n2 matrix
usi ng the function Sanpl e.

Gven (nl1l * n2) 16-bit randomstrings r~(i) and the di nension val ues
nl and n2, SampleMatrix((r~(0), ..., r~(nl * n2 - 1)), nl, n2)
generates an nl * n2 matrix E row by-row fromE[0,0] to E[ nl-1,n2-1]
by successively calling the function Sanple n1 * n2 tines, as

f ol | ows:
for i =0tonl - 1do
for j = 0ton2 - 1do
E[i,j] = Sample(r™(i * n2 +j))
end for
end for
return E
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6.7. Pseudorandom Matri x Generation

The function Gen takes as input a seed, seedA, of length | enA=128
bits and an inplicit dinension n that is fixed per paraneter set, and
outputs an n * n pseudorandom natrix A, where all the coefficients
are in Z . There are two options for instantiating Gen: one based
on AES128 and anot her based on SHAKE128. In both cases, the matrix A
is generated rowby-row fromA[0,0] to Aln-1,n-1].

6.7.1. WMatrix A Generation with AES128

The al gorithm for the case using AES128 is shown bel ow Each call to
AES128 generates 8 coefficients.

for i = 0ton- 1do
for j = 0ton- 1 step 8 do
b=i [l j IOl O]l Ol O]l O0JlO
# Each concatenated elenment is encoded as a 16-bit string
# represented in little-endian byte order, such that:
# (i[O], i[1], ..., i[15]) = i[0O] * 270 + ... + i[15] * 2715
# and | b|] = 128
ai,jl |l di,j+1 || ... || di,j+7] = AES128(seedA, b)
# Each matrix coefficient C[i,j] is a 16-bit string
# interpreted as a non-negative integer in little-endian
# byte order:
# Ci,j] =c[0] * 20 + c[1] * 2"1 + ... + c[1l5] * 2715
# corresponding to the bit string (c[0], c[1], ., c[15])
for k =0to 7 do
Ali,j+k] = di,j+k] mod q
end for
end for
end for
return A

6.7.2. Matri x A CGeneration with SHAKE128

The al gorithm for the case using SHAKE128 is shown bel ow. Each cal
to SHAKE128 generates n coefficients (i.e., a full matrix row).
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for i = 0ton- 1do
b =i || seedA
# Element i is encoded as a 16-bit string
# represented in little-endian byte order, such that:
# (i[O], i[1], ..., i[15]) = i[0O] * 270 + ... + i[15] * 2715
# and |b] = lenA + 16
ai,o] || i, || ... || di,n-1] = SHAKE128(b, 16 * n)
# Each matrix coefficient (Ji,j] is a 16-bit string interpreted
# as a non-negative integer in little-endian byte order
# Ci,j] =c[0] * 20 + c[1] * 2"1 + ... + c[15] * 2715
# corresponding to the bit string (c[0], c[1], ..., c[15])
for j =0ton- 1do
Ali,j] =di,j] mod q
end for
end for
return A

7. Fr odoKEM

7.1

Key Ceneration

The key generation algorithmaccepts no input, requires randommess,
and outputs the keypair (pk, sk) = (seedA || b, s || seedA || b |]
SAT || pkh).

Longa,
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Choose uni formy random seed s of bitlength | ensec
Choose uni formy random seed seedSE of bitlength | enSE
Choose uniformy random seed z of bitlength | enA

# Cener ate pseudorandom seed:

seedA = SHAKE(z, |enA)

# Generate the matrix A

A = Gen(seedA)

# Cenerate pseudorandom bit string:

r = SHAKE(Ox5F || seedSE, 32 * n * nHat)

# Sanple matrix S transposed:

ST = SanpleMatrix((r~(0), r~(1), ..., r*(n * nHat — 1)), nHat, n)
# Sanple error matrix E

E = SampleMatrix((r~(n * nHat), r~(n * nHat + 1), ...,
rY(2 * n* nHat - 1)), n, nHat)

B=A* S+ E

b = Pack(B)

pkh = SHAKE(seedA || b, |ensec)

pk = (seedA || b)

sk = (s || seedA || b || S T || pkh)

return pk, sk # Return public key and secret key

Here, the matrix ST = S*"T is encoded row by-row from ST[0,0] to
ST[nHat —1,n—-1], where each matrix coefficient ST[i,j] is a signed

i nteger encoded as a 16-bit string (s[O0], s[1], ..., s[15]) in the
littl e-endian byte order, i.e.
ST[i,j] = —s[15] * 2715 + (s[O] + s[1] * 2 + s[2] * 272 + ... + s[1l4] * 2"14).

7.2. Encapsul ation
The encapsul ation al gorithmtakes as input a public key pk =

(seedA || b), requires randommess, and outputs a ciphertext c =
(cl || c2 || salt) and a shared secret ss.
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Choose uniformy random value u of bitlength | ensec

Choose uni formy random val ue salt of bitlength | ensalt

pkh = SHAKE( pk, |ensec)

# Cenerate pseudorandom val ues:

seedSE || k = SHAKE(pkh || u || salt, | enSE + | ensec)

# Generate pseudorandom bit string:

r = SHAKE(Ox96 || seedSE, 16 * (2 * nHat * n + nHat”"2))

# Sample matrices S and E:

S Sanpl eMatrix((r~(0), r~(1), ..., r®(nHat * n - 1)), nHat, n)

E Sanpl eMatrix((r*(nHat * n), r~(nHat * n + 1), ,
rM(2 * nHat * n - 1)), nHat, n)

# Generate the matrix A

A = Gen(seedA)

B’ S * A+ F

cl Pack(B)

# Sanple error matrix E":

E' = SanpleMatrix((r”*(2 * nHat * n), r~(2 * nHat * n + 1), ...,
ro(2 * nHat * n + nHat”*2 - 1)), nHat, nHat)

B = Unpack(b, n, nHat)

v=S8 *B+FE

C = V + Encode(u)

c2 = Pack(CQ

ss = SHAKE(cl || c2 || salt || k, lensec)

return (cl || c2 || salt), ss # Return ciphertext and shared secret

7.3. Decapsul ation
The decapsul ation algorithmtakes as input a ciphertext ¢ = (cl ||

c2 || salt) and a secret key sk = (s || seedA || b || ST || pkh),
and outputs a shared secret ss.
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B = Unpack(cl, nHat, n)
Unpack(c2, nHat, nHat)

C-B *S

u’ = Decode(M

# Cenerate pseudorandom val ues:

seedSE' || k' = SHAKE(pkh || u" || salt, I enSE + | ensec)

# Generate pseudorandom bit string:

r = SHAKE(Ox96 || seedSE', 16 * (2 * nHat * n + nHat"2))

# Sample matrices S and E

S = SanpleMatrix((r~(0), r~(1), ..., r®(nHat * n - 1)), nHat, n)

E = SanmpleMatrix((r”*(nHat * n), r*(nHat * n + 1), ...,
ro(2 * nHat * n - 1)), nHat, n)

# Generate the matrix A

A = Gen(seedA)

B =S * A+ F

# Sanple error matrix E":

E' = SanpleMatrix((r”*(2 * nHat * n), r~(2 * nHat * n + 1), ...,
ro(2 * nHat * n + nHat”*2 - 1)), nHat, nHat)

B = Unpack(b, n, nHat)

v=S8 *B+FE

C =V + Encode(u’)

kHat = k if B == B" and C==C else kHat = s

ss = SHAKE(cl || c2 || salt || kHat, |ensec)

return ss # Return shared secret ss
8. Fr odoKEM Vari ant s

FrodoKEM i s paraneterized by the pseudorandom generator (PRG that is
used for the generation of the matrix A. As explained in Section 6.7
there are two options for PRG AES128 and SHAKE128

In addition, FrodoKEM consists of two main variants: a "standard"”
variant that does not inpose any restriction on the reuse of key
pairs, and an "epheneral" variant that is intended for applications
in which the nunber of ciphertexts produced relative to any single
public key is small. Concretely, the use of standard FrodoKEMi s
recomrended for applications in which the nunber of ciphertexts
produced for a single public key is expected to be equal or greater
than 278. Epheneral FrodoKEM MJST be used for applications in which
that sanme figure is expected to be smaller than 278

In contrast to ephemeral FrodoKEM standard FrodoKEM i ncorporates
some changes to address certain nulti-ciphertext attacks [Annex].
Speci fically, standard FrodoKEM doubles the I ength of the seedSE

val ue and incorporates a public randomsalt value into encapsul ation
(see Table 2).
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9.

9.

Par anet er Sets
Thi s docunent specifies the follow ng twelve paraneter sets:

1. FrodoKEM 640- PRG and eFr odoKEM 640- PRG, whi ch match or exceed
the brute-force security of AES128.

2. FrodoKEM 976- PRG and eFr odoKEM 976- PRG whi ch match or exceed
the brute-force security of AES192.

3. FrodoKEM 1344- PRG and eFr odoKEM 1344- PRG, whi ch match or
exceed the brute-force security of AES256.

The | abel "eFrodoKEM' corresponds to the epheneral variants. The
options for PRG are AES or SHAKE, when either AES128 or SHAKE128
(respectively) is used for the generation of the matrix A,  Thus, the
first FrodoKEM variant consists of the paraneter sets FrodoKEM

640- AES, Fr odoKEM 976- AES and Fr odoKEM 1344- AES (and their

correspondi ng epheneral variants). The second FrodoKEM vari ant

consi sts of the paranmeter sets FrodoKEM 640- SHAKE, FrodoKEM 976- SHAKE
and Fr odoKEM 1344- SHAKE (and their correspondi ng epheneral variants).

1. Summary of Paraneters

The paraneter val ues characterizing the FrodoKEM paraneter sets are
i sted bel ow.
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640 976 1344

Power - of -two |
i nt eger |
nmodul us |

| n| 640 | 976 | 1344 | I'nteger |
| | | | | matrix |
| | | | | dinension |

| nHat| 8 | 8 | 8 | Integer |
| | | | | matrix |
| | | | | di nension |

| Number of |
| bits encoded

| per matrix |
| entry |
| d| 12 | 10 | 6 | I'nteger |

| | | | | defining the |
| | | | | support of X |

| Bitlength of |
| seeds for |
| generation |
| of matrix A |

| Nunber of |
| bits |
| matching the |
| bit-security

| level |

| SHAKE] SHAKE128 | SHAKE256 | SHAKE256 | SHAKE |
| | | | variant used
| | | | | for hashing |

Table 1: Parameters for FrodoKEM
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B ool ool oo e e sy s
| Nane| FrodoKEM 640 | FrodoKEM 976 | FrodoKEM 1344 | Description

B Sl el e s e, s s s e el e
| lenSE| 256 | 384 | 512 | Bitlength

| | | | | of seedSE |
| | | | | in FrodoKEM
+----- - i I i I I I T I +
| I ensal t| 256 | 384 | 512 |Bitlength |
| | | | |of salt in |
| | | | | Fr odoKEM |
+------- I I I i I +

Tabl e 2: Additional paranmeters for FrodoKEM variant.

B et s st s sty
| Nane| eFr odoKEM 640| eFr odoKEM 976 | eFr odoKEM 1344 | Descri ption |
F =4 -t ————————————————t-————————————+
| lenSE| 128 | 192 | 256 | Bitlength |
| | | | | of seedSE |
I I I I |in I
| | | | | eFr odoKEM |
+------- i i i I I I I i +
| I ensal t| 0 | 0 | 0 | No salt in

| | | I | eFr odoKEM |
+----- - I i I I T S I A ] I +

Table 3: Additional paranmeters for eFrodoKEM vari ant.
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B oo s s s oo sl s
| Name | X Frodo-640 | X Frodo-976 | X Frodo-1344

B et s el e s el e sl
| sigma | 2.8 | 2.3 | 1.4 |
Fo-m - - - - R I I R I I R I I +
| 0 | 9288 | 11278 | 18286 |
Fo-mm e e - - I I I I I I I I I +
| +1 | 8720 | 10277 | 14320 |
I I Feom e - - Feom e - - Feom e - - +
| +2 | 7216 | 7774 | 6876 |
Fo-m - - - - R I I R I I R I I +
| +3 | 5264 | 4882 | 2023 |
Fo-mm e e - - I I I I I I I I I +
| +-4 | 3384 | 2545 | 364 |
I I Feom e - - Feom e - - Feom e - - +
| +5 | 1918 | 1101 | 40 |
Fo-m - - - - R I I R I I R I I +
| +6 | 958 | 396 | 2 |
Fo-mm e e - - I I I I I I I I I +
| +7 | 422 | 118 | |
I I Feom e - - Feom e - - Feom e - - +
| +-8 | 164 | 29 | |
Fo-m - - - - R I I R I I R I I +
I +9 | 56 I 6 I I
Fo-mm e e - - I I I I I I I I I +
| +-10 | 17 | 1 | |
I I Feom e - - Feom e - - Feom e - - +
I +11 | 4 I I I
Fo-m - - - - R I I R I I R I I +
I +-12 | 1 I I I
Fo-mm e e - - I I I I I I I I I +
| order | 200 | 500 | 1000 |
I I Feom e - - Feom e - - Feom e - - +
| divergence | 0.324 x 107-4 | 0.140 x 10%-4 | 0.264 x 10*-4

Fo-m - - - - R I I R I I R I I +

Table 4: Error distributions. Probabilities are shown for
each integer value fromO up to +-12. The last two rows
correspond to Renyi’s order and divergence.
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[ oo e s s e s el s o}
| Table entries | FrodoKEM 640 | FrodoKEM 976 | FrodoKEM 1344 |
[ el e sl e s e e el
| T_X(0) | 4,643 | 5, 638 | 9, 142 |
I i I I I i +
| T X(1) | 13, 363 | 15, 915 | 23, 462 |
I I T i I i I I I T +
| T X(2) | 20, 579 | 23, 689 | 30, 338 |
S I I i T I i T S I +
| T X(3) | 25, 843 | 28,571 | 32,361 |
I i I I I i +
| T X(4) | 29, 227 | 31,116 | 32,725 |
I I T i I i I I I T +
| T _X(5) | 31, 145 | 32,217 | 32,765 |
S I I i T I i T S I +
| T_X(6) | 32,103 | 32,613 | 32,767 |
I i I I I i +
| T X(7) | 32,525 | 32,731 | |
I I T i I i I I I T +
| T_X(8) | 32,689 | 32,760 | |
S I I i T I i T S I +
| T _X(9) | 32,745 | 32,766 | |
I i I I I i +
| T _X(10) | 32,762 | 32, 767 | |
I I T i I i I I I T +
| T _X(11) | 32, 766 | | |
S I I i T I i T S I +
| T X(12) | 32,767 | | |
I i I I I i +

Tabl e 5: The distribution table entries T_X(i), for 0 <=
<= d, for sanpling.
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10.

11.

12.

12.

[ oo ool s s oo st e g
| Schene | secret key sk | public | ciphertext | shared |
| | | key pk | ct | secret ss

R ey ety el el o
| FrodoKEM 640 | 19, 888 | 9,616 | 9,752 | 16 |
I I I I T F----- - - I I +
|  eFrodoKEM 640 | 19, 888 | 9,616 | 9,720 | 16 |
R i +-------- R R +
|  FrodoKEM 976 | 31, 296 | 15,632 | 15,792 | 24 |
I I i I +-------- I i F-- - - - +
| eFrodoKEM 976 | 31, 296 | 15,632 | 15,744 | 24 |
I I I I T F----- - - I I +
|  FrodoKEM 1344 | 43,088 | 21,520 | 21,696 | 32 |
R i +-------- R R +
| eFr odoKEM 1344 | 43, 088 | 21,520 | 21,632 | 32 |
I I i I +-------- I i F-- - - - +

Table 6: Sizes (in bits) of inputs and outputs.
Security Considerations

Fr odoKEM 640, FrodoKEM 976 and Fr odoKEM 1344 are designed to be post-
quant um | ND- CCA2 secure KEMs at the security |levels of AES-128,
AES- 192 and AES-256, respectively.

Users are recommended to use the highest possible security |evel that
a given application allows. |In particular, the designers of FrodoKEM
recomrend to use either FrodoKEM 976 or FrodoKEM 1344 for nost
applications, and limt the use of FrodoKEM 640 to applications that
require short-termsecurity.

Lattice-based cryptographic schemes such as FrodoKEM are stil
relatively young. Therefore, it is recomended to use FrodoKEM in
conbination with a classical scheme (e.g., based on elliptic curves)
whil e our confidence in the security of lattice schenmes increases
over tine.

I ANA Consi derati ons
Thi s document has no | ANA acti ons.
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