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Abstract

It is not uncommon for resource servers to require additiona
information |ike details of delegation authorization, or assurance
proof of the del egation of authorization nechani smused according to
the characteristics of a request. This docunent introduces a
mechani smthat resource servers can use to signal to a client that
the data and netadata associated with the access token of the current
request does not neet its authorization requirenments and, further,
how to neet them This docunent also codifies a taxononmy to guide
the client into starting a new request towards the authorization
server in order to get issued, if applicable, a new set of tokens
mat chi ng the requirenents.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://identitynonk. github.io/draft-| onbardo-oaut h-step-up-authz-
chal | enge/ draft -1 onbar do- oaut h- st ep- up- aut hz- chal | enge-proto. htm .
Status information for this docunment rmay be found at
https://datatracker.ietf.org/doc/draft-| onbardo-oaut h- st ep-up-aut hz-
chal | enge-proto/.

Di scussion of this docunent takes place on the Wb Aut horization
Protocol mailing list (mailto:ocauth@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/oauth/. Subscribe at
https://ww. ietf.org/mailman/listinfo/oauth/.

Source for this draft and an issue tracker can be found at

https://github. comidentitynonk/draft-| onbardo-oaut h-st ep-up-aut hz-
chal | enge
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 January 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

In sinple authorization scenarios, an authorization server wll
determ ne what clains to enbed in the tokens to issue on the basis of
aspects such as the scopes requested, the resource, the identity of
the client, and other characteristics known a provisioning tine.

[ RFC9470] hel ped inprove the feedback a resource server can provide
to a client in case the user authentication nethod, authentication
class, or the freshness of the authentication event did not neet the
requi renents expected by the resource server. Although those
approaches are viable in many situations, it falls short in severa

i mportant circunstances, for instance, in [FAPI2.0-Security-Profil es]
or [hl7.fhir.uv.snart-app-1launch] regul ated APls when they require
peculiar client authentication nmechanisns to be enforced or
transaction specific details to be present in the token. These

requi renents may depend upon resource access rules or policies

i mpl emented at a policy decision point it relies on, using a logic
that is opaque to the authorization server
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Thi s docunent extends the collection of error codes defined by

[ RFC6750] and by [RFC9470] with one new error code,

i nsufficient_authorization, which can be used by resource servers to
signal to clients that the access token presented with the request
does not neet the authorization requirenents of the resource server
Thi s docunent al so introduces authorization step-up chall enges and
associ ated payl oad definitions. The resource server can use these
payl oads to explicitly communicate to the client its authorization
requirenents.

The client can then use this information to reach back to the

aut hori zation server with a new authorization request that specifies
the additional authorization details required for issuing tokens
useabl e at the resource. This docunent does not describe any new
met hods to performthis additional authorization request but wll
rely on QAuth 2.0 Rich Authorization Request [RFC9396], QAuth 2.0
Pushed Aut hori zation Request [RFC9126], or QAuth 2.0 JW- Secured

Aut hori zation Request [RFC9101] for this purpose. These extensions
will make it possible to inplenment interoperable step up

aut horization flows with mniml work fromresource servers, clients,
and aut hori zation servers.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

This specification uses the ternms "access token", "authorization
server", "authorization endpoint", "authorization request”, "client",
"protected resource”, and "resource server" defined by [ RFC6749].

3. Protocol Overview
The following is an end-to-end sequence of a typical step up
aut hori zati on scenario inplemented according to this specification

The scenario assumes that the client obtained an access token for the
protected resource before the sequence described bel ow takes pl ace.
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_Figure 1: Abstract Protoco

Fl ow_

presenting an access

The resource server determnes that the circunstances in which

the presented access token was obtained offer insufficient

wong grant flow, or inadequate client

it therefore denies the request and

returns a challenge describing (using a conbination of error code

aut hori zati on requirements nust be net
is possible here for the resource
pol i cy deci sion

user agent to the authorization server
i ncludes the authorization
resource server in the previous step

A new and adequate authorization sequence takes place between the
the client and the authorization server,

resulting in

1. The client requests a protected resource,
t oken.
2
aut hori zation details,
aut henti cati on mechani sm
and payl oad details) what
to allow the request. It
server to rely on the responses from an externa
poi nt .
3. The client redirects the
with an authorization request that
details indicated by the
4.
user agent,
the i ssuance of a new access token that encapsul ates the
Lonbardo, et al.
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aut hori zation |l evel, or cerenpnies requested by the resource
server. The authorization server uses the payload for the
resource server’s response forwarded by the client to initiate
the right grant flow type or to ensure that the authorization
details are nmet. The authorization server nay here al so contact
an external policy decision point to request eval uation of
compl ex busi ness access policies. The newy mnted access token
contains or references information about the authorization

el ements required, including but not limted to the clains
defined in [I-D. | onbardo-oauth-client-extension-clains].

5. The client repeats the request fromstep 1, presenting the newy
obt ai ned access token

6. The resource server finds that the authorization details, grant
flow or client authentication mechani smused during the
acquisition of the new access token conmplies with its
requirenents and returns the representation of the requested
protected resource.

Such protocol flow is coherent with the expectations of
[ FAPI 2. 0- Security-Profiles] and section 2.1.10.2.1 of
[hl 7. fhir.uv.smart-app-|aunch].

The validation operations nmentioned in steps 2 and 6 inply that the
resource server has a way of evaluating the authorization
requirenents that occurred during the cerenmonies that led to the

i ssuance of the access token. In the context of this docunent, the
assessnent by the resource server of the specific authorization
mechani snms used to obtain a token for the requested resource is
called an "authorization state".

Thi s docunent does not describe how the resource server performs this
assessnent of the authorization state, whether the access token is a
JSON Web Token (JWI) [RFCO068] or is validated via introspection

[ RFC7662] or whether the resource provider is performng this
assessnent natively or by offloading the assessment to a policy

deci sion point as defined in [ D Openl D- AuthZEN], [XACM.] or NI ST s
ABAC [ SP. 800-162]. This docunent rather describes how the resource
provider tells the client what type of authorization it needs to get
fromthe authorization server for a request.

The ternms "authorization state" and "step up" are netaphors in this
specification. These netaphors do not suggest that there is an

absol ute hierarchy of authorization states expressed in interoperable
fashion. The notion of a state energes fromthe fact that the
resource server may only want to accept certain authorization

mechani sms.  When presented with a token derived from particul ar
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4.

4.

aut hori zati on nechanisns (i.e., a given authorization state) that it
does not want to accept (i.e., belowthe threshold it will accept),
the resource server seeks to step up (i.e., renegotiate) fromthe
current authorization state to one that it nmay accept. The "step up"
met aphor is intended to convey a shift fromthe origina

aut hori zation state to one that is acceptable to the resource server.

As for [RFC9470], although the case in which the new access token
supersedes ol d tokens by virtue of a higher authorization state is
common, in line with the connotation of the term"step up
authorization", it is inportant to keep in nmind that this m ght not
necessarily hold true in the general case. For exanple, for a
particul ar request, a resource server mght require a higher

aut hori zation state and a shorter validity, resulting in a token
suitable for one-off calls but |eading to frequent pronpts: hence,

of fering a suboptinmal user experience if the token is reused for
routine operations. In such a scenario, the client would be better
served by keeping both the ol d tokens, which are associated with a

| ower authorization state, and the new one: selecting the appropriate
token for each APl call. This is not a new requirement for clients,
as increnmental consent and |east-privilege principles will require
simlar algorithnms for nmanagi ng access tokens associated with

di fferent scopes and permission |evels. This docunent does not
recomrend any specific token-caching strategy: that choice will be
dependent on the characteristics of every particul ar scenario and
remai ns applicati on-dependent as in the core QAuth cases.

Furthernmore, QAuth 2.0 [ RFC6749] assumes access tokens are treated as
opaque by clients. The token format m ght thus be unreadable to the
client or might change at any tine to becone unreadable. So, during
the course of any token-caching strategy, a client must not attenpt
to inspect the content of the access token to determine the

associ ated authentication information or other details (see Section 6
of [RFCO068] for a nore detail ed discussion).

St ep- Up Aut horization Chall enge
1. HITP Error Status Code
The resource server responds with a 403 HITP status code using the
Bearer authentication schene’s error paraneter (from[RFC6750]) when

a request conpliant with this specification does not neet its
aut hori zati on state requirenents.
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4.2. WWVMAut henticate Header Error Code

Fol | owi ng ot her standards |ike QAuth 2.0 Denonstrating Proof of
Possessi on (DPoP)[ RFC9449] and in QAuth 2.0 Step Up Authentication
Chal | enge Protocol [ RFC9470], the error code of the WWV Aut henticate
HTTP Header MJST be set to insufficient_authorization

This will signal that the authorization nechani sns used for the

i ssuance of the access token presented with the request do not neet
the authorization state requirenents of the protected resource. The
client is provided with a response that describes which new

aut hori zati on nechani sns and details SHOULD be used in order to gain
access to the requested resource. The client SHOULD then initiate a
new ceremony with the authorization server, that conply with the
stated resource requirements.

Note: the logic through which the resource server deternines that the
current request does not neet the authorization state requirenents of
the protected resource, and associated functionality are out of scope
for this docunent.

4.3. WNWV Aut henti cate Header Description

The description field of the WWMAut henticate HTTP Header MJUST be set
to The authorization |evel requires nore details.

4.4. WNWV Aut henti cat e Header Chal |l enge

Thi s docunent specifies two types of chall enge that MAY be used
i ndividually or conjointly.

4.4.1. resource_netadata_uri Challenge

The resource server MAY return a challenge with the key
resource_netadata uri. Wen this challenge is present, its value
MUST be set to the QAuth2 Protected Resource Metadata Endpoint UR
for the resource server as defined in [ RFC9728].

The netadata endpoi nt MAY provide information on authorization
details expected by the resource server

Note: the logic through which the client determ nes how to use any

i nformati on on authorization details expected by the resource server
fromthe nmetadata endpoint and howto map it to a viable

aut hori zation request for the authorization server is out of the
scope of this docunent.
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4.4.2. body_instructions Chall enge
The resource server MAY return a challenge with the key
body instructions Wien this challenge is present, its value MJST be
set to false if no body is associated to the response fromthe
resource server, or true if a body is associated to the response from
the resource server.

4.4.2.1. Challenge Associ ated Body Content
If a body is attached to the to the response fromthe resource
server, it MJST be formatted as an Aut hZEN [ D- Openl D- Aut hZEN]
response whi ch MUST contain the follow ng keys:
decision: _REQU RED_ - MJST be set to fal se.
context: _REQU RED - JSON structure as described bel ow
The context MAY contain the follow ng information

error_nsg: _OPTIONAL_ - a human readable String that summarize the
details required

details: _OPTIONAL_ - a JSON structure representing the expected
paraneters to be passed by the client to the authorization server
if a new authorization request is attenpted. This JSON structure
MJST be formatted using the syntax defined by [eKYC. | DA
4.5. Non Normative Exanples O Step-Up Authorization Chall enge

The foll owing are non normative exanpl es of some step-up
aut hori zati on chal | enges:

4.5.1. resource _netadata_uri challenge and body_instructions chall enge
expressing a m ssing expected access token scope:

Lonbardo, et al. Expires 1 January 2026 [ Page 9]
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HTTP/ 1.1 403 For bi dden

WAV Aut henti cate: Bearer error="insufficient_authorization", error_description="The autho
rization level is not nmet", resource_metadata_ uri="https://ww. exanpl e.coni.well-known/oa
ut h- prot ect ed-resource", body_instructions=true

{

"deci sion": false,
"context": {
"error_mnsg": "M ssing expected access token scope”,
"details": [{
"loc": "/scope",
"met hod": "sinple",
"val ues": ["resource:read", "resource:wite"]
}H
}
}

4.5.2. body_instructions chal |l enge expressing mnissing
aut hori zati on_det ail s:

Lonbardo, et al. Expires 1 January 2026 [ Page 10]
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HTTP/ 1.1 403 For bi dden
WANM Aut hent i cat e:
rization level is not met",

{

body_i nstructions=true

"deci sion":
"context": {
"error_msg":
"details": [{
"loc": "/authorization_details",
"met hod": "sinple",
"value": [{
"type": "paynent _initiation",
"actions": |
"initiate",
"status",
"cancel "

fal se,

"M ssing authorization_detail s",

"l ocations": ["https://exanple.conl paynents"],
"instructedAnmount": {

"currency": "EUR',

"anmount": "123.50"

} 1
"credi tor Nane": "Merchant A"

"creditorAccount":
"i ban": "DE02100100109307118603"
}

}H
}H
}
}

4.5.3.
expected access token claim

HTTP/ 1.1 403 For bi dden
WANM Aut hent i cat e:

rization level is not nmet", body_instructions=true
{
"deci sion": false,
"context": {
"error_msg": "M ssing expected access token scope",
"details": [{
“loc": "/email",
“met hod": "exists"
3
}
}
Lonbardo, et al. Expires 1 January 2026
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body instructions chall enge expressing m ssing enail

Bearer error="insufficient_authorization",

June 2025

error_descripti on="The aut ho

"rem ttancel nformati onUnstructured”: "Ref Nunber Merchant”

as an

error_description="The aut ho

[ Page 11]



Internet-Draft STEPZ June 2025

4.5.4. body_instructions chall enge expressing mssing gty, ccr, and cnr
as an expected access token claim

HTTP/ 1.1 403 For bi dden
WAV Aut henti cate: Bearer error="insufficient_authorization", error_description="The autho
rization level is not net", body_ instructions=true

{

"deci sion": false,
"context": {

"error_nsg": "Mssing token clains - gty, ccr, cnr",
"details": [{
III OCII: II/gt ylll’
"met hod": "exists"
bAoA
"loc": "/ccr",
"met hod": "exists"
}1
n OCII: "/Cm"’
"met hod": "exists"
}H

Note: gty, ccr, and cnr are clainms defined by
[1-D. | ombardo-oaut h-cl i ent - ext ensi on- cl ai ns]

5. dient Action Following A Step-Up Authorization Chall enge

Thi s docunent does not define how the client should respond to a
step-up authorization challenge. It is up to the logic of the client
to decide what is the nost appropriate grant type flowto start in
order to try to obtain a new set of tokens fromthe authorization
server.

6. Depl oynent Considerations

This specification facilitates the comruni cation of requirements from
a resource server to a client, which, in turn, can enable a nore
granul ar and appropriate Authorization Request at the Authorization
Server using either an QAuth 2.0 [ RFC6749] defined grant flows, a

Ri ch Authorization Request [RFC9396], a Push Authorization Request

[ RFC9126], or a JWI-Secured Authorization Request [RFC9101] as it
sees fit. However, it is inportant to realize that the user
experience achievable in every specific deployment is a function of
the policies each resource server and authorization server pair
establishes. Inposing constraints on those policies is out of scope
for this docunent. It is therefore perfectly possible for resource
servers and authorization servers to inpose requirenents that are

Lonbardo, et al. Expires 1 January 2026 [ Page 12]
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i mpossi ble for subjects or clients to conply with or that lead to an
undesi rabl e user-experi ence outcone.

Resource Server Metadata

Resource servers can advertise their support of this specification by
including in their QAuth protected resource metadata docunent, as
defined in [ RFC9728], the value step_up_authorization_supported. The
presence of step_up_authorization_supported in the resource server
met adat a docunment signals that the resource server MAY honor the

i ssuance of step-up authorization challenge if its sees fit.

Security Considerations

Thi s specification adds to previously defined QAuth mechani sms.
Their respective security considerations apply:

*  QAuth 2.0 [RFC6749],
*  JW access tokens [ RFC9068],
* Bearer WWM Authenticate [ RFC6750],
* Token introspection [ RFC7662],
* QAut h2 Protected Resource Metadata [ RFC9728],
* Rich Authorization Request [ RFC9396],
* Push Authorization Request [RFC9126],
* JWI- Secured Authorization Request [RFC9101] and
*  Aut hZEN [ D- Openl D- Aut hZEN]|
Scope
Thi s specification does not attenpt to define the nechanics by which
access control is made by the resource provider and how the result of
such access control evaluation should be translated into one of the
chal | enges defined in Section 4.
Thi s specification does not attenpt to define the nechanics by which

ext ended aut hori zation requests are processed and validated by the
aut hori zation server.
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2. Validation O Token

For this specification, the resource provider MJST exam ne the

i ncom ng access token and enforce the conventional token-validation
logic - be it based on JWI validation, introspection, or any other
met hod - before determ ning whether or not a chall enge shoul d be
ret ur ned.

3. Step-Up Authorization Challenge Payl oad

Fol | owi ng this docunment, response fromthe resource server to the
client mght unintentionally disclose information about the subject,
the resource, the action to be perforned, as long as context-specific
data such as but not limted to authorization details that an
attacker m ght use to gain know edge about their target.

I mpl enenters should use care in determ ning what to disclose in the
chal I enge and in what circumnstances.

I ANA Consi derations
Thi s document has no | ANA acti ons.
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Appendi x A.  Use Cases
A.1. LLM Agent accessing a service via an LLM Tool on behal f of a user

LLM agents, including those based on | arge | anguage nodel s (LLMs),
are designed to manage user context, nmenory, and interaction state
across multi-turn conversations. To perform conpl ex tasks, these
agents often integrate with external systenms such as SaaS
applications, internal services, or enterprise data sources. Wen
accessing these systens, the agent operates on behalf of the end
user, and its actions are constrained by the user’ s identity, role,
and perm ssions as defined by the enterprise. This ensures that al
data access and operations are properly scoped and conpliant with
organi zati onal access controls.

When using an LLM Tool, the LLM Agent is consunming an external AP
which has its own access control |ogic and policies on what

condi tions should be met for the access to the resources and the
generation of the enriched information that the Al Agent can send
return to the user who pronpted it, with potential support of the
LLM Sone access control conditions mght require some authorization
details as defined into, without being limted to, the exanples of

Ri ch Aut hori zati on Request [RFC9396].

A non normative exanple of such interaction would be at the
functional |evel
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Agent Use Case Fl ow_

* The LLM Agent has a registered QAuth 2.0 dient (comexample.llm
agent) with the Enterprise IdP (idp.exanple.com

*  The LLM Too

with the Enterprise IdP (idp.exanple.con

*  The LLM Too
with Externa

*  The Externa

server. saas. net)

Service 1dP (authorization-

has a registered QAuth 2.0 Cient (4960880b83dc9)
has a registered QAuth 2.0 Cient (eble27d2df8b7)
Service |1dP (authorization-server. saas. net)

Service APls is protected by the Trust Donain
controll ed by the Externa

* User already authenticated at the Enterprise IdP (idp.exanple.com

and del egated its authori

zation to the LLM Agent



* The LLM Agent is in possession of an ldentity Token, an Access
Token, and a Refresh Token issued by the Enterprise |dP

(idp. exanmpl e. conm

Lonbardo, et al. Expires 1 January 2026 [ Page 18]



Internet-Draft STEPZ June 2025

* We assume that the Access Token is valid for the duration of this
exanpl e and possess the appropriate scopes and clains to be
aut horized to call the LLM Too

A.1.2. LLM Agent receives a response fromthe LLM

LLM Agent receives a directive to use the LLM Tool with a specific
payl oad and it calls the external LLM Tool provided by an Enterprise
internal IT with a valid access token

PCST / Pay Host: tool.exanple.com Authorization: Bearer eyJhbGeci O Jl Uz
I INi I sl nR5¢Cl 61 nFOK2p3dCJ9. eyJzdW i G | xM MONTY3ODkw i wi bnFt ZSI 61 kpvaG
4gRAI 1'i wi YWRt aWli OnRydWUs| ml hdCl 6MIUxNj | zOTAy Mh0. S9QvKeqooCU7nRahQsP
hnV7x0Or kqsKB7 YKQEReyaWr'8

t 0=DE02100100109307118603& anpunt =123. 50
A.1.3. LLM Tool receives the request

LLMtool tries to call the service with the External Service APlIs
with the Access Token received using the JW Bearer Authentication
schene (5) and is issued an authentication chall enge.

HTTP/ 1.1 403 For bi dden WNWM Aut henti cate: Bearer
error="new_aut hori zati on_needed", error_descripti on="A new
aut hori zati on request is needed"

{ "decision": false, "context": { "error_nsg": "The user nust be
authorized to initiate paynent for Merchant A", "details": {

"met hod": "urn:ietf:params: oauth:grant-ext:rar",

"authori zation_details": [ { "type": "paynent_initiation", "actions"
[ "initiate", "status", "cancel" ], "locations": [
"https://exanpl e. conml paynents” ], "instructedAmount": { "currency":
"EUR', "anount": "123.50" }, "creditorNane": "Merchant A"
"creditorAccount”: { "iban": "DE02100100109307118603" 1},

"rem ttancel nformati onUnstructured": "Ref Number Merchant" } ] } } }

Not e: How agents di scover available tools is out of scope of this
specification and this exanple

LLM Agent fetches the external tool resource’s QAuth 2.0 Protected

Resource Metadata per [RFC9728] to dynanically di scover an
aut hori zation server that can issue an access token for the resource.
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GET /.wel | - known/ oaut h- pr ot ect ed-resource
Host: api . saas. net
Accept: application/json

HTTP/ 1.1 200 Ok
Cont ent - Type: application/json

{

"resource": "https://api.saas.net/",
"aut hori zation_servers": [ "https://authorization-server.saas.net" |,
"bear er _methods_supported": [

"header",

"body"

]

copes_supported": [
"agent.tool s.read",
"agent.tools.wite"

]

"resource_docunentation": "https://idp.saas.net/tool s/resource_docunentation.htm"

LLM Agent discovers the Authorization Server configuration per
[ RFC9728] .

CET /. wel | -known/ oaut h- aut hori zati on- server
Host: authori zation-server. saas. net
Accept: application/json

HTTP/ 1.1 200 Ok
Cont ent - Type: application/json

{
"issuer": "https://authorization-server.saas. net",
"aut hori zation_endpoint": "https://authorization-server. saas. net/oauth2/authorize",
"token_endpoint": "https://authorization-server. saas. net/oauth2/token",
"jwks_uri": "https://authorization-server.saas. net/oaut h2/ keys",
"registration_endpoint": "authorization-server.saas.net/oauth2/register"”,
"scopes_supported": [
"agent.read", "agent.wite"
1,
"response_types_supported": [
"code"
1,
"grant _types_supported": [
"aut hori zati on_code", "refresh_token"
]
}
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LLM Agent has | earned all necessary endpoints and supported
capabilites to obtain an access token for the external tool.

A 1.4. LLM Tool obtains a set of token from Authorization Server
protecting the AP

The LLMtool redirects the LLM Agent for an authorization request:

GET /oaut h2/ aut hori ze?r esponse_t ype=code
&client id=eble27d2df 8b7
&st at e=af 0i f | sl dkj
& edirect _uri=https¥BAYRFY2Ft ool . exanpl e. cont2Fcb
&code_chal | enge_net hod=S256
&code_chal | enge=K2-11t c83acc4h0OcIWGESC r EMIJ3bwec- uCHaoeK1lt 8U
&aut hori zati on_det ai | s=%6B%WBY®22t ype¥22: ¥%20%@22paynent _i niti ati on
%R2, YR2act i ons%22: Y%20%bB¥R22i ni ti at e¥22, ¥22st at us¥R2, ¥R2cancel 922
%D, 22| ocati ons%22: Y20%BB¥22ht t ps: / / exanpl e. com paynent s¥%22%D,
%22i nstruct edAnount 922: %20% B%22currency%@2: ¥%20%R22EURYR2, ¥22anount
9R22: %209%22123. 50922% D, ¥22cr edi t or Nanme%22: %20%22Mer chant ¥20A%22,
%22cr edi t or Account %22: ¥%20%’B%R22i ban%22: ¥20%22DE02100100109307118603
9R2% D, ¥22r emi t t ancel nf or mat i onUnst ruct ur ed%22: %20%22Ref ¥20Nunber
%20Mer chant ¥22% DY D

Host: authorization-server. saas. net

We don’t describe the way the user is authenticated as it follows
Ri ch Aut hori zati on Request [RFC9396]

The LLM Tool will receive an Authorization Code that it will be able
to exchange for a set of JWs issued by the Authorization Server
protecting the API.

The LLM Tool can then nake a new request to the External Service APls
(5). If it can nmeet the APIs Access Control requirenment, the flow
will followwith a response (6).
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