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Abst ract

This specification defines new clainms for JW profil ed access tokens
[ RFC9068] so that resource providers can benefit from nore granul ar

informati on about the client: its authentication nethods as well as

the grant flow and the grant fl ow extensions used as part of the

i ssuance of the associ ated tokens.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://identitynonk. github.io/draft-I| onbardo-oauth-client-extension-
cl ai ms/ draft-1| onbardo-oaut h-client-extension-clains.htnl. Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-| onbardo-oauth-client-

ext ensi on-cl ai ns/ .

Di scussion of this docunent takes place on the Wb Aut horization
Protocol mailing list (mailto:ocauth@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/oauth/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/oauth/.

Source for this draft and an issue tracker can be found at
https://github. comidentitynonk/draft-|onbardo-oauth-client-
ext ensi on-cl ai ns.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Resource providers need informati on about the subject, the action,
the resource, and the context involved in the request in order to be
able to determine properly if a resource can be disclosed. This
deci sion nay al so involve the help of a Policy Decision Point (PDP).

When accessed with a JWI profiled QAuth2 Access Token [ RFCO068]
presented as a bearer token [ RFC6750], a resource provider receives

mai nly information about the subject in the formof: - The sub claim
- Any user profile claimset by the Authorization Server if
applicable, - Any Authentication Information clains |ike the user

class of authentication (acrclain) or user nethod of authentication
(claimanr [RFC8176]) - Any Authorization Information if applicable

The resource provider has very little information about the client,
mainly in the formof the client id [RFC8693] claim It falls short
in several inportant circunstances, for instance, in

[ FAPI 2. 0- Security-Profiles] or [hl7.fhir.uv.smart-app-|aunch]

regul ated APls when they require peculiar client authentication
mechani sms to be enforced or transaction specific details to be
present in the token.
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Thi s docunent defines 4 new clains allowing to describe with nore
precise information the client and metadata on how it interacted with
the authorization server during the issuance of the access token. It
respects description of howto encode access tokens in JW format.

The process by which the client interacts with the authorization
server is out of scope.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

JWI' access token: An QAuth 2.0 access token encoded in JW formt
and conplying to the requirements described in [ RFCO068] .

Thi s specification uses the ternms "access token", "authorization
server", "authorization endpoint”, "authorization request”, "client",
"protected resource", and "resource server" defined by "The QAuth 2.0
Aut hori zation Framewor k" [RFC6749].

3. JW Access Token Cient Extensions Data Structure

The followi ng clainms extend the [ RFC9068] access token payl oad data
structure:

3.1. dient Flow Information C ai ns

The clainms listed in this section MIJST be issued and refl ect grant
type and extensions used with authorization server as part of the
aut hori zation request fromthe client. Their values are dynamc
across all access tokens that derive froma given authorization
response to reflect the elenments used in the process that lead to
their issuance.

gty: REQU RED - defines the QAuth2 authorization grant type the
client used for the issuance of the access token. String that is
an identifier for an QAuth2 Grant type. Values used in the gty
Claim MUST be fromthose registered in the | ANA Grant Type
Ref erence Val ues regi stry TODO established by this RFC and
referencing, without being limted to, values established through
section 2. of [RFC7591], section 2.1 of [RFC8693], and section 4
of [ Openl D. Cl BA].

cxt: REQUIRED - defines the list of extensions the client used in
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conjunction with the QAuth2 authorization grant type used for the
i ssuance of the access token. For exanple but not limted to:
Proof Key for Code Exchange by QAuth Public Cients (or PKCE) as
defined in [ RFC7636], Denonstrating Proof of Possession (or DPoP)
as defined in [ RFC9449]. JSON array of strings that are
identifiers for extensions used. Values used in the cxt Caim
MJUST be fromthose registered in the 1 ANA Cient Context Reference
Val ues registry TODO established by this RFC and referencing,

wi thout being Ilimted to, values established through section 2 of

[ RFC8414], and Section 5.1 of [RFC9449].

3.2. dient Authentication Information d ains

The clainms listed in this section MAY be issued and reflect the types
and strength of client authentication in the access token that the
aut henti cation server enforced prior to returning the authorization
response to the client. Their values are fixed and renain the sane
across all access tokens that derive froma given authorization
response, whether the access token was obtained directly in the
response (e.g., via the inplicit flow) or after obtaining a fresh
access token using a refresh token. Those values may change if an
access token is exchanged for another via an [ RFC8693] procedure in
order to reflect the specificities of this request.

ccr: OPTIONAL - defines the authentication context class reference
the client satisfied when authenticating to the authorization
server. An absolute URI or registered nanme from future RFC SHOULD
be used as the ccr value; registered names MJUST NOT be used with a
different neaning than that which is registered. Parties using
this claimwi |l need to agree upon the neani ngs of the val ues
used, which may be context specific.

cnr: OPTIONAL - defines the authentication methods the client used
when authenticating to the authorization server. String that is
an identifier for an authentication nmethod used in the
aut hentication of the client. For instance, a val ue m ght
i ndi cate the usage of private JW' as defined in [ RFC7521] and
[ RFC7523] or HITP nessage signature as defined in [RFC9421] . The
cnr value is a case-sensitive string. Values used in the cnr
Cl ai m SHOULD be fromthose registered in the | ANA QAuth Token
Endpoi nt Aut henti cation Met hods Val ues registry
[ I ANA. oaut h- par anet er s_t oken- endpoi nt - aut h- met hod] defi ned by
[ RFC7591]; parties using this claimw Il need to agree upon the
meani ngs of any unregi stered val ues used, which may be context
speci fic.
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4.

7

7

7

Aut hori zati on Server Metadata

The foll owi ng authorization server netadata paraneters are introduced
as an extension of [RFC8414], in order to describe the server’'s
capabilities.

support _client_extentison_clains: Boolean paranmeter indicating to
clients and resource servers whether the authorization server wll
return the extension clains described in this docunent.

Note: that the non presence of support client_extentison clains is
sufficient for the client to determne that the server is not capable
and therefore will not return the extension clains described in this
RFC.

Requesting a JWI Access Token with dient Extensions

Thi s specification does not change how clients interacts with
aut hori zati on servers.

An aut hori zation server supporting this specification MIJST issue a
JWI' access token with client extensions clainms described in this RFC
in response to any authorization grant defined by [ RFC6749] and
subsequent extensions neant to result in an access token and as al ong
as the authorization server support this capability.

Val idating JWI Access Tokens with dient Extensions

This specification follows the requirenents of the section 4 of
[ RFC9068] .

Security Considerations
1. Validation O Token

The JWI access token data fornmat described here is the sane as JW
access token defined by [ RFCI068] .

2. Processing O Cainms Defined By This Docunent

Any processor, client or resource server, MJST only process clains
described in this docunent that it understands.

If a processor does not understand a claimdescribed in this docunent
or its value, it SHOULD ignore it.
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7.3. Security Best Practice

The security current best practices described in [RFCO700] MJST be
appl i ed.

8. | ANA Consi derati ons

The followi ng registration procedure is used for the registry
establi shed by this specification.

Val ues are registered on a Specification Required [ RFC8126] basis
after a two-week review period on the oauth-ext-review@etf.org
mailing list, on the advice of one or nore Designated Experts.
However, to allow for the allocation of values prior to publication
of the final version of a specification, the Designated Experts may
approve registration once they are satisfied that the specification
will be conpleted and published. However, if the specification is
not conpl eted and published in a tinely manner, as determ ned by the
Desi gnat ed Experts, the Designated Experts may request that | ANA

wi t hdraw t he registration.

Regi stration requests sent to the mailing list for review should use
an appropriate subject (e.g., "Request to register JW profiled
QAut h2 Access Token client extensions: exanple").

Wthin the review period, the Designated Experts will either approve
or deny the registration request, communicating this decision to the
review list and 1 ANA. Denials should include an explanation and, if
appl i cabl e, suggestions as to how to make the request successful

The | ANA escal ation process is followed when the Designated Experts

are not responsive within 14 days.

Criteria that should be applied by the Designated Experts includes
determ ni ng whether the proposed registration duplicates existing
functionality, determining whether it is likely to be of genera
applicability or whether it is useful only for a single application,
and whether the registrati on makes sense.

I ANA nust only accept registry updates fromthe Designated Experts

and should direct all requests for registration to the review mailing
list.
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It is suggested that nultiple Designated Experts be appointed who are

able to represent the perspectives of different applications using
this specification, in order to enable broadly-informed revi ew of

registration decisions. In cases where a registration decision could

be perceived as creating a conflict of interest for a particular
Expert, that Expert should defer to the judgnent of the other
Experts.

The reason for the use of the mailing list is to enable public review

of registration requests, enabling both Designated Experts and ot her
interested parties to provide feedback on proposed registrations.
The reason to allow the Designated Experts to allocate val ues prior
to publication as a final specification is to enable giving authors
of specifications proposing registrations the benefit of review by
the Designated Experts before the specification is conpletely done,
so that if problens are identified, the authors can iterate and fix
them before publication of the final specification

8.1. CQAuth Grant Type Registration

This specification registers the following grant type in the
[ 1 ANA. oaut h- paraneters] QAuth Grant Type registry.

8.1.1. authorization_code grant type

Type name: authorization_code

Change controller: |ETF

Speci fication docunment(s): section 2. of [RFC7591]
8.1.2. inplicit grant type

Type name: inplicit

Change controller: |ETF

Speci fication docunment(s): section 2. of [RFC7591]
8.1.3. password grant type

Type name: password

Change controller: |ETF

Speci fication docunment(s): section 2. of [RFC7591]
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8.1.4. client_credentials grant type

Type name: client_credentials

Change controller: |ETF

Speci fication docunent(s): section 2. of [RFC7591]
8.1.5. refresh_token grant type

Type name: refresh_token

Change controller: |ETF

Speci fication docunment(s): section 2. of [RFC7591]
8.1.6. jwt-bearer grant type

Type name: urn:ietf:parans: oauth:grant-type:jw-bearer

Change controller: |ETF

Speci fication docunment(s): section 2. of [RFC7591] and section 6 of
[1-D. parecki-oaut h-identity-assertion-authz-grant]

8.1.7. sam 2-bearer grant type
Type name: urn:ietf:parans:oauth: grant-type: sam 2-bearer
Change controller: |ETF
Speci fication docunment(s): section 2. of [RFC7591]
8.1.8. token-exchange grant type
Type name: urn:ietf:parans: oauth: grant-type:token-exchange
Change controller: |ETF
Speci fication docunent(s): section 2.1. of [RFC8693]
8.1.9. device_code grant type
Type name: urn:ietf:parans:oauth: grant-type: devi ce_code
Change controller: |ETF

Speci fication docunent(s): section 3.4. of [RFC8628]
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8.1.10. ciba grant type

Type name: urn:openid: parans: grant-type: ci ba

Change controller: |ETF

Speci fication docunent(s): section 4. of [OpenlD. Cl BA]
8.2. (QAuth G ant Extension Type Registration

This specification registers the followi ng grant extension type in
the [ ANA oaut h- paraneters] QAuth Grant Extension Type registry.

8.2.1. pkce grant extension type

Type name: pkce

Change controller: |ETF

Speci fication docunment(s): This RFC as a reference to [ RFC7636]
8.2.2. dpop grant extension type

Type name: dpop

Change controller: |ETF

Speci fication docunment(s): This RFC as a reference to [ RFC9449]

o

.2.3. wpt grant extension type
Type name: wpt
Change controller: |ETF

Speci fication docunent(s): This RFC as a reference to section 4.2 of
[1-D.ietf-w mse-s2s-protocol]

8.2.4. rar grant extension type
Type nanme: rar
Change controller: |ETF

Speci fication docunment(s): This RFC as a reference to [ RFC9396]
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8.2.5. par grant extension type
Type name: par
Change controller: |ETF

Speci fication docunent(s): This RFC as a reference to [ RFC9126]

8.2.6. jar grant extension type
Type nanme: jar
Change controller: |ETF

Speci fication docunment(s): This RFC as a reference to [ RFC9101]
8.3. (QAuth Token Endpoi nt Authentication Methods Registration
This specification registers additional token endpoint authentication
met hods in the [l ANA. oaut h- paramet ers] QAuth Token Endpoi nt
Aut henti cati on Methods registry.
8.3.1. jwt-bearer token endpoint authentication nethod
Type nane: jw-bearer

Change controller: |ETF

Speci fication docunment(s): This RFC as a reference to [RFC7591] and
[1-D. parecki-oaut h-identity-assertion-authz-grant]

8.3.2. jwt-svid token endpoint authentication method
Type name: jw-svid
Change controller: |ETF
Speci fication docunent(s): This RFC as a reference to SPI FFE JWI-
SVID (https://github. conlspiffe/spiffe/blob/min/standards/ JW-
SVI D. nd)
8.3.3. wit token endpoint authentication nethod
Type name: wit
Change controller: |ETF

Speci fication docunent(s): This RFC as a reference to
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[1-D.ietf-w mse-s2s-protocol]
8.3.4. txn_token token endpoi nt authentication nethod
Type name: txn_token
Change controller: |ETF

Speci fication docunment(s): This RFC as a reference to
[1-D.ietf-oauth-transacti on-tokens]

8.4. dains Registration
Section X. Y of this specification refers to the attributes gty, cxt,
ccr, and cnr to express client metadata JWI access tokens. This
section registers those attributes as clains in the [ ANA jw]
registry introduced in [ RFC7519].

8.4.1. gty claimdefinition
Claim Name: gty
ClaimDescription: QAuth2 Grant Type used
Change Controller: |ETF
Speci fication Docunment(s): Section X Y of this docunent

8.4.2. cxt claimdefinition

Cl ai m Nane: cxt

ClaimDescription: dient Extensions used on top of the QAuth2 G ant
Type

Change Controller: |ETF

Speci fication Docunent(s): Section X Y of this docunent
8.4.3. ccr claimdefinition

C ai m Nane: ccr

ClaimDescription: ddient Authentication C ass Reference

Change Controller: |ETF

Speci fication Docunent(s): Section X Y of this docunent
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8.4.4. cmr claimdefinition
Cl ai m Name: cnr
ClaimDescription: dient Authentication Methods Reference
Change Controller: |ETF
Speci fication Docunent(s): Section X Y of this docunent
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