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Abst ract

The I P Flow I nformati on Export (IPFIX) Protocol provides a neans for
transmtting Traffic Flow information over the network. |PFIX Data
and Tenpl ate Records can be carried over a nunber of transport
protocols froman |IPFI X Exporting Process to an | PFI X Col | ecting
Process. The supported transport protocols are SCTP, UDP and TCP
QUI C coul d provide useful, reliable and secure semantics for |PFIX
Protocol in particular as a single connection could carry multiple
traffic fl ows over streans, enabling nuch better efficiency and
performance for Exporter and Collector. This docunent describes how
to use | PFI X Protocol over the QU C transport protocol, naned

| PFI XoQUI C
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This Internet-Draft is submtted in full confornmance with the
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Internet-Drafts are working documents of the Internet Engineering
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wor ki ng docunents as Internet-Drafts. The list of current Internet-
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 30 August 2026
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

In order to transmt Traffic Flow information froman Exporting
Process to a Collecting Process, a commpn representation of flow data
and a standard means of conmunicating themare required. [RFC7011]
specifies a protocol called IP Flow Information Export (IPFIX)

Prot ocol, and describes how the | PFl X Data and Tenpl ate Records of

| PFI X Protocol are carried over a few of transport protocols from an
Exporter to a Collector.
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The | PFI X Protocol Specification has been designed to be transport
prot ocol independent, and allows a mapping to define how it could be
i mpl ement ed over any specific transport protocol. In other words,
the Exporter can export to nmultiple Collectors using independent
transport protocols. At present, sone transport protocols are
defined to carry I PFI X Protocol: SCTP transport [RFC9260], UDP
transport [RFC9293], TCP transport [RFC768].

As the network continues to expand, the data traffic it carries is
increasing, placing a significant |oad challenge on the | PFI X
transport protocol. To prevent potential security threats (such as
DoS attacks), it is highly desirable that it nmust ensure the
confidentiality and integrity of IPFIX data transferred from an
Exporting Process to a Collecting Process. Authentication mechani sm
is also desirable to prevent the collection of data from an

unaut hori zed Exporting Process or the export of data to an

unaut hori zed Col | ecting Process.

QUI C [ RFC9000] confornms to the above requirements, therefore is also
an appropriate transport protocol for IPFIX Protocol. QU Cis UDP-
based mul tipl exed and secure transport protocol that provides
connection-oriented and stateful interaction between a client and
server. It can provide |low | atency and encrypted transport with
resilient connections.

QUI C uses nultiple simultaneous streanms to carry data in one
direction. Each streamis a separate unidirectional or bidirectiona
channel consisting of an ordered stream of bytes. |In Addition, each
streamhas its own flow control, which limt bytes sent on a stream
together with flow control of the connection. Mreover, QU C does
not have the TCP shortconi ngs such as head of |ine bl ocking.

Conpared to the transport protocols already supported by |PFIX
[ RFC7011], QUIC offers the foll ow ng advant ages:

* QUIC provides reliability and congestion control sinmilar to SCTP
and TCP. It is nore universally used and supported across the
gl obal Internet environment because QU C is a UDP-based protocol

* QUIC has built-in TLS encryption (typically TLS 1.3), offering
end-to-end security to ensure data confidentiality and integrity.
In contrast, encryption for SCTP, UDP, and TCP requires additiona
protocol s such as DTLS, increasing configuration conplexity.

* QUIC supports nulti-streamng simlar to SCTP, allowing nultiple
data streans to be nultiplexed within a single connection. Each
streamtransnmts data independently, avoiding the head-of-1line
bl ocki ng issue found in TCP
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* QU C has a faster connection establishment speed than TCP and
SCTP. QUIC requires 1~2 handshakes, TCP requires 3 handshakes,
and SCTP requires 4 handshakes.

*  QUIC supports MIU discovery simlar to SCTP and TCP, which can
dynani cal ly optim ze packet fragnentation, reduce data | oss caused
by fragnentation failure. This gives QU C strong adaptability to
different MIU conditions.

* QUIC s connection mgration feature can nake it easy to mmintain
sessions seanl essly even when | P addresses change (e.g., during
W-Fi to cellular handover), nmaking it well-suited for |PFIX
collection in nobile networks. SCTP connection mgration is nore
complicated, and all backup addresses nust be exchanged in
advance.

* QUIC based on UDP is a pure user-node inplenmentation that does not
require operating systemkernel support. QUCis flexible to
depl oy and easy to expand. QU C has strong penetration and is
less likely to be intercepted by enterprise firewalls/NAT than TCP
and SCTP.

Therefore, QU C is a proper secure and reliable transport protoco
for the nessage transm ssi on nechani smof | PFI X Protocol. This
docunent specifies howto use QU C as the transport protocol for

| PFI X Protocol .

2. Term nology and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

In this docunment, the terms "client" and "server" are used to refer
to the two ends of the QU C connection. The client actively
initiates the QU C connection. The terms "exporter"” and "collector"
are used to refer to the two ends of the I PFI X Protocol session. An
exporter establishes and keeps open a connection to one or nore
collectors, generally, an "exporter" is a "client" neanwhile a
"collector" is a "server".

* (Cient: The endpoint that initiates a QU C connection, the
Exporter or Exporting Process.

* Server: The endpoint that accepts a QU C connection, the Collector
or Collecting Process.
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3. Connection Managenent
3.1. Connection Establishnent

QUI C connection establishnent is described in [ RFC9000]. During

est abl i shing connection, |PFIXoQU C support is indicated by selecting
the Application-Layer Protocol Negotiation (ALPN) [ RFC7301] token as
listed in the  ANA Section 7 in the TLS handshake.

The Exporter MJST al so act as the client nmeanwhile the Coll ector nust
al so act as the server.

The Exporter should be the initiator of the QU C connection to the
Col l ector nmeanwhile the Collector acts as a connection acceptor. The
Exporter MAY support nore than one active connection to different
Col l ector. The Exporter MAY al so support nore than one active
connection to the same Collector to avoid head-of-1ine blocking
across Observation Donai ns.

The Exporter MAY record an alarmif the underlying QU C connection
establishnent time out; this timeout should be configurable on the
Exporter.

If the Collecting Process does not acknow edge an attenpt by the
Exporting Process to establish a connection, QUC will automatically
retry connection establishment using exponential backoff. The
Exporting Process MAY open a backup QUI C connection to a Collecting
Process in advance, if it supports Collecting Process fail over.

3.1.1. Early Data

The QUIC protocol uses TLS 1.3 nessages to secure the transport. And
TLS 1.3 supports Early Data (al so known as O-RTT data) [RFCO001].
Early Data is a nechanismdefined in TLS 1.3
[I-Dietf-tls-rfc8446bis] that enables a client to transmt flow
records during the initial handshake when resum ng a previous
session. Note that TLS 1.3 can be used without Early Data as per
Appendix F.5 of [I-D.ietf-tls-rfc8446bis]. This functionality is
only avail abl e when the client and server share a Pre-Shared Key
(PSK), obtained either externally or through a prior handshake.

As detailed in Section 2.3 of [I-D.ietf-tls-rfc8446bis], Early Data
provi des weaker security than standard TLS, |acking forward secrecy
and replay attack protection while requiring pre-established PSK
credentials. For |IPFIXoQU C, these security limtations present
significant concerns:
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* Flowrecords frequently contain sensitive operational data that
could be exploited if replayed.

* Duplicate flow reporting could corrupt traffic anal ysis and
nmoni tori ng systens.

* The stateful nature of flow collection anplifies vulnerability to
repl ay- based mani pul ati on.

* The marginal |atency inprovenents offered by O-RTT provide
insufficient justification for accepting these risks in nonitoring
appl i cations.

In accordance with Appendix F.5 of [I-D.ietf-tls-rfc8446bis], which
mandates explicit profiling for Early Data usage, this docunent
specifies that | PFlI XoQUI C inplenentations MJST NOT utilize Early Data
(0O-RTT). dients MJST NOT include early data extensions in
ClientHell o nessages, and servers MJST reject such extensions if
presented. |Inplenentations MJUST configure their TLS 1.3 stacks to

di sable O-RTT functionality.

3.2. Connection Term nation
3.2.1. QU C Connection Term nation Process

The typical QUI C connection termnation process is described in
[ RFC9000] .

3.2.2. | PFI XoQUI C Considerations for Connection Term nation

When an | PFI X session is inplemented based on a QUI C connection, the
idle tineout should be disabled or the QU C max_idle_tinmeout should

be set appropriately in order to keep the QU C connection persistent
even if the | PFI X session is idle.

When an Exporting Process is shut down, it SHOULD shut down the QU C
connecti on.

VWhen a Col l ecting Process no | onger wants to receive | PFI X Messages,
it SHOULD close its end of the connection. The Collecting Process
SHOULD continue to read | PFI X Messages until the Exporting Process
has cl osed its end.

When detecting abnormal ternmination of a QU C connection established

with the exporting process, the collecting process MIST retain its
ability to accept new incom ng QU C connecti ons.
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When an Exporting Process is detecting the abnornal interruption of
the QU C connection to the Collecting Process, it SHOULD try to re-
establish the connection. Connection tineouts and retry schedul es
SHOULD be configurable. The default configuration is that an
Exporting Process MUST NOT attenpt to establish a connection nore
frequently than once per ninute.

4. Stream Mappi ng and Usage

QUI C [ RFC9000] uses nultiple simultaneous streans to carry data in
one direction. QU C Streans provide a |ightweight, ordered byte-
stream abstraction to an application. Streans can be unidirectiona
or bidirectional meanwhile streans can be initiated by either the
client or the server. Unidirectional streans carry data in one
direction: fromthe initiator of the streamto its peer

Bi directional streans allow for data to be sent in both directions.

QUIC uses StreamID to identify the stream The |east significant
bit (0x1) of the streamID identifies the initiator of the stream
(client with the bit set to 0). The second | east significant bit

(0x2) of the stream ID distingui shes between bidirectional streans
(with the bit set to 0) and unidirectional streans [ RFC9000].

4.1. Unidirectional Streamfrom Exporter to Coll ector

According to the architecture for the export of neasured |IP Flow
informati on defined in [RFC5470], |PFI X Data Records and Tenpl at es
are carried via a nunber of transport protocols from | PFI X Exporting
Process to I PFI X Collecting Process. Therefore, the | PFI X connection
is unidirectional from Exporter to Coll ector

Based on the above description, The I PFI X nessages are initiated by
the Exporter and no reply is needed fromthe Collector. So the IPFIX
messages MAY be mapped into one unidirectional stream whose stream
type is Ox3 according to section 2.1 of [RFC9000].

4.2. Miltiple Stream Usage

For achi eving much better Transm ssion efficiency and perfornmance for
Exporter and Col |l ector, An Exporting Process MAY create nore than one
QUI C stream per connection. Each of these streams may be used for
the transm ssion of | PFI X Messages containing Data Sets, Tenpl ate
Sets, and/or Options Tenpl ate Sets.
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I PFI X nmessages can be differentiated by various characteristics, such
as five-tuple information (Source |P address, source port,
destination |IP address, destination port, and transport | ayer
protocol), only transport |ayer protocol (UDP and TCP), ranges of
source or destination |IP addresses, and nethod per Tenplate, and
carried over different QU C streans accordingly.

For five-tuple information, each five-tuple s | PFl X nessages are
transmtted through a QU C stream |If there are many five-tuples, a
| arge nunber of QUIC streans nust be created, so this approach should
be used with caution.

For only transport |ayer protocol, |PFIX messages of each protoco
are transmitted through a QU C stream

For ranges of source or destination addresses, |PFIX nessages with
speci fied source or destination |P address segnent are transnitted
through a QU C stream The size of the | P address range can be
determined by the configuration

For the nmethod for exporting a Tenplate Record and its associ ated
Data Sets in a single SCTP stream (as specified in [ RFC6526]), both
each Tenplate and its corresponding Data Records can al so be exported
within a single QU C stream

Moreover, if the specified feature’s |IPFI X nmessage is binding to a
QUIC stream I D, meaning that the I PFlI X message with fixed features is
only transmtted through a QU C streamof fixed ID, the collector
will only receive the specified feature’'s | PFI X nessage fromthe
designated stream|ID. This may sinplify the inplenentation of the
col | ector.

According to one of the features, the nunber of streans created may
exceed the limt of a QU C connection, in which case a new QU C
connection needs to be created.

Endpoi nt Aut henti cati on

I PFI XoQUI C uses QUI C which uses TLS version 1.3 or greater.

Therefore, the TLS handshake process can be used for |PFI XoQUI C
endpoi nt authentication. A third-party authentication nmechani sm can
al so be applied for |IPFIXoQU C endpoi nt authentication, such as a TLS
client certificate.

Oper ational Considerations
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6.1. Configuration Paraneters

The decision to use | PFl XoQUI C i nstead of the SCTP-based/ TCP-based/
UDP- based nechanismin [ RFC7011] is an operational decision, and an
i mpl ementati on MUST provide a configuration mechanismto enable

| PFlI XoQUI C as optional transm ssion protocol on the |PFIX session

A configuration nechani smshould be inplenmented to enable sel ection
bet ween single-streamor nulti-stream QU C transm ssion for |PFIX
messages. For nulti-stream QUIC transm ssion, the characteristics of
| PFI X messages exported in a single stream should be determ ned by
configuration.

Sone connectivity problenms (such as blocking UDP) could result in a
failure to establish a QU C connection. Wen this happens, the
Exporter SHOULD attenpt to establish an | PFl X session via other
transport protocols.

6.2. Congestion Avoi dance

QUIC controls the rate at which data can be sent fromthe Exporting
Process to the Collecting Process, using a nechanismthat considers
bot h network congestion and the receiver’s capabilities. Therefore,
an | PFI X Exporting Process nmay not be able to send |IPFI X Messages at
the rate the Metering Process generates them either due to network
congestion or because the Collecting Process cannot process |PFI X
Messages qui ckly enough. As long as congestion is transient, the
Exporting Process can buffer |IPFIX Messages for transm ssion.
However, buffering is inherently linmted due to both resource
constraints and tinmeliness requirenents, so persistent and/ or severe
congestion may lead to a situation where the Exporting Process is

bl ocked.

When an Exporting Process has Data Records to send but the

transm ssion buffer is full and wants to avoid bl ocking, it can
choose to drop sone Data Records. Dropped Data Records MJST be
accounted for, so that |lost record counts can | ater be reported as
described in Section 4.3 of [RFCr7011].

6.3. Reliability

QUIC ensures reliable delivery of data fromthe Exporting Process to
the Collecting Process.
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6.4. MU

QUI C uses path MIU di scovery to determ ne the nmaxi mum packet size
suitable for transm ssion of |PFI X Messages, ainming to ensure that
packets can be delivered to the destination by all nodes in the
network path w thout fragmentation

6. 5. Fai | over

If the Collecting Process does not acknow edge an attenpt by the
Exporting Process to establish a connection, QU C will automatically
retry connection establishment using exponential back off. The
Exporter MAY log an alarmif the underlying QU C connection
establishnent times out; this tinmeout should be configurable on the
Exporter.

The Exporting Process MAY open a backup QUI C connection to a
Col l ecting Process in advance, if it supports Collecting Process
failover.
QUIC identifies connections using connection IDs instead of relying
on the I P address and port at the network layer. This allows QU Cto
continue data transm ssion without reconstructing the connection when
the network path changes.

7. | ANA Consi derations
Thi s docunent creates a new registration for the identification of
| PFI XoQUIC in the "Application Layer Protocol Negotiation (ALPN)
Protocol 1Ds" registry established in [RFC7301].
The "1 PFI XoQ' string identifies |IPFl XoQU C:
* Protocol: |PFIXoQU C

* ldentification Sequence: 0x49 0x50 0x46 0x49 0x58 Ox6f 0x51
("1 PFI XoQ")

* Specification: This docunent

In addition, it is requested for ANA to reserve a UDP port TBD for
"I PFI X over QUIC .
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8.

9.

9.

Security Considerations

Thi s docunent replaces the transport protocol |ayer of |IPFIX from
other transport protocols to QU C  The basic protocol specification
of IPFIX is not nodified, and therefore the new security risks are
not introduced to the basic | PFI X protocol. The security

consi derations of [RFC7011] are applicable to this docunent.

| PFI XoQUI C enhances transport-layer security for |IPFIX session
according to [ RFCO000]. This docunent does not require to support
third-party authentication (e.g., backend Authentication) due to the
fact that TLS does not specify this way of authentication. |[|f third-
party authentication is needed, TLS client certificates are
recomrended to be used here.

Ref er ences
1. Nornmtive References

[ RFC768] Postel, J., "User Datagram Protocol", STD 6, RFC 768,
DA 10.17487/ RFC0768, August 1980,
<https://www. rfc-editor.org/info/rfc768>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC6526] Claise, B., Aitken, P., Johnson, A, and G Mienz, "IP
Fl ow I nformation Export (IPFIX) Per Stream Control
Transm ssion Protocol (SCTP) Streant, RFC 6526,
DA 10.17487/ RFC6526, March 2012,
<https://www. rfc-editor.org/info/rfc6526>.

[ RFC7011] dCdaise, B., Ed., Tramell, B., Ed., and P. Aitken,
"Specification of the IP Flow Information Export (1PFIX)
Protocol for the Exchange of Flow Information", STD 77,
RFC 7011, DA 10.17487/ RFC7011, Septenber 2013,
<https://www.rfc-editor.org/info/rfc7011>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wirds", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC9000] lyengar, J., Ed. and M Thonson, Ed., "QU C. A UDP-Based
Mul tipl exed and Secure Transport", RFC 9000,
DA 10.17487/ RFC9000, May 2021,
<https://ww.rfc-editor.org/info/rfc9000>.

Liu, et al. Expi res 30 August 2026 [ Page 11]



I nternet-Draft | PFI X Protocol over QUIC February 2026

[ RFC9001] Thomson, M, Ed. and S. Turner, Ed., "Using TLS to Secure
QU C', RFC 9001, DO 10.17487/ RFC9001, May 2021,
<https://www.rfc-editor.org/info/rfc9001>.

[ RFC9260] Stewart, R, Tuexen, M, and K N elsen, "Stream Control
Transm ssion Protocol”, RFC 9260, DO 10.17487/ RFC9260,
June 2022, <https://ww.rfc-editor.org/info/rfc9260>.

[ RFC9293] Eddy, W, Ed., "Transm ssion Control Protocol (TCP)",

STD 7, RFC 9293, DO 10. 17487/ RFC9293, August 2022,
<https://www. rfc-editor.org/info/rfc9293>.

[I-D.ietf-tls-rfc8446bi s]

Rescorla, E., "The Transport Layer Security (TLS) Protocol
Version 1.3", Work in Progress, Internet-Draft, draft-
ietf-tls-rfc8446hbis-14, 13 Septenber 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-tls-

rf c8446bi s- 14>.

9. 2. I nformati ve References

[ RFC5470]

Sadasivan, G, Brownlee, N, Caise, B., and J. Quittek,
"Architecture for IP Flow Information Export", RFC 5470,
DA 10.17487/ RFC5470, March 2009,

<https://ww. rfc-editor.org/info/rfc5470>.

[ RFC7301] Friedl, S., Popov, A, Langley, A, and E. Stephan,
"Transport Layer Security (TLS) Application-Layer Protocol
Negoti ati on Extension", RFC 7301, DO 10.17487/ RFC7301,
July 2014, <https://ww.rfc-editor.org/info/rfc7301>.
Aut hors’ Addresses

Yi song Liu (editor)
Chi na Mbile

Chi na

Emai | : |iuyi song@hi nanobi | e. com

Changwang Lin (editor)
New H3C Technol ogi es

Beijing
Chi na
Emai | : |inchangwang. 04414@3c. com
Liu, et al. Expi res 30 August 2026 [ Page 12]



I nternet-Draft | PFI X Protocol over QUIC February 2026

Thomas Graf (editor)

Swi sscom

Bi nzring 17

CH 8045 Zurich

Switzerl and

Enmei | : thonas. graf @w sscom com

Liu, et al. Expi res 30 August 2026 [ Page 13]



