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Abst ract

The I P Flow I nformati on Export (IPFIX) Protocol provides a neans for
transmtting Traffic Flow information over the network. |PFIX Data
and Tenpl ate Records can be carried over a nunber of transport
protocols froman |IPFI X Exporting Process to an | PFI X Col |l ecting
Process. The supported transport protocols are SCTP, UDP and TCP
QUI C coul d provide useful, reliable and secure senmantics for |PFI X
Protocol in particular as a single connection could carry nmultiple
traffic fl ows over streans, enabling nuch better efficiency and
performance for Exporter and Collector. This docunent describes how
to use | PFI X Protocol over the QU C transport protocol, naned

| PFI XoQUI C
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1. Introduction

In order to transmt Traffic Flow information froman Exporting
Process to a Collecting Process, a common representation of flow
data and a standard nmeans of comunicating them are required.

[ RFC7011] specifies a protocol called IP Flow I nformation Export
(I'PFI X) Protocol, and describes how the | PFI X Data and Tenpl ate
Records of |IPFI X Protocol are carried over a few of transport
protocols froman Exporter to a Collector.

The | PFI X Protocol Specification has been designed to be transport
protocol independent, and allows a mapping to define howit could be
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i mpl ement ed over any specific transport protocol. In other words,
the Exporter can export to nmultiple Collectors using independent
transport protocols. At present, sone transport protocols are
defined to carry IPFIX Protocol: SCTP transport [RFC9260], UDP
transport [UDP], TCP transport [TCP]

As the network continues to expand, the data traffic it carries is

i ncreasing, placing a significant |oad challenge on the |IPFIX
transport protocol. To prevent potential security threats (such as
DoS attacks), it is highly desirable that it nust ensure the
confidentiality and integrity of IPFIX data transferred from an
Exporting Process to a Collecting Process. Authentication mechani sm
is also desirable to prevent the collection of data from an

unaut hori zed Exporting Process or the export of data to an

unaut hori zed Col | ecting Process.

QUI C [ RFC9000] conforns to the above requirements, therefore is also
an appropriate transport protocol for |IPFIX Protocol. QU C is UDP-
based multipl exed and secure transport protocol that provides
connection-oriented and stateful interaction between a client and
server. It can provide |low | atency and encrypted transport wth
resilient connections.

QUI C uses nultiple simultaneous streans to carry data in one
direction. Each streamis a separate unidirectional or bidirectiona
channel consisting of an ordered stream of bytes. In Addition, each
streamhas its own flow control, which limt bytes sent on a stream
together with flow control of the connection. Mrreover, QU C does
not have the TCP shortcom ngs such as head of |ine bl ocking.

Conpared to the transport protocols already supported by |PFI X
[ RFC7011], QUIC offers the foll ow ng advant ages:

* QUIC provides reliability and congestion control simlar to SCTP
and TCP. It is nore universally used and supported across the gl oba
I nternet environment because QUIC is a UDP-based protocol

* QU C has built-in TLS encryption (typically TLS 1.3), offering
end-to-end security to ensure data confidentiality and integrity. In
contrast, with SCTP, UDP, and TCP, such encryption requires
additional protocols |ike DTLS

* QUIC supports multi-streanming simlar to SCTP, allowing multiple
data streams to be nultiplexed within a single connection. Each
streamtransmts data independently, avoiding the head-of-line

bl ocki ng issue found in TCP
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3.

Therefore, QU C is a proper secure and reliable transport protoco
for the nessage transm ssi on nechani smof | PFI X Protocol. This
docunent specifies howto use QU C as the transport protocol for

| PFI X Protocol .

Term nol ogy and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

In this docunent, the terns "client" and "server" are used to refer
to the two ends of the QU C connection. The client actively
initiates the QU C connection. The terns "exporter"” and "collector"
are used to refer to the two ends of the IPFI X Protocol session. An
exporter establishes and keeps open a connection to one or nore
collectors, generally, an "exporter" is a "client" neanwhile a
"collector” is a "server".

* dient: The endpoint that initiates a QU C connection, the
Exporter or Exporting Process.

* Server: The endpoint that accepts a QU C connection, the
Col l ector or Collecting Process.

Connecti on Managenent

3. 1. Connection Establishnent

QUI C connection establishnent is described in [ RFC9000]. During
est abl i shing connection, |PFIXoQU C support is indicated by

sel ecting the Application-Layer Protocol Negotiation (ALPN)

[ RFC7301] token as listed in the I ANA Section 7 in the TLS
handshake.

The Exporter MJIST al so act as the client meanwhile the Coll ector
must al so act as the server

The Exporter should be the initiator of the QU C connection to the
Col  ector nmeanwhile the Collector acts as a connection acceptor. The
Exporter MAY support nore than one active connection to different
Col l ector. The Exporter MAY al so support nore than one active
connection to the same Collector to avoid head-of-1ine bl ocking
across Observation Donmins.
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The Exporter MAY record an alarmif the underlying QU C connection
establishnent time out; this timeout should be configurable on the
Exporter.

If the Collecting Process does not acknow edge an attenpt by the
Exporting Process to establish a connection, QUC will automatically
retry connection establishment using exponential backoff. The
Exporting Process MAY open a backup QUI C connection to a Collecting
Process in advance, if it supports Collecting Process fail over

3.2. Connection Term nation
3.2.1. QUIC Connection Term nation Process

The typical QUIC connection term nation process is described in
[ RFC9000] .

3.2.2. | PFlI XoQUI C Consi derations for Connection Term nation

When an | PFI X session is inplemented based on a QUI C connection, the
idle tinmeout should be disabled or the QU C max_idle_tinmeout should

be set appropriately in order to keep the QU C connection persistent
even if the | PFI X session is idle.

When an Exporting Process is shut down, it SHOULD shut down the QU C
connecti on.

When a Col l ecting Process no |onger wants to receive | PFI X Messages,
it SHOULD close its end of the connection. The Collecting Process
SHOULD continue to read | PFI X Messages until the Exporting Process
has closed its end.

When a Coll ecting Process detects that the QU C connection to the
Exporting Process has term nated abnormally, it MJST continue to
listen for a new connection

When an Exporting Process is detecting the abnornal interruption of
the QU C connection to the Collecting Process, it SHOULD try to re-
establish the connection. Connection timeouts and retry schedul es
SHOULD be configurable. The default configuration is that an
Exporting Process MUST NOT attenpt to establish a connection nore
frequently than once per ninute.

4. Stream Mappi ng and Usage
QUI C [ RFC9000] uses nultiple simultaneous streans to carry data in
one direction. QU C Streans provide a |ightweight, ordered byte-
stream abstraction to an application. Streans can be unidirectiona
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or bidirectional meanwhile streans can be initiated by either the
client or the server. Unidirectional streans carry data in one
direction: fromthe initiator of the streamto its peer

Bi di rectional streams allow for data to be sent in both directions.

QUIC uses StreamID to identify the stream The |east significant
bit (0x1) of the streamID identifies the initiator of the stream
(client with the bit set to 0). The second least significant bit
(0x2) of the stream ID distingui shes between bidirectional streans
(with the bit set to 0) and unidirectional streans [ RFC9000].

4.1. Unidirectional Stream from Exporter to Collector

According to the architecture for the export of neasured |IP Flow
informati on defined in [RFC5470], |PFI X Data Records and Tenpl at es
are carried via a nunber of transport protocols from | PFI X Exporting
Process to | PFI X Collecting Process. Therefore, the | PFI X connection
is unidirectional from Exporter to Coll ector

Based on the above description, The I PFI X nessages are initiated by
the Exporter and no reply is needed fromthe Collector. So the |IPFIX
messages MAY be mapped into one unidirectional stream whose stream
type is Ox3 according to section 2.1 of [RFC9000].

4.2. Multiple Stream Usage

For achi eving much better Transm ssion efficiency and perfornmance
for Exporter and Collector, An Exporting Process MAY create nore
than one QU C stream per connection. Each of these streans may be
used for the transm ssion of |PFI X Messages containing Data Sets,
Tenmpl ate Sets, and/or Options Tenplate Sets.

| PFI X messages can be differentiated by various characteristics,
such as five-tuple information (Source | P address, source port,
destination |IP address, destination port, and transport | ayer
protocol), only transport |ayer protocol (UDP and TCP), and ranges
of source or destination |IP addresses, and carried over different
QUI C streans accordi ngly.

For five-tuple information, each five-tuple' s | PFlI X nessages are
transmtted through a QU C stream |If there are many five-tuples, a
| arge nunmber of QUI C streanms nust be created, so this approach
shoul d be used with caution

For only transport |ayer protocol, |PFIX nmessages of each protoco
are transmtted through a QU C stream
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For ranges of source or destination addresses, |PFI X nmessages with
speci fied source or destination |P address segnent are transmitted
through a QU C stream The size of the |IP address range can be
determ ned by the configuration

Moreover, if the specified feature’s |IPFI X nessage is binding to a
QUIC stream I D, nmeaning that the | PFI X nmessage with fixed features
is only transmtted through a QU C stream of fixed ID, the collector
will only receive the specified feature’s | PFI X message fromthe
designated stream|ID. This may sinplify the inplenentation of the
col | ector.

5. Endpoi nt Aut hentication

I PFI XoQUI C uses QUI C which uses TLS version 1.3 or greater.
Therefore, the TLS handshake process can be used for |PFI XoQUI C
endpoi nt authentication. A third-party authentication nmechani smcan
al so be applied for |PFIXoQU C endpoi nt authentication, such as a
TLS client certificate.

6. Operational Considerations

The decision to use | PFl XoQUI C i nstead of the SCTP-based/ TCP-
based/ UDP- based mechani smin [RFC7011] is an operational decision,
and an i npl enentati on MUST provide a configuration nmechanismto
enabl e | PFI XoQUI C on the | PFI X session

Sone connectivity problens (such as blocking UDP) could result in a
failure to establish a QU C connection. Wen this happens, the
Exporter SHOULD attenpt to establish an | PFl X session via other
transport protocols.

6. 1. Congestion Avoi dance

QUIC controls the rate at which data can be sent fromthe Exporting
Process to the Collecting Process, using a nmechanismthat considers
bot h network congestion and the receiver’s capabilities. Therefore,
an | PFI X Exporting Process may not be able to send |IPFI X Messages at
the rate the Metering Process generates them either due to network
congestion or because the Collecting Process cannot process |PFI X
Messages qui ckly enough. As |long as congestion is transient, the
Exporting Process can buffer |IPFIX Messages for transm ssion.
However, buffering is inherently linted due to both resource
constraints and timeliness requirenments, so persistent and/or severe
congestion may lead to a situation where the Exporting Process is

bl ocked.
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When an Exporting Process has Data Records to send but the

transm ssion buffer is full and wants to avoid bl ocking, it can
choose to drop sone Data Records. The dropped Data Records MJST be
accounted for, so that the nunber of |ost records can |ater be
reported as described in Section 4.3 of [RFC7011].

6.2. Reliability

QUI C ensures reliable delivery of data fromthe Exporting Process to
the Coll ecting Process.

6.3. MU

QUI C uses path MIU di scovery to determ ne the nmaxi mum packet size
suitable for transm ssion of |PFI X Messages, aimng to ensure that
packets can be delivered to the destination by all nodes in the
network path without fragnentation

6.4. Fail over

If the Collecting Process does not acknow edge an attenpt by the
Exporting Process to establish a connection, QU C will automatically
retry connection establishment using exponential back off. The
Exporter MAY log an alarmif the underlying QU C connection
establishment tinmes out; this timeout should be configurable on the
Exporter.

The Exporting Process MAY open a backup QUI C connection to a
Col l ecting Process in advance, if it supports Collecting Process
fail over.
QUIC identifies connections using connection IDs instead of relying
on the I P address and port at the network layer. This allows QU C to
continue data transm ssion wi thout reconstructing the connection
when the network path changes.

7. 1 ANA Consi derations
Thi s docunent creates a new registration for the identification of
| PFI XoQUIC in the "Application Layer Protocol Negotiation (ALPN)
Protocol |IDs" registry established in [ RFC7301].
The "1 PFI XoQ' string identifies |IPFI XoQU C:
* Protocol: |PFIXoQU C

* |dentification Sequence: 0x49 0x50 0x46 0x49 0x58 0x6f 0x51
("1 PFI XoQ")
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9.

* Specification: This docunent

In addition, it is requested for ANA to reserve a UDP port TBD for
"I PFI X over QUIC .

Security Considerations

Thi s docunent replaces the transport protocol |ayer of |PFIX from

other transport protocols to QU C. The basic protocol specification
of IPFIX is not nodified, and therefore the new security risks are
not introduced to the basic | PFIX protocol. The security

consi derations of [RFC7011] are applicable to this docunent.

| PFI XoQUI C enhances transport-layer security for |IPFI X session
according to [ RFCO000]. This docunent does not require to support
third-party authentication (e.g., backend Authentication) due to the
fact that TLS does not specify this way of authentication. If third-
party authentication is needed, TLS client certificates are
recommended to be used here.
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