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1. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

*Acronyns used in this docunent:*



* *TPMr: Trusted Pl atform Mdul e

* *QGNSS*: dobal Navigation Satellite System

* *|MEl*: International Mobile Equi pnent Identity
* *|MBI*: International Mdbile Subscriber Identity
* *PCR*: Platform Configuration Register

* *NDMF: Mobile Device Managenent

* *|PSEC*: Internet Protocol Security

*Key Terms: *

* *Data Residency technical and | egal chall enges* Ensuring
compliance with data protection regulations and |aws (e.g. EU
GDPR, US HI PPA, PCl DSS, |ocal |egal mandates), which require
data to be stored and processed within specific geographic
boundaries. Data residency requirenents are described in nore
detail in [tcg-geo-Iloc].

* *Data Residency Host-Affinity Requirenent* Need for data to be
tied to specific conputing environnents or hosts where it is
stored and/ or processed.

* *Data Residency Geol ocation-Affinity Requirenent* Data not to be
transferred out of and should be stored/processed only in
defi ned geographi c region(s).

* *Data Residency Host Geolocation Affinity is aka Geofencing* Ensu
ring data or workl oads are processed in specific conputing
environnments or hosts in defined geographic regions.

* *Workload ldentity Agent (WA)* SPIRE agent on each host, with
TPM plugin to issue X. 509 SVIDs and sign requests.

* *Location Anchor Host (LAH)* Host with a trusted GNSS/5G nodem
attached to its TPM endorsenent key. *Conposite Geol ocation*

Fused | ocation estimate fromlocal GNSS plus nobil e- APl dat a.

*  *Proof - - Residency (POR)* Cryptographic proof that a workload is
executing wthin approved geographi c and host boundari es.

I nt roduction

As organi zations increasingly adopt cloud and distributed conputing,
the need to enforce data residency, geolocation affinity, and host
affinity has becone critical for regulatory conpliance and risk
managenent. Traditional approaches to geographic and host
enforcement rely on trust in infrastructure providers or network-
based controls, which are insufficient in adversarial or nulti-tenant
environnments. Modern workl oad security faces new chal |l enges from
stol en bearer tokens, protocol replay, and the lack of trust in
transit. Attackers can exploit bearer tokens from unauthorized hosts
or locations, bypassing traditional controls.

Thi s docunent introduces a framework for nodernizing workl oad
security by enabling cryptographically verifiable geofencing, proof-
of - possessi on, and protocol -aware residency enforcenent. The

sol ution cryptographically binds workload identity to both platform
and geographic attributes, supplenenting bearer tokens wth signed,
verifiable clainms about workl oad residency and | ocation. This



enabl es enforcement of data residency, geolocation affinity, and host
affinity policies, even in adversarial or multi-tenant environnents,
and directly addresses the limtations of bearer tokens, proof-of-
possession, |IPSEC, and trust-in-transit.

3. Use Cases

Dat a residency use cases can be divided into three categories: (1)
server-centric |location, (2) user-centric location, and (3)
regul atory conpli ance.

3.1. Category 1: Server-centric Location

Enterprises (e.g., healthcare, banking) need cryptographic proof of a
trustworthy geographi c boundary (i.e., region, zone, country, state,
etc.) for cloud-facing workl oads.

3.1.1. Server workload <-> Server workl oad - General

Enterprises handling sensitive data rely on dedicated cloud hosts
(e.g., EU sovereign cloud providers) that ensure conpliance with data
residency laws, while also ensuring appropriate |levels of service
(e.g., high availability). To neet data residency |ega

requirenents, enterprises need to verify that workl oad data is
processed by hosts w thin a geographic boundary and that workl oad
data is only transmtted between specified geographic boundari es.

*Exanpl e Sovereign Coud Al |nferencing use case depicting the key
security and conpliance chall enges:* Figure -- Sovereign Coud Al

I nferencing (https://github.com nednsm t h/draft-kl spa-w nse-

veri fiabl e-geo-fence/ bl ob/ ranki / pi ct ures/chal | enges- sover ei gn- cl oud-
ai -i nf erenci ng. svg)

3.1.2. Server workload <-> Server workload - Agentic Al:

Enterprises need to ensure that the Al agent is located within a
speci fi c geographi c boundary when downl oadi ng sensitive data or
perform ng other sensitive operations. A secure Al agent, running on
a trusted host with TPM backed attestation, interacts with

geol ocation and geofencing services to obtain verifiable proof of its
geogr aphi ¢ boundary. The agent periodically collects |ocation data
fromtrusted sensors, obtains attested conposite |location froma

geol ocation service, and enforces geofence policies via a geofencing
service. The resulting attested geofence proof is used to bind
wor kl oad identity to both the host and its geographic |ocation,
enabling secure, policy-driven execution of Al workl oads and
compliance with data residency requirenents.

Figure -- Cybersecure and Conpliant Agentic Al Workfl ow
(https://github. coml nednsm th/draft-kl spa-w nse-verifiabl e- geo-
fence/ bl ob/ mai n/ pi ct ures/ secur e- agenti c- wor kf | ow. svg/)

3.1.3. Server workload <-> Server workload - Federated Al:

In federated | earning scenarios, multiple organizations collaborate
to train machine | earning nodel s without sharing raw data. Each
organi zation needs to ensure that its training data remains within a
speci fi c geographic boundary. This requires cryptographic proof that
the training process is occurring on trusted hosts within the defined
boundari es.

*Exanpl e Federated Learning use case depicting the key security and
conpliance chall enges: * Figure -- Federated Learning
(https://github. com nednsnith/draft-kl spa-wi nse-verifiabl e-geo-
fence/ bl ob/ ranki / pi ctures/chal | enges-f eder at ed- | ear ni ng. svg)



3.1.4. User workl oad <-> Server workl oad:

Enterprises ensure that they are communicating with a server (e.g.
cloud services) located within a specific geographic boundary.

3.2. Category 2: User-centric Location

Enterpri ses need cryptographi c proof of trustworthy geographic
boundary for user-faci ng workl oads.

* A server (or proxy) authenticates to clients using different TLS
certificates, each signed by a different Certificate Authority
(CA), based on the geographi c boundaries of user workl oads.

* Enterprise Custoner Prem se Equi pnent (CPE) provides on-prenises
conputing that is a basis for defining geolocation boundaries. A
tel co network provides a neans for conmuni cation between premi ses

* Construction & Engineering of SaaS workl oads can benefit from
attested geographi c boundary data from end-user devices to
restrict access within specific geopolitical regions (e.g.,
California). Enabling per-user or group-|evel geofencing hel ps
prevent fraudul ent access originating outside the authorized area.

* Healthcare providers need to ensure that the host is located in a
speci fi c geographi c boundary when downl oadi ng patient data or
perform ng other sensitive operations.

* U'S. Presidential Executive Order (doj-cisa) conpliance directs
Cl oud Service Provider (CSP) support personnel be located in
restricted geographies (e.g., Venezuela, Iran, China, North
Korea). However, those personnel should not be allowed to support
U. S. custoners. Ceolocation enforcenent can ensure policy
conpliance. See [doj-cisa].

3.3. Category 3: Regul atory Conpliance

Geogr aphi ¢ boundary attestation hel ps satisfy data residency and data
sovereignty requirenents for regul atory conpliance

4. Industry Gaps and Problem Statements

Modern cloud and distributed environnents face significant risks from
stol en bearer tokens, protocol replay, and trust gaps in transit.
Current geofencing and | ocation verification solutions face
significant challenges across different data states, |ocation

sources, and authentication nmechanisns. This section outlines the
key gaps and problens that this specification ainms to address.

4.1. Data Ceneration/at-Rest Challenges

*Textual Geotags* No standard for textual geotags (EXIF covers nedia
only).

*Attesting Geotags*: Existing geotag formats are unsigned and
forgeable via VPNNM TM at t acks.

4.2. Data-in-Use Chall enges
4.2.1. Authentication and Authorization Chall enges

#### Bearer Token Vulnerabilities Bearer tokens are typically
generated via user MFA and used to establish HTTP sessions. A
mal i ci ous actor can steal a bearer token (e.g., froma still-valid
HAR fil e upl oaded to a support portal, as seen in the Ckta attack)
and present it to a server workload. The attacker may be in a



4.
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forbi dden | ocation and on an unaut horized host (e.g., their own

| aptop). Current solution options for addressing bearer token issue
and their challenges: * PoP Token: Not easy to establish trust

bet ween the presenter (client) and the token issuer. * PoP via Mitua
TLS: dient certificates are generally not supported in browsers.

M TM entities such as APl gateways often term nate TLS connections. *
Host TPMs for APl call signature: Not scalable to sign every AP

call with a TPM key, as typical enterprise | aptops/servers TPMs
support only about 5 signatures per second. * Non-HTTP protocols: No
solution for | PSEC etc.

2. Location and Geof enci ng Chal | enges

* *| P Address-Based Location:* This is the typical approach, but it
has limtations: network providers can use geographi c-regi on-based
| ANA- assi gned | P addresses anywhere in the world, and enterprise
VPNs can hide the user’s real |P address.

* *W-Fi-Based Location:* For user |aptop endpoints with agents
(e.g., ZTNA), traditional geographic enforcenent relies on
trusting the W-Fi access point’ s location. However, W-Fi access
points are nobile and can be noved, undermning this trust.

* *QGNSS:* Certain GNSS, e.g., civilian GPS in smartphones and
navi gati on systens, can be spoofed. A practical exanmple is the
I srael GPS spoofing attacks.

4.2.3. Inplicit Trust Challenges
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* *Cloud Region Trust* Inplicit trust in cloud region assignment
wi th no cryptographic proof of physical locality. There is no
audi tabl e 1ink between stored bl obs and actual geography.

* *Trust in Transit:* HTTP requests can be intercepted and nodified
by conpromi sed internediate proxies (e.g., APl gateways, SASE
firewalls).

Approach Overvi ew

Thi s approach enabl es cryptographically verifiable geofencing by

bi ndi ng workl oad identity to both platformand geographic attributes
using trusted hardware (e.g., TPM, attestation protocols, and

geol ocation services. The framework supports secure, policy-driven
enforcenment of data residency and | ocation requirenents for workl oads
in multi-system environnents.

Key el ements of the approach include: - *Trusted Hardware Roots:*
Workl oad identity is anchored in hardware roots of trust such as
TPMs, OGNSS sensors, and nobil e network nodul es, ensuring device
integrity and authentic location data. - *Renote Attestation:*

Workl oad ldentity Agents collect neasurenents fromthe platform and

| ocati on sensors, and use TPM backed attestation to prove the
integrity and residency of the workload to a renote Workl oad ldentity
Manager. - *Conposite Location Cains:* The system comnbines nultiple
sources of location (e.g., GNSS, nobile network, W-Fi) and device
conposition (e.g., SIM TPMEK) to create a conposite, quality-scored
| ocation claim which is cryptographically signed and verifiable. -
*Pol icy Enforcenment:* Workload |Identity Managers and downstream
policy inmplementers (e.g. Firewall) use these verifiable clains to
enforce geof encing and data residency policies, ensuring that
wor kl oads only run or access data within approved geographic or
jurisdictional boundaries. - *Continuous Mnitoring:* The franmework
supports periodic re-attestation and nonitoring of device conposition
and | ocation, detecting changes such as SIM swaps or sensor renoval
that could affect trust. - *Interoperability:* The approach is
designed to integrate with existing workload identity frameworks



(e.g., SPIFFE/ SPIRE), enabling adoption in cloud, edge, and
enterprise environnents.

For exanple, in this document: * The *Workl oad Identity Manager* is
represented by the SPI FFE/ SPI RE server (spire). * The *Workl oad
ldentity Agent* is represented by the SPI FFE/ SPI RE agent (spire).

.1. Server Hosts - Solution highlights

Assunptions: The nmaxi numround-trip delay within a data center
typically ranges from 500-1000 m croseconds.

Scal abl e hi erarchi cal approach enhancenents to Wrkload Identity
(Spiffe/Spire) solution * Each of the hosts run a workload identity
agent (Spiffe/ Spire agent) with TPM pl ugi n which connect to a
wor kl oad identity manager (Spiffe/ Spire server)

* Location anchor hosts are directly attached to trusted | ocation
source - Mbile nodem GNSS Galileo receiver etc.

- Use of nultiple location anchor hosts can enhance security and
trust.

-  For nobile sensors, the |ocation can be tracked outside of host
usi ng a GSMA st andards based nobil e service provider API

* Host geol ocation sensor conposition nmanager periodically verifies
| ocati on anchor hosts device conposition (primarily | ocation
sensors).

- Use Spiffel/ Spire agent host geol ocation plugin (new

* Host proximty manager periodically verifies that |ocation anchor
hosts provide proof that application hosts are within the nmaxi mum
DC round-trip delay fromthem

- SWhbased Attested PTP - Mdified Linux PTP daenmon (Spiffe/ Spire
wor kl oad) will sign PTP nessages

- HWhbased Attested PTP - Relevant for sub microsecond precision
timng solutions

* Woirkload identity agent provides proof that workloads run only on
wor kl oad/ | ocati on anchor hosts.

- This is done using enhancenents to existing Spiffe/Spire agent
and TPM pl ugi n and addresses bearer token issue

*Addressing the key security and conpliance challenges in the
Sovereign Cloud Al Inferencing use case:* Figure -- Verifiable

Geof encing with Proof of Residency for Sovereign Coud Al |nferencing
(https://github. com nednsnith/draft-kl spa-wi nmse-verifiabl e-geo-
fence/ bl ob/ ranki / pi ct ur es/ addr essi ng- chal | enges- sover ei gn- cl oud- ai -

i nf erenci ng. svg)

.2. End user/1oT hosts - Solution highlights

Browser solution new browser extension for proof residency and
geofencing * Application proxy which intercepts every HITP request;
connects to workload identity agent to add geol ocation; signs request
usi ng workl oad identity agent key which is attested by TPM
attestation key.

Simlar to the server hosts solution * Each of the hosts run a
wor kl oad identity agent (Spiffe/Spire agent) which connect to a
wor kl oad identity manager (Spiffe/ Spire server).



*Addressing the key security and conpliance challenges in the
Federated Learning use case:* Figure -- Verifiable Geofencing with
Proof of Residency for Federated Learning
(https://github. com nednsnith/draft-kl spa-w nse-verifiabl e-geo-

f ence/ bl ob/ ranki / pi ct ur es/ addr essi ng- chal | enges- f eder at ed-

| ear ni ng. svg)

6. Control Plane End-to-End Wrkfl ow

The end-to-end workfl ow for the proposed framework consists of
several key steps, including attestation for system bootstrap and
Workl oad ldentity Agent initialization, Wrkload Identity Agent
geol ocation and geof enci ng processing, workload attestation, and
renmote verification

Figure -- Control Plane End-to-end Workfl ow
(https://github. com nednsm t h/ draft -kl spa-w nse-verifiabl e- geo-
f ence/ bl ob/ mai n/ pi ct ures/ control - pl ane- end-t o-end-fl ow. svg)

6.1. SPIFFE/ SPIRE Architecture Mdifications

In the context of the SPIFFE/ SPIRE architecture (spire), the SPIFFE
SPI RE Agent includes a new geol ocation plugin -- this is depicted in
the figure below. The Agent is a daenon running on bare-netal Linux
CS host (H) as a process with direct access to TPM (root perm ssions
for TPM 2.0 access nay be needed for certain Linux distributions for
certain H hardware configurations). The Agent, using the geol ocation
plugi n, can gather the location fromhost-local |ocation sensors
(e.g., GNSS). The Agent has a TPM plugin (spire-tpm) which interacts
with the TPM The Workl oad Identity Manager (SPlIFFE/ SPIRE server) is
running in a cluster which is isolated fromthe cluster in which the
Agent i s running.

Figure -- Mdified SPIFFE-SPIRE architecture with new geol ocati on
plugin (https://github.com nednmsmith/draft-kl spa-w nmse-verifiabl e-
geo- f ence/ bl ob/ mai n/ pi ctures/ spi ffe-spire.svg)

6.2. Attestation of OGS Integrity and Proof of Residency on Host

As part of system boot/reboot process, boot | oader-based nmeasured
system boot with renote Wirkload Identity Manager verification is
used to ensure only approved OGS is running on an approved hardware
pl at f or m

*Measurenment Collection*: During the boot process, the boot | oader
col l ects neasurenments (hashes) of the boot conponents and
configurations. The boot conmponents are Firmare/ Bl OS/ UEFI
boot | oader, OS, drivers, l|location devices, and initial progranms. Al
the | ocation devices (e.g., GNSS sensor, nobile sensor) version/
firmvare in a platformare neasured during each boot -- this is a
boot | oader enhancenent. Any new | ocation device which is hot-
swapped in will be evaluated for inclusion only during next reboot.

*Log Creation*: These neasurenents are recorded in a |og, often
referred to as the TCG.og, and stored in the TPMs Platform
Configuration Registers (PCRs).

*Attestation Report*: The TPM generates an attestation report, which
i ncludes the signed neasurenments and the boot configuration |log. The
signature of the attestation report (aka quote) is by a TPM
Attestation Key (AK). This attestation includes data about the TPM s
state and can be used to verify that the AK is indeed

crypt ographically backed by the TPM Endorsenent Key (EK) certificate.

*Transni ssion*: The attestation report is then sent to an externa



verifier (Wrkload Identity Manager), through a secure TLS
connecti on.

*Renmote Verification*: The renote Wirkload Identity Manager checks
the integrity of the attestation report and validates the

measur enent s agai nst known good val ues fromthe set of trusted hosts
in the Host hardware identity datastore. The Whrkload ldentity
Manager al so validates that the TPMEK certificate has not been
revoked and is part of the approved list of TPMEK identifiers
associated with the hardware platform At this point, we can be sure
that the hardware platformis approved for running workloads and is
runni ng an approved OS

6.3. Start/Restart tine attestation/renote verification of Wrkl oad
Identity Agent for integrity and proof of residency on Host

The Workl oad lIdentity Agent is a process with elevated privil eges
with access to TPM and | ocati on sensor hardware. Linux |IMA and
Workl oad ldentity Agent public/private key attestation are the
changes conpared to the original SPIFFE/ SPIRE architecture with the
TPM pl ugi n.

*Measurenent Coll ection*: For the Wirkl oad ldentity Agent start case,
the Agent executable is neasured by Linux |IMA for exanple through
cloud init and stored in TPM PCR t hrough tools e.g., Linux im-evm
utils before it is |oaded. For the Workload lIdentity Agent restart
case, it is not clear how the storage in TPM PCR wi Il be acconplished
- ideally this should be natively handled in the I MA neasurenent
process with an ability to retrigger on restart or refresh cycles
(OPEN | SSUES 1).

*Local Verification*: Enforce |ocal validation of a neasurenent
agai nst an approved val ue stored in an extended attribute of the
file.

*TPM attestation and renote Wrkload Identity Manager verification*:

Step 1 (Workload Identity Agent AK ID issuance): 1. The Wrkl oad
Identity Agent generates a TPM Attestation Key (AK) for proof of

resi dency on the host for each start/restart. 2. The Wrkl oad
Identity Agent sends the AK attestation paraneters (PCR quote,
attestation public key, etc.) and TPM EK certificate to the Wrkl oad
ldentity Manager. 3. The Workload Identity Manager inspects the TPM
EK certificate. |If a CA path exists and the TPMEK certificate was
signed by any chain in the CA path, validation passes. 4. |If
val i dation passes, the Wirkload Identity Manager generates a
credential activation challenge. The challenge consists of a secret
val ue encrypted using the TPM EK public key. 5. The Workl oad
ldentity Manager sends the challenge to the Wirkload Identity Agent.
6. The Workload Identity Agent uses the TPM AK private key (stored
in the TPM to decrypt the challenge’'s secret. 7. The Wrkl oad
Identity Agent sends back the decrypted secret to the Wrkl oad
Identity Manager. 8. The Workload Identity Manager verifies that
the decrypted secret matches the original secret used to build the
chal lenge. 9. The Workload Identity Manager issues a Wrkl oad
Identity Agent AK ID using the TPM AK public key and TPM EK
certificate.

Step 2 (Workload Identity Agent ID issuance): 1. The Wbrkl oad
ldentity Agent generates a private/public key pair. 2. The Wrkl oad
ldentity Agent uses the TPM AK private key, stored in the TPM to
sign the public key. 3. The Wrkload lIdentity Agent sends the
public key, signed by the TPM AK, to the Wrkload |Identity Manager

4. The Workl oad Identity Manager ensures the TPM AK i s associ at ed
with a Workload Identity Agent AK ID. 5. If validation passes, the
Workl oad ldentity Manager generates a credential activation



chal  enge. The challenge’s secret is encrypted using the Wrkl oad
Identity Agent public key. 6. The Wirkload Identity Manager sends
the challenge to the Wrkload lIdentity Agent. 7. The Wrkl oad
Identity Agent decrypts the challenge's secret using its private key.
8. The Workload Identity Agent sends back the decrypted secret. 9.
The Workl oad lIdentity Manager verifies that the decrypted secret

mat ches the original secret used to build the challenge. 10. The
Wor kl oad ldentity Manager issues the Workload lIdentity Agent 1D using
the Workl oad Identity Agent public key, the TPM AK signature of the
Workl oad ldentity Agent public key, and the Wrkload Identity Agent
AK | D.

Desi gn Options for TPM Based Workl oad lIdentity with Privacy * From a
privacy standpoint, sharing TPM detail s—especially the EK
certificate—across organi zati onal boundaries can be probl enatic.
Bel ow are two approaches that let you attest workload identities

wi t hout exposing raw EK data. * Option 1 Pseudonynity - Only the
Workl oad ldentity Agent’ s Attestation Key (AK) is shared outside the
host - owner organi zation. - The consuming organi zation’ s Wrkl oad
Identity Manager verifies that AK against its own list of trusted AK
public keys. - A unique TPM AK is generated and attested per tenant,
so no single AK maps across tenants. - Supported by all TPM 2.0+
devices, this gives you per-tenant pseudonynmty wi thout ever
revealing the EK. * Option 2 Full Anonymity - Leverage TPM 2.0+
Direct Anonynous Attestation (DAA) or EPID. Note that this requires
TPM 2. 0+ devices with DAA support. - Each host’ s TPMruns the DAA
Join protocol with a Privacy CAto obtain a group credential. - The
Workl oad ldentity Agent signs its public key with that DAA credenti al
(using a session-specific basenane). - The Workl oad | dentity Manager
verifies the signature against the DAA group public key—proving
menber shi p wi thout exposing or |inking any device identity. * Both
options renove direct TPM EK exposure. Pseudonymty uses the
standard TPM AK nodel, while TPM DAA of fers unlinkabl e, anonynous
proofs of TPM possessi on

6.4. Workload Public Key Attestation and Renote Verification

Workl oad ldentity Agent public/private key attestation, rather than
TPM Attestation Key (AK) attestation, is the key change conpared to
the original SPlIFFE/ SPIRE architecture with the TPM pl ugi n.

1. The Workl oad lIdentity Agent ensures that the workl oad connects
to it on a host-local socket (e.g., Unix-domain socket).

2. The Workl oad lIdentity Agent generates a private/public key pair
for the workl oad.

3. The Workl oad lIdentity Agent signs the workload public key with
its own private key.

4. The Workl oad lIdentity Agent sends the signed workl oad public
key, along with its cryptographically attested Wrkload Identity
Agent 1D, to the Workload Identity Manager. (Note: The Workl oad
Identity Agent ID has already been verified by the Wrkl oad
ldentity Manager during the agent attestation process,
establ i shing proof of residency of the Workload Identity Agent
on the host.)

5. The Workl oad Identity Manager verifies that the TPM Endor senment
Key (EK) associated with the Workload Identity Agent IDis
present in the trusted host hardware database.

6. The Workl oad lIdentity Manager verifies the workload public key
signature using the Workl oad Identity Agent’s public key (which
was previously attested).



7. The Workl oad lIdentity Manager sends an encrypted chall enge to
the Workload Identity Agent. The challenge' s secret is
encrypted using the workload s public key. (This step proves
that the workload controls the corresponding private key.)

8. The Workl oad lIdentity Agent decrypts the challenge using the
wor kl oad’ s private key and sends the response back to the
Wor kl oad I dentity Manager

9. The Workl oad lIdentity Manager verifies that the decrypted secret
mat ches the original secret used to build the challenge.

10. The Workload Identity Manager issues a workload ID (e.g., SPlIFFE
ID) for the workload's public key. The workload ID is signed by
the Workl oad Identity Manager and contains the workl oad’s public
key and the Workload lIdentity Agent ID

11. Design Options: * *Option 1:* The workl oad can use the Wbrkl oad
ldentity Agent to nmanage its keys and perform cryptographic
operations on its behalf. In this case, the workl oad receives
its workload ID fromthe Wrkload Identity Agent. * *QOption 2:*
The workl oad can manage its own keys and perform cryptographic
operations independently. In this case, the workl oad receives
its private key and workload ID fromthe Whrkl oad ldentity
Agent. * *Conparison:* Option 1 (software HSM del egat ed nodel)
is nore secure, as the workload' s private key is never exposed
outside the Workload Identity Agent. Option 2 provides nore
flexibility for workl oads that require independent key
managenment and nmay offer slightly better performance, since the
wor kl oad can optim ze cryptographi c operations w thout going
through the Workload Identity Agent.

6.5. Host geol ocation sensor conposition manager and Host Comnposition
Change Tracki ng

The Host geol ocation sensor conposition manager runs outside of the
host. In addition to obtaining |ocation from device |ocation sources
(e.g., GN\SS), it connects to nobile location service providers (e.g.,
Tel ef oni ca) using the GSMA Location APl ([gsma-loc]). The process
described belowis run periodically (e.g., every 5 mnutes) to check
i f the host hardware conposition has changed. Host hardware
composition conprises TPM EK, GNSS sensor hardware | D, nobile sensor
hardware I D (I MEl), and nobile-SIMIMSI. Note that this workflowis
feasible only in enterprise environments where the host hardware is
owned and nmanaged by the enterprise.

1. The Workload lIdentity Agent periodically gathers host conposition
details (e.g., mobile sensor hardware ID (I MEl), nobile-SIMI M)
and sends themto the Host geol ocati on sensor conposition
nmanager .

2. The Host geol ocati on sensor conposition nmanager cross-verifies
that the conponents of the host are still intact or detects if
anyt hi ng has been renmoved. (Plugging out components can decrease
the quality of location. Host hardware conposition conprises TPM
EK, ONSS sensor hardware I D, nobile sensor hardware ID (I MEl),
and nobile-SIMIMSI. Note that e-SIMdoes not have the plugging
out problemlike standard SIM but could be subject to e-SIM swap
attack.)

6.6. Workload ldentity Agent Ceol ocation Gat hering Workfl ow

The process described belowis run periodically (e.g., every 30
seconds for frequently nobile hosts such as snartphones; every 5
m nutes for less frequently nobile hosts such as | aptops; every 50
m nutes for stationary hosts) to check if the host’s |location has



changed and to obtain an attested | ocation.

1. The Workload lIdentity Agent gathers the location (a) directly
fromhost-local |ocation sensors (e.g., G\SS), which provide a
har dwar e-attested | ocation, and/or (b) using existing Operating
System (OS) APlIs, which gather a conposite location fromlocation
providers (e.g., Google, Apple). Location has a quality
associated with it. For exanple, |P address-based or W-Fi-based
| ocation is of lower quality conpared to other sources.

2. For each of the registered workload IDs (or website URL), based
on the configured location policy (precise, approximated within a
fixed radius, geographic region-based indicating city/state/
country - see OPEN | SSUES 2), the location is converted
appropriately to a workl oad I D-specific location. For thin
clients (browser clients), the workload IDis the website URL.
This ensures that the privacy of the workload is preserved, while
still allow ng for geol ocati on enforcenent.

3. Al the above details are captured in the Geol ocation Information
Cache which contains the followi ng fields:

1. Time of collection (tinestanp)

2. Wirkload ID specific location details for each client
wor kl oad where each entry contains:

1. client workload ID - relevant for thick clients (e.qg.
M crosoft Teans client)

2. server workload ID (or website URL) - relevant for al
clients (thick or thin)

3. client location type (e.g. precise, approxinated,
geogr aphi c regi on based)

4. client location (e.g. latitude/longitude, city/state/
country)

5. «client location quality (e.g. GNSS, nobile network, W-
Fi, |P address)

It is inportant to note that the Geol ocation Information Cache is
kept in the Wrkload lIdentity Agent nenory and is not stored on disk
The infornmation is refreshed periodically to ensure that the |ocation
is up-to-date. This information is used only by workl oads in the
host and never | eaves the host.

If the location is gathered only using existing OS APls, it may be
done in the workload (thick client) or browser extension (thin
client). The Geolocation Information Cache is stored in thick client
menory (relevant only to specific client) or browser extension nmenory
(relevant to all thin clients and i ndexed using user in QAuth bearer
t oken/ server website URL).

Scal ing the Sol ution

Havi ng a geol ocati on sensor on every host is not scalable froma
depl oynent and managenent perspective and can be cost prohibitive.
In the case of end user hosts, the geol ocation sensor can be on a
mobi |l e host (e.g., smartphone with Mbile network capabilities and
optionally GNSS capabilities) which can be | everaged by a | aptop/
desktop host which is proxinmal to the nobile host. The nobile host
serves as the location anchor host. In the case of data center
hosts, the geol ocati on sensor can be on a host with Mbile network
and/ or GNSS capabilities which can be | everaged by other data center
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hosts. This host serves as the | ocation anchor host.
1. End user |ocation anchor host

Goal is to provide an easy to use wireless solution that can be used
by end users without requiring themto install a geolocation sensor
on their | aptop/desktop host.

The snartphone can be used as a | ocation anchor host for the | aptop/
desktop host. The smartphone connects to the | aptop/desktop host
usi ng Bluetooth Low Energy (BLE) or U tra-Wdeband (UWB) technol ogy
and continuously neasures the followi ng: * signal strength of the

| apt op/ deskt op host * round-trip time (RTT) between the smartphone
and | apt op/ deskt op host

Host proximty manager periodically verifies that the snartphone
provi des proof that the |aptop/desktop host is in proximty using the
measur ed signal strength and RTT.

2. Data center |ocation anchor host

CGoal is to provide an easy to use solution that can be used by data
center operators without requiring themto install a geol ocation
sensor on every data center host.

PTP is a network protocol that enables precise synchronization of

cl ocks across a conputer network and can be used to neasure the
round-trip time (RTT) between the | ocation anchor host and ot her data
center hosts with sub-m crosecond accuracy. To provide
cryptographically verifiable proof of residency on the host -
referred to as "attested PTP" - the PTP software/hardware can be
enhanced so that all PTP nessages are signed with a private key.

This signing can be done in two ways: * Software-based: PTP software
(e.g. Linux PTP daenon), after adding tinmestanp to PTP nmessage, signs
the PTP nessage with its private key -- Linux PTP daenmon is a
wor kIl oad managed by workl oad identity manager. This approach may not
provi de sub-m crosecond accuracy due to inherent software jitter, but
it can still provide a reasonabl e approxi nati on of the proximty of
the other data center hosts to the |ocation anchor host. * Hardware-
based: PTP hardware (e.g., SmartNIC), after adding tinmestamp to PTP
message, signs the PTP nessage with its private key (e.g., SmartN C
DPU). The corresponding public key, used to verify the signatures,
can be attested by the Host TPM Attestation Key (AK). This approach
provi des sub-m crosecond accuracy and the perfect proxinmty neasure
of the other data center hosts to the |ocation anchor host, and is
suitable for data center environments where precise tinmng is
critical

Host proximty manager periodically verifies that the PTP daenon in
the | ocati on anchor hosts provide proof that the PTP daenon in the
application hosts are within the maxi mum DC round-trip delay from
them The PTP daenon is another workl oad nanaged by the workl oad

i dentity manager.

Note that this is a proposed enhancenent to the existing PTP hardware
and software, and there is currently no standard for attested PTP
(OPEN I SSUES 3). Further work is needed to define and standardize
this enhancenment to ensure interoperability and security.

Dat a Pl ane End-to- End Workfl ow
1. HTTP Networking Protoco

A new HTTP header field 'Wrkload-CGeo-1D is proposed for conveying
the Geol ocation Information Cache. The HITP request is signed--the



signature is generated using the Wrkload private key (thick client)
or the Workload Identity Agent private key. The follow ng steps
descri be the end-to-end workflow for HTTP requests between client
wor kl oads (e.g. Mcrosoft Teans thick client app, Mcrosoft Teans
thin client browser app) and server workloads (e.g. Mcrosoft Teans
server), including internediate proxies (e.g., APl gateways, SASE
firewalls). The server workload (e.g. Mcrosoft Teans server) acts
as a thick client when it connects to other server workl oads (e.g.
M crosoft OneDrive for Business).

1. Client workload gets QAuth bearer token for the server workl oad
fromthe Authentication/Authorization server.

2. Client workload (browser extension for thin client) contacts the
Workl oad ldentity Agent to get the | atest Geol ocation
I nformation Cache relevant to it. |If the location is gathered

only using existing OS APIs, it may be done in the workl oad
(thick client) or browser extension (thin client). The client
wor kl oad (browser extension for thin client) constructs a

Wor kl oad- Geo- | D ext ensi on header containing the foll ow ng
fields:

* The latest Geolocation Information Cache relevant to the
client workload ID (thick clients) or user in QAuth bearer
token/ server website URL (thin clients) which has the
foll owi ng details:

- client workl oad | ocati on,

- client workload | ocation type (e.qg. precise, approximated,
geogr aphi ¢ regi on based),

- client workload location quality (e.g. GNSS, nobile
network, W-Fi, |P address).

* Thick or Thin client flag: Indicates whether the client
workload is a thick client (e.g., Mcrosoft Teans thick
client app) or athin client (e.g., Mcrosoft Teans thin
client browser app).

* Using a browser extension (thin client) is attractive
especially for web applications which already use a browser
extension for functions such as URL filtering, ad bl ocking,
privacy protection, etc. The tradeoffs are:

- Pros: Leverages Wrkload lIdentity agent (Spiffe/Spire
agent) hardened key store (TPMetc.); Keeps keys out of
browser javascript entirely; Centralized nanagenment of
keys and policies; Provides a consistent interface for al
web applications.

- Cons: Requires browser extension installation; My not be
supported by all browsers

3. For thick clients, the dient workload signs the hash of the
HTTP request using the workl oad private key.

4. For thin clients, the dient workl oad passes the hash of the
HTTP request to the Wirkload Identity Agent for signature. The
Workl oad ldentity Agent signs the HTTP Request using the
Workl oad ldentity Agent Private Key and returns the signature of
the HTTP request to the workl oad.

5. Details of the HTTP request signature:

* The resulting signature is included in a separate header,



Si gnature (RFC 9421)

* The signature input is included in a separate header,
Si gnature-1nput (RFC 9421), which contains the follow ng
fields:

- keyid: Thin clients--The Wrkload Identity Agent |ID public
key hash is used as the keyid; Thick clients--The Wrkl oad
public key hash is used as the keyid.

- created: The tinmestanp of the signature creation

- expires: The timestanp of the signature expiration (e.qg.,
5 mnutes after creation).

- alg: The algorithmused for signing (e.g., Ed25519).

- nonce: The uni que nonce used for replay protection and
troubl eshoot i ng.

- context: The context of the signature, which includes the
HTTP net hod, and URL

* The public key used to verify the signature can be derived
usi ng the Workl oad Identity Agent ID public key hash. This
enabl es recipients (intermedi ate proxies or server workl oads)
to validate the authenticity of the signature and the binding
to the specific Wrkload Identity Agent.

Client workl oad appends the Signature header and the Signature-
I nput header to the HITP request.

Internediate proxies (e.g., APl gateways, SASE firewalls)
i nspect the Workl oad-Geo-1D, Signature and Signature-|nput
header fields and performthe foll owi ng checks:

* Verify that the Wirkload lIdentity Agent ID hash in the
Si gnature- 1 nput header matches a configured Workl oad Identity
Agent ID. They can retrieve the host TPMEK certificate from
the Workload Identity Agent ID and conpare it with the host
TPM EK certificate in the Host hardware identity datastore

* Verify that the HITP request signature in the Signature
header is valid by verifying it against the Wrkload ldentity
Agent Public Key in the Signature-Input header

* Verify that the tinestanp in the Signature-Ilnput header is
within an acceptable range (e.g., 5 mnutes).

* Verify that the nonce in the Signature-Input header is unique
and nonotonically increasing to prevent replay attacks.

Note that these HTTP extensi on header checks can be performed by

the server as well, but it is nmore efficient to do themat the
intermedi ate proxy level and aligns well with how Zero Trust
Net wor k Access (ZTNA) solutions operate. If the verification
passes, the request is forwarded to the destination server. |If

the verification fails, the request is dropped, and an error
response i s generated.

Internediate proxies (e.g., APl gateways, SASE firewalls) or
server workl oads connect to Conposite Geol ocati on Manager, to
supply GNSS geol ocati on/workl oad identity agent I D and get
attested conposite |ocation. Conposite Geol ocati on Manager can
use the host TPM EK certificate in the Wrkload Identity Agent
IDto retrieve the nmobil e geol ocation sensor IMEI/IMI fromthe



Host hardware identity datastore. Using the IMEI/IMSI, they can
retrieve the location of the host fromthe nobile network
operator’s location service. This is useful for nobile devices
that may not have GNSS sensors or when GNSS is not avail abl e
(e.g., indoors) or when GPS/GNSS | ocation is subject to
spoofing. As conpared to | P address, W-Fi and GPS/ GNSS

geol ocati on net hods, nobile network | ocation services provide a
nore reliable and cryptographically verifiable |ocation. Based
on the nobil e geolocation and existing geolocation in the

Wor kl oad- Geo- | D header, a nore accurate conposite location can
be constructed. - Note that for performance considerations, the
Conposite Geol ocati on Manager can be a library function which is
integrated into intermedi ate proxies or server workl oads.

10. Internediate proxies (e.g., APl gateway, Firewall) or server
wor kl oads can enforce policies based on: - Wrkload |dentity
Agent 1D (running on the sanme host as the client workload),
user in QAuth bearer token, - server website URL, - client
wor kl oad 1D (relevant only for thick clients), - client workl oad
| ocation, - client workload |ocation type (e.g. precise,
appr oxi mat ed, geographic regi on based), - client workl oad

|l ocation quality (e.g. G\SS, nobile network, W-Fi, |IP address).

Besi des native HTTP protocols, this solution will also address the
foll owi ng cormon browser-based protocols: * browser-based Secure
Shell (ssh) terminal (common for cloud access by custoners) which
tunnel s ssh traffic over HTTP/ TLS. * browser-based Renote Desktop
Protocol (RDP) term nal (common for cloud access by custoners) which
tunnels RDP traffic over HTTP/ TLS

8.2. I PSEC Tunnel Networking Protoco

In the | PSEC key exchange protocol (IKE), the follow ng changes are
proposed: * Proof of residency * In the IPSEC client, in the Elliptic
Curve Diffie-Hell man Epheneral key exchange (ECDHE) phase, the

Workl oad ldentity Agent Public Key is used as the ephemeral public
key. * Geolocation information * The | PSEC client includes the

Geol ocation Information in the Wrkload Identity Agent Geol ocation
Informati on Cache in the IPSEC | KEv2 notification payl oad.

| PSEC server policy enforcenent can be done in the follow ng way: *
Proof of residency * In the | PSEC server, fromthe | PSEC | KEv2
notification payload, the Wrkload Identity Agent Public Key is
extracted. The Workload Identity Agent Public Key is checked agai nst
the configured list of allowed Wirkload Identity Agent |Ds (IPSEC
client certificates). The signature of the IPSEC client is then
verified using the Wirkload Identity Agent Public Key. This provides
a cryptographically verifiable proof of residency of the I PSEC client
on the required host. * Ceol ocation policy enforcement * In the | PSEC
server, fromthe I PSEC | KEv2 notification payload, the Geol ocation
Information is extracted. * |PSEC server connects to Conposite

Geol ocati on Manager, supply Geolocation Information/workload identity
agent I D, and get attested conposite |ocation which includes nobile
geol ocation also. In case the nobile network | ocation service is not
use, the conposite Ceol ocation Information is the same as the
original Geolocation Information. * The |IPSEC server can use the
conposite Geolocation Information to verify that the host is within
the al | owed geographi ¢ boundary.

Benefit: * Since | PSEC tunnel can encapsulate any IP traffic, it
provi des proof of residency and geol ocation on the | PSEC client host
for all the traffic that is tunneled through it (e.g., RDP, SCIP
NFS, SSH).

Chal |l enge: * Location information granularity is at the | PSEC client
host | evel and not at the individual workload |evel, which may be a
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chal  enge for sonme use cases
Sol uti on Mapping to Industry Gaps and Probl em Statenents
* *Host TPMs for Signature* chall enges are addressed

- Wirkload ldentity Agent private key, which is used for signing,
is signed by the Host TPM AK providing a cryptographically
verifiable proof of residency of Workload Identity Agent on the
host. The Workload Identity Agent generates a public/private
key pair for each workl oad which connects through a host |oca
socket and signs the workload public key with its private key.
The Workl oad lIdentity Manager verifies the signature using the
Wor kl oad ldentity Agent Public Key, providing a
cryptographically verifiable proof of residency of workload on
t he host.

* *Bearer Tokens*, *PoP Token*, *PoP via Miutual TLS* chal |l enges are
addr essed

- HTTP request signature with the Wrkload lIdentity Agent Private
Key, which provides a scal able and cryptographically verifiable
proof of residency on host and workload identity. The
signature is verified by the intermediate proxies (e.g., API
gat eways, SASE firewalls) or server workloads using the
Wor kl oad ldentity Agent Public Key.

* *| P Address-Based Location* and *W-Fi -Based Location* chall enges
are addressed

- Conbi nation of host-1ocal |ocation sensors (e.g., GNSS) with
direct hardware-based attestation and nobile network | ocation
services provides a nore reliable and cryptographically
verifiable location than | P address, W-Fi-based nethods or
exi sting Host OS | ocation services.

* *Trust in Transit* chall enges are addressed

- The HITP request signature with the Workload Identity Agent
Private Key provides a cryptographically verifiable proof of
resi dency on host and workl oad identity, which is verified by
the intermedi ate proxies (e.g., APl gateways, SASE firewalls)
using the Wirkl oad lIdentity Agent Public Key. This ensures that
the request is not tanpered with in transit.

* *| PSEC Tunnel Networking Protocol* chall enges are addressed

- The IPSEC client uses the Wrkload Identity Agent Public Key as
the epheneral public key in the ECDHE phase of the | PSEC | KEv2
key exchange protocol, providing a cryptographically verifiable
proof of residency on host. The Geolocation Information is
included in the | PSEC | KEv2 notification payl oad, which is
verified by the | PSEC server.

Aut hori zation Policy Inplenmenters

Policy inplementers use attested geographi c boundary from Wrkload to
make deci sions. Exanple inplenenters: * Internediate proxies (e.g.,
APl gateway, Firewall) * SaaS application. * K8s node agent. * OS
process schedul er.

If the policy inplenmenter is at the SaaS application | evel, things
are sinpler. However, if it is pushed down to, say, K8s or CS
process schedul er or JVM cl ass | oader/deserializer, then nmalware can
be prevented (sinmilar to a code-signed application).
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Security Considerations

The proposed framework introduces several security considerations
that nust be addressed to ensure the integrity and trustworthi ness of
geof enci ng:

* *TPM and Hardware Trust*: The security of the solution depends on
the integrity of the TPM and other hardware roots of trust.
Physi cal attacks, firmmvare vulnerabilities, or supply chain
conprom ses coul d underm ne attestation. Regular updates, secure
provi sioning, and nonitoring are required.

* *(CGeol ocation Spoofing*: Location sensors (e.g., GPS) are
susceptible to spoofing or replay attacks. Use of
cryptographically authenticated signals (e.g., Glileo GNSS,
nmobi | e network) and cross-verification with multiple sources can
mtigate this risk

* *SIMand e-SIM Attacks*: Physical SIMrenoval or e-SIMswap
attacks can break the binding between device and | ocati on.
Conti nuous nonitoring of device conposition and periodic re-
attestation are recomended.

* *Software Integrity*: The geol ocati on agent and supporting
software nust be protected against tanpering. Use of Linux |IMA
secure boot, and neasured | aunch environnents hel ps ensure only
approved software i s executed.

* *Conmuni cation Security*: Al attestation and geol ocation data
must be transmitted over secure, authenticated channels (e.g.,
TLS) to prevent interception or manipul ation

* *Policy Enforcenent*: The enforcenent of geofence policies nust be
robust against attenpts by malicious workl oads or agents to bypass
controls. Policy decisions should be based on verifiable, signed
attestation evidence.

* *Time Source Integrity*: Trusted tinme sources are necessary to
prevent replay attacks and ensure the freshness of attestation
dat a.

* *Datastore Security*: The Host hardware identity datastore
containing trusted host conpositions and | ocation sensor details
nmust be protected agai nst unauthorized access and tanpering, using
encryption and access controls.

By addressing these considerations, the framework ains to provide a
secure and reliable foundation for verifiable geofencing in diverse
depl oynent environments.
I ANA Consi derations
Thi s document has no | ANA acti ons.
Appendix - Itens to follow up
1. OPEN ISSUES 1: Restart time attestation/renote verification of
wor kl oad identity agent for integrity and proof of residency on
Host
For the workload identity agent restart case, it is not clear how the
storage in TPM PCR wi || be acconplished - ideally this should be
natively handled in the | MA neasurenment process with an ability to
retrigger on restart or refresh cycles.

2. OPEN I SSUES 2: Location privacy options
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The current approach includes sone |ocation privacy options for the
geol ocation in the Geolocation Informati on Cache. This nmay need to
be expanded further in the future.

3. OPEN I SSUES 3: Attested PTP

Attested PTP is a software/hardware-based sol ution using Precision
Time Protocol (PTP) for neasuring proximty between hosts in a data
center. However, this is a proposed enhancenment to the existing PTP
hardware and software, and there is currently no standard for
attested PTP. There is a proposed authetication framework for PTP
using symmetric key distribution (https://datatracker.ietf.org/doc/
draft-ietf-ntp-nts-for-ptp/).

4. OPEN | SSUES 4: Ceotagging textual data

Popul ar standard for geotaggi ng photos/videos is EXIF. There is no
standard for geotagging textual data. |If there is no geol ocation
tag, data can be stored/processed in non-conpliant |ocations.

5. OPEN I SSUES 5: Attesting Ceotags

There is no standard for attesting (signing) geolocation tag. |If
geol ocation tag is not signed, it can be mani pul ated through
techni ques such as VPNs.
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