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Abst ract

Operators of regul ated, sovereign, and hi gh-assurance depl oynments

requi re hardware-rooted, machine-verifiable proof that a workl oad
executes in its approved environnent. Current renpte attestation
mechani sns address two rel evant properties in isolation: platform
integrity — that the hardware and software stack are in an approved,
unt anpered state — and physical residency — that the hardware resides
wi thin an approved geographi c boundary. Neither property alone is
sufficient: integrity wi thout residency permts a valid platformto
operate outside approved boundaries; residency without integrity
permits a conpronised platformto claimvalid placenent.

Thi s docunment defines the *Verifiable Proof of Environnent
Attestation Profile (V-PEA)*, a profile of the RATS Architecture
{{!'RFC9334}} that fuses both properties into a single TPM seal ed

Evi dence structure (lah-bundle). V-PEA defines two Evidence

di mensi ons: *WHAT* — hardware provenance (TPM Attestati on Key

regi stered and nanufacturer-endorsed), platformintegrity (firmare
and OS state matching reference val ues), and workl oad agent software
integrity (binary digest matching an approved val ue); and *WHERE* —
physi cal residency within an approved geographi c boundary. A TPM
quot e seal binds WHAT and WHERE into a single unforgeabl e statenent:
nei t her di mension can be forged or transplanted wi thout invalidating
t he ot her.
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For the WHERE di mensi on, V-PEA supports Transparent Zero-Know edge
Proofs (ZKPs), enabling an Attester to prove geographic conpliance

wi t hout di scl osing precise coordinates. A positive V-PEA Attestation
Result enables a Relying Party to issue hardware-rooted credentials
or authorize operations — conbining verified execution environnent
(WHAT) with verified physical placenent (WHERE) — before rel easing
sensitive assets or granting access. Integration with workload
identity systems is described in the WNMSE I ntegration appendi x.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 24 Novenber 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Operators of sovereign and hi gh-assurance wor kl oads need

crypt ographi ¢ assurance that sensitive conmputation occurs only on
approved, untanpered hardware w thin approved geographi c boundari es.
Current attestation and | ocation nmechani sns address these concerns in

i solation and inconpletely. The gaps fall into two categories:
*  *WHAT — inconpl ete execution environment verification:* Platform
attestation typically confirms hardware presence (e.g., "a valid

TPMis present”) wi thout verifying the workl oad agent binary
itself or binding platformstate (firmvare, OS boot chain)

explicitly to the issued credential. A conpronised or substituted
agent binary may still pass basic node attestation.
* *WHERE — unverifiable physical residency:* Geographic placenent is

recorded as an adm nistrative | abel or inferred from network
signals (1P geolocation) that are trivially spoofed via VPNs or
proxies. There is no nechanismto prove "inside the approved
zone" with a hardware root of trust, wi thout disclosing precise
coordi nates, or without trusting an internediary.

Thi s docunent defines the Verifiable Proof of Environnent Attestation
Profile (V-PEA), a profile of the RATS Architecture {{!RFC9334}} that
provi des hardware-rooted Evidence for both dinensions. V-PEA enables
a Verifier to apprai se Evidence that:

1. *WHAT:* the Workload Identity Agent (Target Environment) is
runni ng on an approved, manufacturer-endorsed TPM whose pl atform
state (PCRs) and agent binary di gest match Reference Val ues —
est abl i shing hardware provenance, platformintegrity, and
software integrity; and

2. *WHERE:* that platformis physically resident wthin an approved

geogr aphi ¢ boundary, optionally w thout revealing precise
coordi nates (privacy-preserving residency via ZKP).
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WHAT and WHERE t oget her provide the cryptographic basis for a Relying
Party to issue credentials or authorize operations. For integration
with specific workload identity systens, see the WMSE Integration
appendi Xx.

1.1. Scope and Layered Attestation
V-PEA profiles a two-layer Attester, followi ng the |ayered

attestation nodel defined in {{!RFC9334}}, Section 3.2. Using the
term nol ogy of RFC 9334 Figure 3:

| Layer | RFC 9334 | V-PEA | Responsibility |
| | Rol e | Entity | |
[ b pumnl e oo sl s oo oo oo oo s e st o}
| *Layer A* |Attesting |TPM + | Establishes WHAT (hardware |
| (i mrut abl e] Envi ronnment | Locati on| provenance): nanufacturer- |
| root) | | Sensor | endorsed TPMidentity (EK cert). |
| | |(Caim | Seals all Claims — platformstate |
| | | source) | (PCRs), agent binary digest, and |
| | | | geolocation — into a single TPM |
| | | | quote, fusing WHAT and WHERE. |
| | | | MNO | ocation statenents (mmo- |
| | | | location), when present, are |
| | | | integrated as a signed daim |
| | | | source for WHERE. |
TS R Fomm oo o e e e e e e e e e e e e e o m o +
| *Layer B* | Target | Wor kl oad| Subj ect of WHAT verification: its |
| (nmeasured | Environment|ldentity| binary digest (target- |
| agent) | + Evi dence | Agent | environnent-inage-digest) is |
| | assenbl er | | neasured by the TPM Collects |
| | | | daims fromthe TPM and | ocation |
| | | | sensor(s), constructs the | ah- |
| | | | bundl e, and conveys Evidence to |
| | | | the Verifier. |
S Fom e oo T S +
Table 1
The bi nding of individual workloads to the |ocal Wrkload Identity
Agent — and the credential issuance that follows a positive
Attestation Result — are out of scope for this profile. Those

concerns are addressed by conpl enentary work such as {{Il-D. mw+w nse-
transitive-attestation}} and the WMSE Architecture {{I-D.ietf-w nse-
architecture}}. See the WMSE Integration appendi x for a mapping.
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1.2. Relationship to Rel ated Wrk

defines how a Verifier encodes geographic |ocation conclusions —
jurisdiction-level results such as country, subdivision, and city —
as EAT Attestation Result Cains for consunption by a Relying Party.
That draft addresses the *output encodi ng* side of the attestation
pi pel i ne.

V- PEA addresses the conpl enentary *input side*: the Evidence profile
the Attester produces, the hardware-bindi ng mechani sm (TPM quot €)
that nakes | ocation evidence verifiable, and the verification
procedure the Verifier applies to produce an Attestation Result.

V- PEA Evidence is what a Verifier appraises to yield the kind of
geographic result clains that {{I-D.richardson-rats-geographic-
results}} encodes.

The two docunents are intended to conpose: a Verifier that appraises

a V-PEA | ah-bundl e could express its conclusion as an Attestation
Result using the geographic dains defined in {{I-D.richardson-rats-
geographic-results}}. V-PEA is self-contained; use of that encoding

is OPTIONAL and is one possible way a Verifier may express its
concl usi ons — consuners MAY enforce geofence policy directly fromthe
Attestation Result, use the V-PEA X 509 extension (QOD
1.3.6.1.4.1.65284.1.1) as the trust signal, or adopt any other result
encodi ng their deployment requires.

One gap in the conbined stack is not addressed by either docunent:
the mapping froma raw location fix or geofence proof to a nanmed
| egal jurisdiction (for exanple, from"inside polygon P' to "in

jurisdiction X'). This mapping raises its own trust questions — who
mai ntai ns the pol ygon-to-jurisdiction database, under what authority,
and how that mapping is kept current — and is deferred to future

wor K.

1.2.1. Platform Owmership and Confidential Conputing

Intel’s Platform Owershi p Endorsenent (POE) architecture enables
renote parties to establish who is in physical possession of the

har dwar e runni ng wor kl oads, using CoRI Mformatted endorsenents tied
to Platformlnstance Identities (PIIDs). POE addresses a

conpl enentary concern to V-PEA: POE establishes platform *ownership*
(who controls the hardware), while V-PEA establishes platform

*resi dency* (where the hardware is). |In deploynents using Intel SGX
or Intel TDX, a POE could serve as an additional Endorsenent consuned
by the V-PEA Verifier, strengthening confidence that the Attester is
bot h owned by an approved party and resident wi thin an approved
boundary.
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1.2.2. Geolocation Methods as Conposabl e C ai m Sour ces

V-PEA is designed so that different geol ocation nethods (GNSS, MO
CAMARA, tim ng-based, provider region attestation, |atency-bounded
anchor networks such as SovCert, and energi ng quantumderived

| ocation proofs) can independently produce Cains that feed into a
common Evidence structure and ultimately into a commopn Attestation
Result format. Each nethod has distinct security properties and
threat nodels (see Security Considerations). |nplenentations SHOULD
treat geol ocation nmethods as conposabl e and i ndependent|y apprai sed
Clai msources rather than requiring a single nethod. This design
all ows the security considerations for each nmethod to be eval uated
i ndependently while the Attestation Result remains uniform

1.2.3. Oher Potentially Related Wrk

The "Sovereign Certificates" initiative (sovcert.org) proposes

| at ency-bounded | ocation inference using dedi cated network anchors.
The initiative appears to be a single-entity effort w thout broad
community review or standardi zati on process partici pation.

Nonet hel ess, the SovCert proposal is structurally conpatible with

V- PEA: SovCert "anchors" produce signed | ocation neasurenents that
are functionally equivalent to other geolocation O aimsources (GN\SS,
MNO' CAMARA, timi ng-based). A SovCert l|ocation statenent could be
integrated into the V-PEA Evidence structure as an additional signed
Cl aimsource, follow ng the sane conposabl e nodel used for MO

| ocati on evidence (see mmo-location). Future revisions of this
docunent will assess formal integration if the initiative matures or
publ i shes through a recogni zed standards body.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 {{! RFC2119}} {{!RFC8174}} when, and only when, they appear in all
capital s, as shown here.

2.1. Abbreviations
* *AK*: Attestation Key
*  *BMC*: Baseboard Managenent Controll er
* *DAA*: Direct Anonynous Attestation

* *EAT*: Entity Attestation Token
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* *EK*: Endorsenent Key
* *QGNSS*: d obal Navigation Satellite System
* *IMA*: Integrity Measurenent Architecture
* *|MEl*: International Mobile Equi pnent Identity
* *]IMBl*: International Mbile Subscriber ldentity
* *LAH*: Location Anchor Host
*  *MNO*: Mobile Network Operator
*  *Q0B*: Qut-of-Band
* *PCR*: Platform Configuration Register
*  *PoR*: Proof of Residency
* *SPDMF: Security Protocol and Data Model
*  *STARK*: Scal abl e Transparent ARgunment of Know edge
* *SVID*: SPIFFE Verifiable Identity Document
* *TEE*: Trusted Execution Environnent
* *TPM: Trusted Pl atform Mdul e
*  *V-PEA*: Verifiable Proof of Environment Attestation Profile
*  *ZKP*: Zer o- Know edge Proof
3. Key Termns

Dat a Residency: Requirenment that data processing and storage remain
wi thin an approved geographi ¢ boundary.

Geof encing: Enforcenent that agents and services execute only on
approved hosts within an approved geographi c boundary.

Attesting Environment: An environnent capable of collecting Cains
about a Target Environnent and produci ng Evidence. |In V-PEA the
TPM serves as the Attesting Environnent.

Target Environnent: An environnent about which Cains are collected
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by an Attesting Environnent. In V-PEA the Workload Identity
Agent is the Target Environnent neasured by the TPM

Workl oad ldentity Agent: On-host conponent (Target Environnent)
whose binary integrity is neasured by the TPM Once verified, it
assenbl es the V-PEA Evidence structure.

Locati on Anchor Host (LAH): Host or device that acts as the Attester
({{'RFC9334}}). Contains the TPM (Attesting Environment), the
Workl oad ldentity Agent (Target Environnent), and one or nore
geol ocation C ai msources (for exanple, GNSS receiver or MO
connect ed noden).

Cl aim Source (Ceol ocation): A sensor or service that provides
geol ocation Clainms (for exanple, coordinates, ZKP proof) to the
Evi dence assenbler. The Caimsource is not an Attesting
Environnment; its output is sealed into the TPM quote al ongsi de
platformintegrity d ains.

Conposite Geol ocation: Location estimate fused frommultiple Caim
sources and acconpani ed by a quality indicator.

Proof of Residency (PoR): Conclusion that a platformresides within
an approved geofence boundary for a specific attestation interval,
as deternined by a Verifier appraising V-PEA Evidence.

Silicon Root of Trust: Hardware trust anchor (for exanple, TPM that
supports neasured boot, protects attestation keys, and acts as the
Attesting Environnent.

Transparent Zero- Knowl edge Proof: ZKP that does not require a
trusted setup; used to prove "inside an approved zone" w thout
reveal i ng preci se coordinates.

V- PEA (Verifiable Proof of Environnent Attestation Profile): RATS
Evi dence profile defined in this document. Fuses WHAT (hardware
provenance, platformintegrity, workload agent software integrity)
and WHERE (verified physical residency, optionally via ZKP) into a
singl e TPM seal ed Evi dence structure (lah-bundle), providing the
cryptographic basis for issuing a verified workload identity
credential (WHO).

N fusion: Fresh nonce issued by the Relying Party for each

attestation interval. Corresponds to the nonce field in the |ah-
bundl e. Provides freshness per {{!RFC9334}}, Section 10.
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Use Cases

This profile supports hardware-rooted attestati on of execution
environments for platforns runni ng workl oad agents and (optionally)
user devices. Use cases span server-centric enforcenment, user-
centric enforcenment, and conpliance and risk reduction

Server-centric Enforcenment

Enterpri ses need cryptographic proof that identity agents run only on
approved hosts within an approved geographi ¢ boundary, and that
credentials are issued only fromverified platforns.

* *pPlatformto-platform (general):* Relying Parties accept
credentials only when the issuing Attester’s Evidence denonstrates
platformintegrity and "in-zone" residency, preventing credentials
from bei ng used outside the approved boundary.

* *Agentic Al platforms:* An Al agent platformmay issue credentials
for sensitive operations only when its Attester presents hardware-
rooted integrity Evidence and a verifiable "in-zone" proof
(optionally privacy-preserving), binding identity to both platform
state and residency.

* *Federated / edge Al (key or nodel release):* High-value artifacts
(e.g., decryption keys or nodel weights in federated |earning) are
rel eased only when the partner/edge Attester denonstrates
integrity and residency within the required boundary. This is
useful for intermttently connected sites.

* *Server verification:* Clients validate that a server endpoint is
operating within an approved boundary (e.g., by policy tied to the
Attestation Result for that server’s platform.

User-centric Enforcenment

Enterprises may al so need trustworthy |ocation signals for user-
faci ng access deci si ons.

* *Geofenced access control :* User access is pernitted only when the
user (or user device) proves it is within an all owed boundary,
ideally without requiring precise |ocation disclosure.

* *On-prem ses boundaries:* Custoner-premn ses equi pment can define
an enterprise boundary, with a network or enterprise
infrastructure providing supporting evidence for policy
enf or cenent .
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* *Restricted support geographies:* Adm nistrative or support
actions can be allowed only when the operator proves presence
wi thin all owed geographi es, reducing policy and insider-risk
exposure.

4.3. Conpliance and Ri sk Reduction

V- PEA provides audit-ready Evidence to support data residency and
sovereignty controls, and it can al so reduce non-conpliance risk from
m sconfiguration or spoofable signals. Even when not nandated, "in-
zone" proofs help address: configuration drift, edge rel ocation/
proxyi ng, contractual residency requirenments, and |ocation-privacy

m nimzation (proving "inside the zone" wi thout storing coordinates).

5. Verifiable Proof of Environnment Attestation Profile (V-PEA)

V-PEA is a profile of the RATS Architecture {{!RFC9334}} that fuses
har dwar e-r oot ed Evi dence of WHAT and WHERE into a single TPM seal ed
attestation structure. WHAT — the Wrkload Identity Agent (Target
Envi ronment) is the approved, unmnodified binary running on an
approved, untanpered TPM platform WHERE — the platform physically
resides within an approved geographi ¢ boundary. The Attester
(Location Anchor Host) produces a | ah-bundl e that a Verifier

apprai ses; a positive Attestation Result authorizes the Relying Party
to issue credentials or authorize operations — but only when both
WHAT and WHERE pass. For integration with specific workload identity
systens, see the WMSE | ntegration appendi x.

5.1. RATS Rol e Mapping

V-PEA instantiates the RATS Architecture {{!RRFC9334}} with the
foll owi ng rol e assi gnnents.

[ bbby el e s e
| RATS Rol e | V-PEA Entity | Function |
| ({{! RFCO334}}) | I I
| Attester | Locati on | Contains the Attesting Environment |
| | Anchor Host | (TPM and Target Environnent |
| | (LAH) | (Workload Identity Agent). |
| | | Produces V-PEA Evidence (the |ah- |
| | | bundle), including TPM quotes and |
| | | geol ocation d ains. |
S o m e e e oo - o e e e e e e e e e e e e e e e e e o +
| Verifier | Verifier (for| Appraises V-PEA Evidence — |
| | exanpl e, | validates TPM quotes, checks PCRs |
| | Keyl i me | against Reference Values, verifies |
| | Verifier or | geolocation proofs — and produces |
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| | HFE OneView) | an Attestation Result. |

| Endor ser | TPM | Provides Endorsenents (EK |
| | Manufacturer | certificate chain) vouching for |
| | | the TPMs identity and signing |
| | | capability. |
o e e o - R o m m e e e e e e e e ee oo +
| Ref erence | Pl at f orm | Supplies Reference Values: known- |
| Val ue Provider|adm nistrator| good PCR val ues, approved agent |
| | or supply | binary digests (target- |
| | chain entity | environnent-inmage-digest), and |
| | | geof ence boundary definitions. |
o e e o - R o m m e e e e e e e e e e e eo oo s +
| Rel ying Party | Credenti al | Consumes the Attestation Result |
| | i ssuer or | and applies its Appraisal Policy |
| | policy | for Attestation Results to decide |
| | deci si on | whether to issue credentials, |
| | poi nt | release keys, or authorize |
| | | operations. |
S o m e e e oo - o e e e e e e e e e e mmmemao - +
| Verifier Omer|Security | Configures the Appraisal Policy |
| | admini strator| for Evidence: freshness w ndows, |
| | | required trust |evels, approved |
| | | PCR sets, and geofence policy. |
o e e o - R o m m e e e e e e e e e e e eo oo s +
| Rel ying Party | Policy | Configures the Appraisal Policy |
| Owner | adm nistrator| for Attestation Results: which |
| | | Verifiers are trusted, mninmm |
| | | result freshness, and required |
| | | Cainms in the Attestation Result. |
o e e o - R o m m e e e e e e e e e e e eo oo s +
Table 2
Not e: The Mbil e Network Operator (MNO, when present, provides a

Kri shnan,

signed | ocation statenment (mmo-1location) that the Attester integrates
into its Evidence as a signed Caimsource. This is attester-

col l ected Evidence — not a RATS Endorsenment — because the MNO asserts
net wor k- observed | ocation, not the Attester’s identity or
characteristics. The sane nodel applies to other external signed

| ocati on sources (such as SovCert anchors or quantumderived proofs),
which MAY sinmilarly be integrated as signed C aimsources within the

| ah- bundl e.
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5. 2. Evi dence Fl ow

The V- PEA Evidence flow foll ows the RATS background-check node
({{'RFC9334}}, Section 5.2): the Attester conveys Evidence to the
Verifier (possibly via a Relying Party), the Verifier appraises it
usi ng Reference Val ues and Endorsenents, and conveys the Attestation
Result to the Relying Party.

Ref erence Val ue

Endor ser Pr ovi der
(TPM M) (Adm n)
I I
| EK cert | PCRs, agent digest,
| chain | geof ence pol ygons
% %
Attester (LAH) Verifier
[TPM Attesting Env] Appr ai ses Evi dence
[ Agent: Target Env] -- lah-bundle --> against Reference Val ues
[ Sensor(s): C ai msources] and Endorsements

[ MNO (opt): signed O aimsource]

Attestati on Result
I
v
Rel ying Party
(applies Appraisal Policy
for Attestation Results)

The Attestation Result produced by the Verifier is the output of

V- PEA' s RATS pipeline. Wat the Relying Party does with the
Attestation Result — issue a credential, release a key, authorize an
operation — is a Relying Party policy decision outside the scope of
this profile. See the WMSE Integration appendi x for one such
consunption pattern.

5.3. V-PEA Evidence Structure

The [ ah-bundle is the RATS Evi dence structure defined by this
profile. 1t is a hardware-seal ed object produced by the Attester
(LAH) and conveyed to the Verifier for appraisal. It encodes both
Evi dence di mensi ons: WHAT (hardware provenance via tpmak and
manuf act urer endorsement; platformintegrity via PCRs in the TPM
quote; software integrity via target-environment-imge-di gest) and
WHERE (geof ence residency via geol ocati on-proof-hash and geol ocati on-
payl oad, optionally as a privacy-preserving ZKP). Al fields are
fused by the tpmquote-seal into a single TPM signed statenent —
nei t her di mension can be selectively forged or transplanted w t hout
i nval i dating the seal
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5.3.1. Top-Level

"| ah- bundl e":

Structure

{1

"mo-1location": { }

}
VWhen pr

public

esent,

key.

5.3.2. | ah-bundle Fields

Kri shnan,

geol ocati on-
i d- hash

et al.

string
(Base64URL)

Expi res 24 Novenber 2026

V- PEA

hash conput ati on.

May 2026

the | ah-bundle fields are serialized using JSON
Canoni cal i zati on Scheme (JCS) for
tpmak is carried as a PEM encoded public key string,
such as tpmak-bytes are derived fromthe raw DER bytes of the sane

TPM Attestation Key
public key (PEM
encoded, ----- BEGA N
PUBLI C KEY- - - - -
format). Hardware
identity anchor. The
TPM enforces that only
this key can produce

t pm quot e-seal —
proving the quote was
produced by the sane
physi cal hardware as

t he geol ocati on sensor

SHA- 256 over tpm ak-
byt es concatenated with
any sensor-specific
identifiers (see Sensor
Type | nput Reci pes
appendi x for per-sensor
constructions). Binds
the TPMidentity anchor
to the geol ocation
sensor identity.

Sensor integrity is
assuned to be

est abli shed via an out-
of - band channel (for
exanpl e, hardware

i nventory or supply

In the bundl e,
but hash inputs
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| | | | chain attestation). |

SHA- 256 conmmi t ment over
geol ocati on- payl oad.
Required in both
privacy nodes. Wen
privacy-techni que=zkp:

geol ocati on- |
I
I
I
SHA- 256( zkp- pr oof - |
I
I
I
I

pr oof - hash

string
(Base64URL)

bytes). \When privacy-
t echni que=none: SHA-
256(JCS({l at, |on,
accuracy})).

"none" = raw lat/Ilon/
accuracy in payl oad.
"zkp" = zero-know edge
proof URI in payl oad.

privacy- |
I
I
I
Controls location |
I
I
I
I

techni que

string enum

privacy only; device
identity privacy is

al ways protected via
geol ocati on-i d- hash.

I nner | ocation data.
Structure depends on
privacy-techni que (see
Payl oad Vari ants

geol ocati on- |
I
|
below). Committed to |
I
I
I
I

payl oad

by geol ocati on- pr oof -
hash and optionally
si gned by mmo-

| ocati on. mo- si g.

Freshness nonce

(N fusion) issued by
the Relying Party for
each attestation

i nterval, per

{{! RFC9334}},

string I
I
I
I
I
Section 10. 2. |
I
I
I
I
I
I
I

(Base64URL)

| mpl enent ati ons nmay use
chai ned nonce
constructions for

addi tional audit
guar ant ees (see Nonce
Chain and Merkl e Audit
Log appendi x) .
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| timestanp | integer | Yes

| | (int64) |

I I I

I I I

oo s Fom e o - S

| tpm quote- | string | Yes

| seal | (Base64URL)

I I I

I I I

I I I

I I I

I I I

I I I

I I I

I I I

I I I

I I I

I I I

I I I

I I I

I I I

I I I

I I I

I I I

I I I

I I I

I I I

I I I

I I I

oo s S S

| target- | string (hex | Yes

| environment- | SHA-256) |

| image-digest | |

I I I

I I I

I I I

I I I

I I I

I I I

I I I

I I I

I I I

I I I

I I I

o e e - S TS
Table 3

Krishnan, et al. Expi res 24 Novenber

May

| Unix epoch seconds.
| Set by the Attester
| (LAH) at bundle

| construction tine.

TPM2_Quot e produced by
the AK in tpm ak.
Qual i fying data = SHA-
256(JCS({t pm ak,

geol ocati on-i d- hash,

geol ocati on- proof - hash,

privacy-techni que,
nonce, tinmestanp,
target - envi ronnent -

i mage-digest})). Fuses

I

I

I

I

I

I

I

I

|

| WHAT (hardware

| identity: tpmak

| platformstate: PCRs;
| software integrity:
| target-environnent-
I
I
I
I
I
I
I
I
I

i mage- di gest) and WHERE

(geol ocati on-i d- hash,

geol ocat i on- proof - hash)
into a single hardware-

seal ed statenent.
Nei t her di mensi on can
be forged or
transpl ant ed wit hout

invalidating this seal

SHA- 256 di gest of the
Tar get Envi ronnent
(Workload ldentity

Agent) binary, neasured

at attestation tine.

This digest is conputed

I

I

I

I

I

I

| over the measured
| binary inmage bytes or
I

I

I

I

I

I

artifact bytes that the

TPM records. Conpared

by the Verifier against

Ref erence Val ues to
det ect agent binary
comprom se
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5.3.3. geol ocation-payl oad Variants

*When privacy-techni que = "none" (raw coordinates):*

[ ety e gy Sl p—y——(——— g}y p—p——_——
| Field | Type | Required | Description |
B oo ool sy oo el e
| Iat | nunber (fl oat64) | Yes | Latitude, WGS-84 |
| | | | deci mal degrees |
F--- - - R i F--- - - i I I S +
| lon | nunber (fl oat64) | Yes | Longitude, WGS-84 |
| | | | decimal degrees |
R I I I R I I I R +
| accuracy | nunber (float64) | Yes | Accuracy radius |

| | | in neters |
F--- - - R i F--- - - i I I S +

Tabl e 4

geol ocati on- proof - hash = Base64URL( SHA- 256( JCS({!l at, | on,
accuracy})))

*When privacy-techni que = "zkp" (zero-know edge proof):*

| Field | Type | Required | Description |
[} e ————— L—————— _ppp—p—p—_——_——_ s —p—(—————————————(——r
| zkp-proof-uri | string | Yes | URI to fetch full ZKP proof |
| | (UR) | | bytes fromthe proof |
| | | | depository. Verifier |
| | | | fetches bytes, computes SHA- |
| | | | 256(bytes), checks agai nst |
| | | | geol ocati on- proof - hash. |
S S SRR TS o e e e e e e e e e +
| zkp-fornmat | string | Yes | ZKP proof system |
| | enum | | Currently: "plonky2". |
oo R S o m e e e e e i e +
Table 5

geol ocati on- proof - hash = Base64URL( SHA- 256( zkp- pr oof - byt es))

Krishnan, et al. Expi res 24 Novenber 2026 [ Page 17]



I nternet-Draft V- PEA May 2026

5.3.4. MNO Location Evidence (Signed C ai m Source)

5.

4.

The mmo-location element carries a signed |ocation statenent froma
Mobil e Network Operator (MNO. In RATS terns, this is attester-

coll ected Evidence — a signed Caimsource — rather than a RATS
Endor senment: the MNO asserts network-observed device |ocation within
carrier visibility but does not vouch for the Attester’s identity or
pl atform characteristics. This element is OPTIONAL at the top |evel;
when present, its fields are REQU RED.

[ s s s s e e e e e e e e et
| Field | Type | Required | Description |
| mmo-key-cert | string | Yes | MNO signing certificate. |
| | (Base64URL | | Verifiers SHOULD |
| | DER) | | validate this |
| | | | certificate chains to a |
| | | | known MNO root before |
[ | | | accepting the location |
| | | | statenent. |
o e e - S TS S +
| mo-sig | string | Yes | ECDSA/ EADSA si gnat ure |
| | (Base64URL) | | over JCS(geol ocati on- |
| | | | payload) only. The MNO |
| | | | attests location within |
| | | | carrier visibility — |
| | | | does not sign host |
| | | | fields (tpmak, nonce, |
| | | | tpm quote-seal). |
oo s S S o e e e e e e e e oo s +
Table 6
Attestation Result

Upon successful appraisal of the |lah-bundle, the Verifier produces an
Attestation Result ({{!RFC9334}}, Section 8.4). This profile does
not mandate a specific encoding for the Attestati on Result.

I mpl enent ati ons MAY express results using:

* EAT Attestation Result dains, including geographic dains per
{{I-D.richardson-rats-geographi c-results}};

* an X. 509 extension (OD 1.3.6.1.4.1.65284.1.1) enbedded in a
credential issued by a Relying Party acting as CA;, or

* any other result encoding that satisfies the Relying Party’s
Apprai sal Policy for Attestation Results.
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The Attestation Result MJST convey at m ni num

[} g ———————_ s p—p—p—_—_————————————————————————

Claim | Description |

[ el ey

Platformintegrity | Whether the TPM quote was valid and PCR |

| val ues matched Reference Val ues. |

-------------------- e

Agent integrity | Whet her target-environnent-image-di gest |

mat ched a known-good Reference Val ue. |

-------------------- T

Resi dency | Whet her the geol ocation proof (raw or ZKP) |

| satisfied the configured geofence policy. |

-------------------- e
Freshness | The attestation interval (nonce and

| tinmestanmp) for which the result is valid. |

-------------------- T

Trust | evel | The location trust |evel achieved (see |

| Location Trust Levels). |

-------------------- e

Table 7

When the Attestation Result is enbedded in an X 509 extension and
mar ked CRI Tl CAL, any downstream consuner that does not understand the
ext ensi on MJUST reject the credential, enforcing fail-closed behavior.

5.5. TPM Quote Verification Procedure

The Verifier MJST performthe following steps to validate the tpm

quot e- seal :

1. Decode tpmquote-seal (Base64URL — bytes)

2. Parse TPMS_ATTEST structure

3. Assert TPMS_ATTEST.type == TPM ST_ATTEST_QUOTE

4. Conpute expected _qd = SHA-256(JCS({tpm ak, geol ocation-i d-hash,
geol ocati on- proof - hash, privacy-techni que, nonce, tinestanp,
target - envi ronnent -i nage-di gest}))

5. Assert TPMS_ATTEST. qual i fyi ngData == expected_qd

6. Verify signature over TPMS_ATTEST bytes using tpmak public key

( RSASSA- PKCS1-v1_5 or ECDSA)
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If any step fails, the Verifier MIST reject the Evidence and MJUST NOT
produce a positive Attestation Result.

5.6. Freshness and Replay Prevention

To prevent m x-and-match and replay attacks, Verifiers MJST enforce
the follow ng:

* Attestation Results MJST be fresh and MIUST be bound to the
apprai sal event (for exanple, by cryptographically binding
freshness val ues used for platformquotes within the Attestation
Resul t).

* The nonce field in the | ah-bundl e MJUST be a freshness val ue issued
by the Relying Party for each attestation interval, per the nonce-
based freshness nmodel in {{! RFC9334}}, Section 10. 2.

* Verifiers MIST reject Evidence where the tinestanp falls outside
the configured freshness w ndow.

VWhere policy requires it, the Verifier can additionally require that
the Target Environnent nmeasurenent (target-environnent-inmage-digest)
mat ches an approved Reference Value, reducing the risk that a
nmodi fi ed or unaut horized agent produces accepted Evi dence.

6. Security Considerations
V- PEA provi des hardware-rooted assurance of both WHAT (approved,

unt anper ed execution environnent) and WHERE (approved physica
residency), enabling a Relying Party to issue credentials or

aut hori ze operations only when both di nensions pass appraisal. The
security of issued credentials is only as strong as the weakest of
these two dimensions. Inplenmenters nmust address the foll ow ng
threats:

*  *Replay and mi x-and-match*: Use nonces and evi dence stapling so
that ol d | ocation evidence cannot be conbined with a fresh
pl atform quote (or vice versa).

* *Location spoofing*: GNSS and nobile network signals nust be
treated as adversarial inputs; per-source threats and nmitigations
are detailed in the subsections bel ow.

* *Relay and di spl acement*: \Wen proximty nmechanisns are introduced
in future profiles, inplenenters should be aware that they are
vul nerable to relay attacks and anchor displacenent. Mtigations
(such as tight RTT-based acceptance wi ndows and anchor health
attestation) are deferred to those future profiles.
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* *Managerment controller conpronise*: OOB paths reduce dependence on
the host OS but introduce dependence on the managenent controller
and its network. Protect this conmponent with secure boot,
aut henti cated updates, strong access controls, network
segnentation, and audit | ogging.

* *Time and freshness*: Verifiers MIST enforce bounded freshness
wi ndows and MJST define recovery behavior (re-attestation,
quarantine, or revocation) when clocks drift or evidence becones
stal e.

* *Registry and allowist integrity*: Protect Reference Value stores
and Appraisal Policy configurations against tanpering; treat them
as high-value privil eged assets.

*  *Privacy*: Avoid unnecessary collection or retention of precise
| ocation data. Prefer "in-zone" proofs (ZKP) where policy
permits. See the Privacy Applicability note bel ow

6.1. Privacy Applicability

The rel evance of location privacy varies significantly by depl oynent
cont ext:

* *Datacenter and server environnents*: Wen an Attester is a server
in a known datacenter, the physical l|ocation of the hardware is
typically not sensitive — it may be a matter of public record or
contractual docunentation. |In such deploynents, privacy-technique
= "none" (raw coordinates) is appropriate and the ZKP overhead is
unnecessary.

* *User-facing and edge environnents*: Wen an Attester is a user
devi ce or edge node, precise coordinates may constitute Personally
Identifiable Information (PIl). In such deploynents, privacy-
techni que = "zkp" SHOULD be used to prove geof ence conpliance
wi t hout di scl osing exact | ocati on.

* *M xed depl oynents*: Appraisal Policy for Evidence SHOULD al | ow
the Verifier Owmer to configure which privacy technique is
acceptabl e per Attester class or per geofence policy.

| mpl enenters SHOULD sel ect the privacy technique appropriate to their
depl oynent context rather than applying ZKP uniformy.

6.2. Location Spoofing
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6

6

2

2

1. Fundanental Limtation: Sensor Data Provenance

It is inportant to acknow edge that binding |ocation Clains to a TPM
quot e (hardware provenance) does NOT, by itself, guarantee that the
underlying sensor data is correct. A TPMcan faithfully sea

what ever data the sensor provides — including spoofed data. The TPM
proves that the sealed data cane fromthe nmeasured platform it does
not prove that the sensor’s input signals were authentic.

Therefore, the security of V-PEA s geolocation O ai ns depends on
BOTH:

1. *Hardware provenance* (addressed by the TPM quote and target-
envi ronment - i mage-di gest): ensuring the data was processed by an
approved, untanpered platform

2. *Sensor input integrity* (addressed by the nmitigations bel ow):
ensuring the sensor received authentic signals rather than
spoofed or replayed inputs.

I mpl enenters MUST NOT rely solely on TPM bi ndi ng as evi dence of
correct location. The Appraisal Policy for Evidence SHOULD require
corroborating evidence from i ndependent channel s and SHOULD specify
m ni mum si gnal authentication requirenments comensurate with the
geof ence policy’'s sensitivity.

2. GNSS Spoofing

GNSS signal s are unauthenticated by default and can be spoofed via
synthetic signal generators (e.g., software-defined radio replay of
valid signals) or multipath injection. Inplenenters SHOULD apply
mtigations proportional to the required assurance |evel

* *Signal authentication*: Galileo OSNVMA (Open Service Navigation
Message Aut hentication) provides cryptographic authentication of
navi gati on nmessages and is the strongest available civilian
countermeasure. GPS GAI A offers equival ent protection for GPS ||
signals. Inplementations SHOULD prefer authenticated GNSS signals
wher e avai l abl e.

* *Multi-constellation cross-validation*: Cross-checking fixes
across i ndependent constellations (GPS, Galil eo, GLONASS, Bei Dou)
substantially rai ses the cost of spoofing; consistent sinultaneous
spoofing of all constellations requires significantly nore
attacker capability.
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6

6

* *Anomaly detection*: Sudden position junps, inplausible velocity
changes, and anomal ous signal -to-noise ratios are indicators of
spoofing or janmm ng. Evidence that fails these checks SHOULD be
rej ected.

2.3. Mbile Network Spoofing
Mobi |l e network | ocation evidence is subject to distinct threats:

* *] MBI catchers and rogue base stations*: Attacker-controlled base

stations can force a device onto a fake cell, yielding attacker-
controlled location if evidence derives from device-reported cel
identity.

* *SS7/ Di aneter abuse*: Attackers with access to | egacy carrier
signaling can issue |ocation queries that yield fal se or
mani pul ated carrier-side |ocation data.

*  *MNO root key conprom se*: The mmo-|ocation elenent is only as
trustworthy as the MNO signing root. Verifiers MJST validate the
mo- key-cert certificate chain to a known MNO root and SHOULD
treat a root conpronise as requiring i nmediate policy revocation

The CAMARA APl model — where location is derived fromcarrier network
infrastructure rather than device-reported cell identifiers — is nore
resistant to I MSI catcher attacks and is the RECOVMMENDED approach

when MNO corroboration is used.

Not wi t hst andi ng these nitigations, MNO-derived |location is ultinmately
under the control of the carrier infrastructure. A conpronised or
coerced MNO can produce false location statenments. Verifiers SHOULD
treat MNO | ocation statenents as corroborating evidence rather than
sol e proof of residency, and Appraisal Policies SHOULD require

i ndependent corroboration (for exanple, GNSS + MNO for high-
assurance geofence policies.

2.4. Location Trust Levels

The quality indicator defined in Conposite Geol ocati on SHOULD be
mapped to a location trust |level enforced by the Verifier as a
precondition for a positive Attestation Result. The follow ng non-
normative tiers illustrate a conformant policy:
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Trust Level | Evidence Basis |
[} gy g —_—_———————————————————————————————(—————————
Low | Single unauthenticated GNSS fix, no corroboration
------------- T

Medi um | Multi-constellation GNSS with anonaly detection,
| or network-side MNO corroborati on (CAMARA) al one |
------------- T
Hi gh | Authenticated GNSS (OSNVA or GAI A), or Medium |
GNSS + MNO corroboration |
------------- T
H ghest | Authenticated GNSS + i ndependent network-side MO |
corroboration (CAMARA) + anomaly detection |
------------- T

Table 8

The security value of nulti-source corroboration derives from
*channel independence*: GNSS and MNO evi dence travel over different
physi cal and | ogi cal channels. Requiring consistent evidence from
bot h sinultaneously raises the bar for spoofing. Verifiers SHOULD
require a mnimmtrust |level comensurate with the sensitivity of
the enforced geofence policy, and SHOULD apply conservative policy
(downgrade or reject the Attestation Result) when evidence quality
degr ades.

6. 3.

Zer o- Knowl edge Proof Security

V-PEA s privacy-technique = "zkp" node uses Plonky2 proofs (a STARK-
based proof systemusing FRI commitnents). The follow ng properties
and threats apply:

*

*Circuit correctness is the primary attack surface.* A ZKP proves
only what its arithnetic circuit encodes. FErrors in the geofence
boundary circuit — including precision errors, off-by-one boundary
conditions, or incorrect coordinate systemhandling — yield proofs
that are cryptographically valid but semantically incorrect. The
geofence circuit MJST be independently audited before depl oynent.

*No trusted setup.* Plonky2 is STARK-based and requires no trusted
setup phase, elimnating the class of attacks arising from
conprom sed SNARK setup paraneters. |nplenmentations substituting
a different zkp-format MJST ensure it al so provides transparent
setup, or MJST docunent the resulting trust assunptions.

*Conput ati onal soundness.* STARK security is conputational, not
unconditional, and relies on the collision resistance of the
underlying hash function. |Inplementations SHOULD target at |east
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7.

8.

8.

128-bit security and MJST docunent the proof system paraneters
(field size, hash function, FRI paraneters) to enabl e i ndependent
security anal ysis.

*URI availability.* Wen privacy-technique = "zkp", the Verifier
MUST reject Evidence if the zkp-proof-uri cannot be resolved or
the fetched proof bytes do not match geol ocati on-proof - hash.

*Proof freshness.* A valid ZKP proves |ocation at proof-generation
time. The nonce and tinmestanp freshness requirenments that apply
to tpmquote-seal apply equally to ZKP proofs: Verifiers MJST
reject proofs whose tinmestanp falls outside the configured
freshness w ndow.

*Prover integrity.* A conprom sed prover can produce fal se proofs
even for a correctly specified circuit. This threat is mtigated
by V-PEA's TPM bi ndi ng: the t pm quot e-seal covers geol ocation-
proof - hash, so a fal se proof can only be enbedded in a bundl e that
al so passes TPM quote verification for an approved platform The
ZKP privacy guarantee is only neaningful in conjunction with
verified platformintegrity.

| ANA Consi der ati ons

I ANA is requested to register the following Object Identifier (O D)
in the "SM Numbers" registry under the "SM Private Enterprise
Nunbers” (1.3.6.1.4.1) branch, or as appropriate for the V-PEA
profile.

*

*

*

*

*OD: 1.3.6.1.4.1.65284.1.1

*Description*: Verifiable Proof of Environnent Attestation Profile
(V-PEA) Evidence / Attestation Result

*Ref erence*: This docunent.

*PEN*: 65284 (1 ANA Private Enterprise Nunber assigned to Ram
Kri shnan)

Ref er ences

Nor mat i ve Ref erences
{{! RFC9334}}
{{!'RFC2119}}

{{! RFC8174}}
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{{I-D.richardson-rats-geographi c-resul ts}}
{{I-D.m+w nse-transitive-attestation}}
{{I-D.ietf-wi nse-architecture}}

I nformative References

{{! RFC7942}}

{{I-D. ranki - pt p- hardwar e-r oot ed- att est ati on}}
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Appendi x B. Operational Cuidance

B. 1.

Gating Decisions on Attestation Results

A Relying Party consunes the Attestation Result produced by the
Verifier and applies its Appraisal Policy for Attestation Results to
make application-specific decisions. Comopn decision types include:

*

*Credential issuance*: |ssue or renew a workl oad credential only
when the Attestation Result satisfies policy.

*Key rel ease*: Rel ease decryption keys or nodel weights only to
Attesters with a positive, fresh Attestation Result.

*Access authorization*: Gate access to sensitive APls or data
stores on a valid Attestation Result.
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Ininternmttently connected edge depl oynents, |ocal operation can
continue during outages, while centralized policy can be enforced on
renewal and on rel ease of high-value secrets once connectivity is
avai | abl e.

Di stributed Credential |ssuance and Scaling

To support edge deploynents and intermttent connectivity, credential
i ssuance by a Relying Party may be distributed within a sovereign
boundary.

* *Edge issuance*: Credentials may be issued by a Relying Party
depl oyed within the sane boundary as the Attesters.

* *Scoping*: Issued credentials should be scoped so they are not
accepted outside the intended depl oynent boundary (for exanple,
via trust bundle partitioning and policy).

*  *Renewal gating*: Relying Parties should renew short-1lived
credentials only when the Attestation Result for integrity and
residency is valid for the requested freshness w ndow.

Mobi lity and Handover

When an Attester moves between anchors or boundaries, the Target
Envi ronment (Workl oad lIdentity Agent) should trigger a new V-PEA
attestation cycle that reflects the new LAH and current residency.

Verifiers should treat this as a nornal re-attestation event: -
platformintegrity continuity can remain stable, but - residency

Cl ai ms shoul d be re-eval uated agai nst the geofence policy for the new
anchor/ boundary.

Locati on Anchor Hosts
To scal e | ocation sensing, a deploynent may use dedi cated anchors:

* *End-user anchors*: A user device (for exanple, a phone) can serve
as an LAH for a nearby client device. The nechani sm by which the
anchor establishes its own |ocation (and any proximty evidence it
may provide) is out of scope for this docunent.

* *Data center anchors*: A small set of hosts can act as LAHs for a
cluster. Timnng-based mechani snms (for exanple, PTP-derived) nmay
assist in establishing relative |ocation; protocol details are
deferred to future profiling work (see {{I-D.ranki-ptp-hardware-
rooted-attestation}}).
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endi x C. Scal abl e Fl eet Managenent

Large depl oynents need |ifecycle managenent for the attestati on keys
referenced by V-PEA (for exanple, tpmak) and for the policies that
aut hori ze them

Nonce Chain and Merkle Audit Log

One way to satisfy the freshness requirenents in this profile is
through a chai ned nonce and Merkle audit |1og. Where bundl e[n]
denotes the JCS-canonicalized | ah-bundl e object at attestation
interval n:

chain[n] = SHA-256(chain[n-1] || SHA-256(JCS(bundle[n])))

nonce[n] = HMAC(secret, n || chain[n-1])

[ sty sl
| Mechani sm | Role |

| Chained nonce | Input control — Attester cannot submt w thout |
| | responding to the Verifier’s current state. |

S oo e o e e e e e e e e e e e e e e e e e e e e e e mm e oo oo +
| Merkle chain | Audit output — proves inclusion of past bundles, |
| | detects gaps, and enables regulatory audit. |

oo o m m e e e e e e e e e e e e e e e e e e e e eeee oo +

Table 9

Key Regi stry and Synchroni zation

* A central Verifier maintains a registry of accepted AK public keys
and associ ated nmetadata (for exanple, EK certificate chain,
hardware identity, and status).

* An Edge Verifier may nmaintain a local registry to support

di sconnect ed operation and periodically synchronizes updates to

the central registry.

Key Rotation

To prevent rogue key injection during rotation

* The central registry should accept a new AK only if the Edge

Verifier provides a rotation proof that chains the new AK to
previously accepted state.
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* A rotation proof should be a JCS-canonicalized object signed by
the previously accepted AK (or, if available, validated by a fresh
har dwar e- r oot ed OOB quot e)

1. Exanple Rotation Proof
{ _

"new- ak- pub": "Base64URL_Encoded_Publ i c_Key",

"serial -nunber”: "AK Serial_ XYzZ",

"timestanp": 1708845600,

"har dwar e- uui d": "Host Hardware_ UU D',

"signature": "Base64URL_Si gnhature_from Previ ous_ AK"
}

Credential Activation and Re-Verification

Credential activation (for exanple, TPM2_MakeCredential) is expensive
to run on every request. Verifiers should performit on events such
as:

* Initial onboarding

* Reboot / reset detection (for exanple, TPM cl ock/reset counters)

* Policy violations or drift signals (for exanple, firmivare or
i nvent ory changes)

* Failure of |ocation evidence checks
* Explicit elevation to higher assurance policy

Between full activations, Verifiers may accept fresh quotes from
regi stered AKs as proof of continued compliance, subject to policy.

Revocation and Health Signals

* The Edge Verifier should maintain a per-node health signal (for
exanpl e, tanper, firmvare policy violations).

* On severe health signals, the Verifier should revoke the rel evant
AK(s) and reject identities derived fromthem according to policy.

D sconnected Operation (Leased Attestation Result)
For intermttent connectivity, the Verifier may produce Attestation
Results with extended validity (a | ease) under policy. |If a leaseis
used:
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The Verifier should revoke or cease producing positive results
locally on tamper/drift signals.

The Attester should re-attest and satisfy current policy on
reconnection before the Relying Party accepts a new Attestation
Result or rel eases high-val ue secrets.

Appendi x D. Depl oynent Patterns

I mpl enentati ons comonly fall into the followi ng patterns, differing
in how platformintegrity Evidence and the tpm quote-seal are
col | ected:

*

*]1 n-band host attestation*: Evidence collected by host software
(for example, Keylinme-style deployments). |In this pattern, the
Relying Party generates N fusion and shares it with the Verifier
(for exanple, the Keyline Verifier) over a server-to-server

channel. The Verifier then delivers N fusion to the Attester on
the host, which collects TPM and geol ocation C ai ms, assenbles the
| ah-bundl e, and returns it via the host-side channel. This

pattern is well-suited to conmodity servers and cloud VM5 where a
BMC path is not available or not required.

*Qut - of - band management *: Evi dence col |l ected via a managenent
controller / BMC path (for exanple, iLO class OOB managenent such
as HPE OneView). 1In this pattern, the Relying Party generates

N fusion and shares it with the Verifier (for exanple, HPE

OneVi ew) over a server-to-server channel. The Verifier delivers
N fusion to the host via the BMC/ OOB path — bypassi ng the host
OS entirely. The host TPM seals the |ah-bundle with that nonce,
and the sealed bundle is returned via the same OOB path. This
pattern i s reconmended for high-assurance environnents where the
host OS is part of the threat nodel.

*Cl oud-hosted attestation environnents*: Provider nechani sns
exposi ng nmeasured boot and TPM backed d ains (for exanple, Nitro-
class encl aves or shielded VMinstances). The cloud provider
supplies a hardware-rooted quote that can serve as the tpm quote-
seal ; the geolocation Claimis typically derived fromthe
provider’'s zone or region attestation. |nplenentations should
verify that the provider’'s attestation scope satisfies the

geof ence policy.

Appendi x E.  Policy Use

Relying parties and credential issuers can use V-PEA Attestation
Results as inputs to authorization.
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* *ABAC*: Residency and integrity Clainms fromthe Attestati on Result
can be mandatory attributes for sensitive operations.

*  *KMS gat ekeepi ng*: Rel ease of high-value assets (for exanple,
decryption keys) should depend on a recent, positive Attestation
Resul t.

* *Fail closed*: When the Attestation Result is enbedded in an X 509
ext ensi on marked CRITI CAL, any consumer that does not understand
the extension will reject the credenti al

Appendi x F. V-PEA Exanpl es and Sensor Recipes

F.1. Exanple Instance (privacy-techni que = "zkp")
"l ah-bundl e": {
"tpmak": "----- BEG N PUBLI C KEY-- - - - \'nM | Bl j ANBgkghki G. . .\ n----- END PUBLI C KEY- - -

"geol ocation-id-hash": "7f4a2c1b9e3d8f 0a6b5c4d2elf 0a9b8c. .. ",
"geol ocati on- proof - hash": "c8bc2ed62a7a650d99e0884197cdf 345...",

"privacy-techni que": "zkp",
"geol ocati on- payl oad": {
"zkp-proof-uri": "https://verifier.exanple/vl/ proof/c8bc2ed6...",

"zkp-format": "plonky2"
} i)
"nonce": "ZmlyZj dmvkl nZGVI ZWQxOTMLY] YOM kO. . . ",
"timestamp": 1740693456,

"t pm quot e-seal ": " AROAAQALAAUACWEA. . . ",
"target-environnment-i mage-di gest": "alb2c3d4e5f6. .. 64-char-hex-sha256"
} i)
"mo- | ocation":
"mo- key-cert": "M I BIj ANBgkghki GOWOBAQEFAACCABA. . . ",
"mo-sig": "MEYC QDx9z2k..."
}

}

F.2. Sensor Type |Input Recipes
The foll owi ng reci pes define how geol ocation-id-hash is constructed

fromdifferent sensor types. The Verifier sees only the opaque hash
— never the raw identifiers.
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__________________________________________ +

| GNSS receiver | SHA-256(tpm ak-bytes \|\| sensor-serial- |

| | bytes \|\| sensor-class-id-bytes) |

o e e e oo T +
Tabl e 10

Appendi x G I nplenentation Status

[Note to RFC Editor: This section may be renoved before publication
as per {{!RFC7942}}.]

A reference inplenentation of the V-PEA profile is publicly
avai | abl e:

* *Repository*: https://github.com|fedgeai/ Aegi sSover ei gnAl
(https://github. conl | fedgeai/ Aegi sSoverei gnAl)

* *Path*: hybrid-cl oud- poc/
* *ljcense*: Apache 2.0

The i npl enentati on denonstrates the *in-band host attestation*
depl oynent pattern ({{deploynment-patterns-informative}}) using:

* *TPM 2. 0* hardware root of trust (AK-based quotes, PCR 15 TOCTOU
protection)

* *SPIRE* (Relying Party) with a customunifiedidentity plugin that
consunes V-PEA Attestation Results and enbeds them as an X 509
extension (OD 1.3.6.1.4.1.65284.1.1)

* *Keylime* (Verifier) with I MA nmeasurenent of the Target
Envi ronnment binary (target-environnent-image-di gest)

*  *Plonky2* STARK prover for privacy-technique = "zkp" geofence
proof s

* *Geol ocati on sensor cascade*: Mobil e/ CAMARA, GNSS/ GPS, and confi g-
file fallback with I MEI/IMSI binding for geol ocation-id-hash
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The inpl ementation includes automated end-to-end tests (./run-
demp. sh) that exercise the full attestation flow from TPM quot e
construction through ZKP proof generation and Attestation Result
consunpti on.

Appendi x H  WNMSE I ntegration

Thi s appendi x descri bes how a W MSE depl oyment consunes V- PEA
Attestation Results. The mapping is informati ve and does not
constrain V-PEA s RATS profile.

H 1. Relationship to WMSE Architecture

The WMSE Architecture {{I-D.ietf-wi nmse-architecture}} defines a
credential issuance and workl oad identity framework. V-PEA produces
Attestation Results that WMSE credential issuers consunme as trust

i nputs. The foll ow ng mappi ng shows how V- PEA RATS rol es correspond
to WMSE entities:
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| V-PEA | WMSE Entity | Function |
| RATS | | |
| Rol e | | |
[ il s s s s s s s s e s s s s s e s s s s s s s s s s s s s s
| Attester| Platform | Produces V-PEA Evidence about the agent |
| (LAH) | hosting the | and platform |
| | SPI RE Agent | |
Fomm oo o e e - T +
| Verifier| Platform | Appraises Evidence and produces |
| | integrity | Attestation Results. |
| | service (for | |
I | exanple, I I
I | Keyline) I I
Fomm oo o e e - T +
| Rel ying | SPIRE Server | Consumes the Attestation Result; issues |
| Party | (Credential | or renews X 509-SVIDs only when the |
| | I'ssuer / CA) | result satisfies its Appraisal Policy |
I I I

for Attestation Results.

| (out of | Werkl oad | Receives its credential (for exanple, |
| V-PEA | | SviD) fromthe SPIRE Agent via |
| scope) | | transitive attestation {{Il-D. mn+w nse- |

I I I

transitive-attestation}}.

| (out of | Downstream | Consunes the issued credential; trusts |
| V-PEA | service | the CA signature as proxy for verified |
| scope) | consuner | integrity and residency. |
I | (mrLS peer) | I
S . T +

Table 11
H 2. Workload Binding Fields

In a WMSE depl oynent the Relying Party (SPIRE Server) may require
addi tional context to associate the Attestation Result with a
specific credential issuance event. The following fields are carried
out side the V-PEA Evidence structure, typically in the credenti al

i ssuance request or as Relying Party policy inputs:
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| Field | Type | Description |
[ e ————— L ——(——————— s pp—r U
| workload-id | string | The workl oad’s SPIFFE identity UR |
| | (SPI FFE | (for exanple, spiffe://exanple.org/ |
I | 1D | python-app). I
I I e +
| key-source | string | Identifier for the origin of the |

| workload’ s key material (for exanple, |
| | | "tpm app-key"). Deploynment-specific. |
. . O +

Table 12

These fields are not part of V-PEA Evidence. They are consumed by
the Relying Party when applying its Appraisal Policy for Attestation
Resul t s.

H 3. X. 509 Extension for Downstream Consuners

When the WMSE Relying Party acts as a CA (for exanple, SPIRE Server
i ssuing X. 509-SVIDs), it MAY enbed V-PEA Attestation Result

informati on as an X. 509 extension (OD 1.3.6.1.4.1.65284.1.1).

I mpl ement ati ons SHOULD nmark this extension as CRITICAL so that any
downstream consuner that does not understand it will reject the
credential, enforcing fail-closed behavior for residency-constrained
wor k|l oads.

Appendi x |. Data Residency References

India -- Reserve Bank of India (RBI): Paynent System Data

Local i zation (2018): FromRBI Circular RBI/2017-18/153 (April 6,
2018): "All system providers shall ensure that the entire data
relating to paynent systens operated by themare stored in a system
only inIndia. This data should include the full end-to-end
transaction details / information collected / carried / processed as
part of the nessage / paynent instruction."

South Korea's Data Localization Regul ations -- Geospatial Information
Managenent Act (Spatial Data Act): Article 16, Paragraph 1: Prohibits
the export of state-led survey data.
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