RATS R Krishnan
I nternet-Draft JPMor gan Chase & Co.
I ntended status: Standards Track N. Smith
Expires: 1 Novenber 2026 I ntel
D. Lopez
Tel ef oni ca
A. Prasad
Oracle

S. Addepal |
Aryaka
30 April 2026

Privacy Preserving Verifiable Geofencing with Residency Proofs for
Sover ei gn Wor kl oads
draft-| kspa-rats-verifiabl e-geo-fence-01

Abst ract

Modern cloud and distributed conputing rely heavily on software-only
identities and bearer tokens that are easily stolen, replayed, or

used from unaut horized | ocations. Furthernore, traditional nethods

of location verification — such as |P-address-based geol ocation — are
easily spoofed via VPNs or proxies and significantly conprom se
infrastructure security and privacy for soverei gn workl oads and hi gh-
assurance environments.

Thi s docunent defines the *Verifiable Geofencing Attestation Profile
(V-GAP)*, a profile of the RATS Architecture {{!RFC9334}}, that

sol ves these chal | enges through hardware-rooted cryptographic
verifiability. A host machine runs a Wrkload Identity Agent for
managi ng the workl oad identities on that platform This profile
replaces inplicit trust and spoofable indicators with
cryptographically verifiable hardware-rooted Evidence of integrity
and location for this agent. Critically, this framework prioritizes
| ocation privacy by utilizing Zero-Know edge Proofs (ZKPs), allow ng
a workload to prove it is within a conpliant zone without disclosing
preci se coordi nat es.

By binding software identities to persistent silicon identities and
verified physical residency, V-GAP establishes a silicon-to-workload
chain of trust. It ensures that sensitive operations are only
performed by authorized workl oads running on untanpered hardware in
cryptographically verified, privacy-preserving geographi c boundaries,
fulfilling the high-assurance requirenents of the WMSE Architecture
{{'I-D.ietf-wi nse-architecture}}.
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1. Introduction

Operators of sovereign and hi gh-assurance wor kl oads need

crypt ographi ¢ assurance that sensitive conputation occurs only on
approved hardware w thin approved geographi c boundaries. Traditiona
met hods — | P-based geol ocation, region |abels, bearer tokens — are
easily spoofed, stolen, or replayed and provi de no hardware-rooted
verifiability. Key gaps include:

* *Unverifiable location netadata:* Location tags for data objects

are typically unsigned, making provenance and integrity difficult
to validate.

Krishnan, et al. Expi res 1 Novenber 2026 [ Page 3]



I nternet-Draft V- GAP April 2026

* *Token theft and replay:* Bearer tokens can be copied and repl ayed
from unaut hori zed hosts or | ocations.

* *Inplicit trust in "region” and transit:* A relying party often
cannot cryptographically verify a server’s physical residency, and
requests may traverse internediaries that expand the effective
trust boundary.

Thi s docunent defines the Verifiable Geofencing Attestation Profile
(V-GAP), a profile of the RATS Architecture {{! RFC9334}} that nakes
*platformintegrity* and *geof ence residency* verifiable inputs to
wor kl oad credential issuance. V-GAP enables a Relying Party (or
credential issuer) to require Evidence that:

1. the Wrkload lIdentity Agent is running on an approved, measured
platform (platformintegrity); and

2. that platformis resident within an approved geographi ¢ boundary,
optionally without revealing coordinates (residency).

To maintain |ocation privacy while providing cryptographic
verifiability, V-GAP supports Transparent Zero-Know edge Proofs
(ZKPs) — non-interactive, hash-based proofs that allow a platformto
denonstrate "in-zone" residency wi thout disclosing exact coordinates
and without requiring a trusted setup.

1.1. Scope and Layering

V- GAP covers platformintegrity verification (Layer 2) and residency
verification (Layer 3). It assunes that the binding of individua
wor kl oads to the | ocal Workload Identity Agent (Layer 1) is
establ i shed by a co-location nmechani smsuch as {{!Il-D. m»+w nse-
transitive-attestation}}. Together, these three |l ayers forma

compl ete chain of trust fromsilicon to workl oad, as required by the
W MSE Architecture {{!I-D.ietf-w nse-architecture}}.
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1.

2

Bi nd wor k!l oad |
to a local |
Wor kI oad |
ldentity Agent |
(co-location). |

| *Layer| This docunent
| 2*

| Verify |
| platform |
| integrity for |
| the Wérkl oad |
| Identity Agent |
| (platform |
| Evidence). |

| *Layer| This docunent
| 3*

| Verify |
| platform |
| residency |
| within an |
| approved |
| boundary |
| (location |
| Evidence). |

Rel ationship to Rel ated Wrk

defines how a Verifier encodes geographic |ocation conclusions —
jurisdiction-level results such as country, subdivision, and city —
as EAT Attestation Result clains for consunption by a Relying Party.
That draft addresses the *output encoding* side of the attestation
pi pel i ne.

V- GAP addresses the conpl enentary *input side*: the Evidence profile
the Attester produces, the hardware-bindi ng mechani sm (TPM quot e)
that nmakes | ocation evidence verifiable, and the verification
procedure the Verifier applies to produce an Attestation Result.

V- GAP Evidence is what a Verifier appraises to yield the kind of
geographic result clains that {{I-D.richardson-rats-geographic-
results}} encodes.

The two docunents are intended to conpose: a Verifier that appraises
a V-GAP | ah-bundl e could express its conclusion as an Attestation
Result using the geographic clains defined in {{I-D.richardson-rats-
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geographic-results}}. V-GAP is self-contained; use of that encoding

is OPTIONAL and is one possible way a Verifier may express its

concl usi ons — consumers MAY enforce geofence policy directly fromthe
Attestation Result, use the V-GAP X 509 extension (QOD
1.3.6.1.4.1.65284.1.1) as the trust signal, or adopt any other result
encodi ng their deployment requires.

One gap in the conbined stack is not addressed by either docunent:
the mapping froma raw location fix or geofence proof to a named
| egal jurisdiction (for exanple, from"inside polygon P' to "in

jurisdiction X'). This mapping raises its own trust questions — who
mai ntai ns the pol ygon-to-jurisdiction database, under what authority,
and how that mapping is kept current — and is deferred to future

wor K.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 {{! RFC2119}} {{!RFC8174}} when, and only when, they appear in all
capitals, as shown here.

Abbr evi ati ons

*AK*: Attestation Key

*BMC*: Baseboard Management Controller

*DAA*: Direct Anonynous Attestation

*EAT*: Entity Attestation Token

*EK*: Endorsenment Key

*GNSS*: d obal Navigation Satellite System

*I MA*: Integrity Measurenent Architecture

*| MEl *: International Mbile Equipnment ldentity

*I MSI*: International Mbile Subscriber Identity
*LAH*: Location Anchor Host

*QO0B*: Qut - of - Band

*PCR*: Pl atform Configuration Register

*PoR*: Proof of Residency

*SPDMVF: Security Protocol and Data Mdel

*STARK*: Scal abl e Transparent ARgurent of Know edge
*SVID*: SPIFFE Verifiable Identity Docunent

*TEE*: Trusted Execution Environment

*TPMr: Trusted Pl atform Mdul e

*V-GAP*: Verifiable Geofencing Attestation Profile
*ZKP*: Zer o- Knowl edge Pr oof

E R D R R . N N N N N N I N
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3. Key Terns

Dat a Residency: Requirenment that data processing and storage remain
wi thin an approved geographi ¢ boundary.

Geof encing: Enforcenent that workl oads execute only on approved
hosts within an approved geographi c boundary.

Wor kl oad Identity Agent: On-host conmponent that issues workl oad
identities (for exanple, SVIDs) to | ocal workloads, subject to
verifier-approved evi dence.

Locati on Anchor Host (LAH): Trusted host or device that produces
| ocation evidence used to establish residency within a geofence.
In RATS terms, the LAHis the Attester

Wor kl oad Host: Physical or virtual machine running the Wrkl oad
Identity Agent and wor kl oads; produces platform evidence. Unless
ot herw se stated, this docunent assumes the unified depl oynent
nmodel in which the Wrkload Host and the Location Anchor Host
(LAH) are the sane machi ne.

Conposite Geol ocation: Location estimate fused frommultiple sources
and acconpanied by a quality indicator.

Proof of Residency (PoR) / Co-location: Evidence that binds a
wor kl oad (or Workl oad Host) to an approved | ocal environment and
geofence for a specific attestation interval

Silicon Root of Trust: Hardware trust anchor that supports neasured
boot and protects attestation keys.

Transparent Zero- Knowl edge Proof: ZKP that does not require a
trusted setup; used to prove "inside an approved zone" w thout
reveal i ng precise coordinates

Wor kl oad ldentity Managenent Plane: |ssues and vali dates workl oad
identities and trust bundl es based on verifier results and policy.
In RATS terms, this plane acts as the Relying Party and Credentia
| ssuer.

Host Identity Managenent Plane: Verifies platformintegrity and
resi dency evi dence, and nmanages attestation key registration and
platformhealth state (often via OOB paths). In RATS terns, this
pl ane acts as the Verifier

V- GAP (Verifiable Geofencing Attestation Profile): Nested evidence
format defined in this docunent for binding identity to verified
platformintegrity and verified residency.

N _fusion (Wrkl oad Fusion Nonce): Fresh nonce used to bind identity
i ssuance to a specific attestation interval, delivered by the
Wor kl oad ldentity Managenent Plane. Corresponds to the nonce
field in the | ah-bundl e.
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4.

4.

Use Cases

This profile supports attested data residency and geof encing for
wor kl oads and (optionally) users. Conmon use cases fall into:
server-centric enforcenent, user-centric enforcenent, and conpliance
and risk reduction.

1. Server-centric Enforcenment

Enterpri ses need cryptographic proof that workloads run only on
approved hosts within an approved geographi ¢ boundary, and that data
fl ows only between approved boundari es.

*  *\Wor kl oad-t o-workl oad (general):* Relying parties accept workl oad
identities only when the issuing host attests platformintegrity
and "in-zone" residency, preventing credentials from being used
out si de the approved boundary.

* *Agentic Al workloads:* An Al agent may access sensitive data or
performsensitive actions only when its Wrkload Identity Agent
presents hardware-rooted integrity evidence and a verifiable "in-
zone" proof (optionally privacy-preserving), binding identity to
both platform state and residency.

* *Federated / edge Al (key or nodel release):* High-value artifacts
(e.g., decryption keys or nodel weights in federated |earning) are
rel eased only when the partner/edge host attests it is integra
and resident within the required boundary. This is useful for
intermttently connected sites.

* *User-to-server:* Cients validate that the server endpoint is
operating within an approved boundary (e.g., by policy tied to the
server’s attested identity and residency evidence).

4.2. User-centric Enforcenent

Enterprises may al so need trustworthy |ocation signals for user-
faci ng access deci si ons.

* *Geofenced access control :* User access is pernitted only when the
user (or user device) proves it is within an all owed boundary,
ideally without requiring precise |ocation disclosure.

* *On-prem ses boundaries:* Custoner-premn ses equi pment can define
an enterprise boundary, with a network or enterprise
infrastructure providing supporting evidence for policy
enf or cenent .
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* *Restricted support geographies:* Adm nistrative or support
actions can be allowed only when the operator proves presence
wi thin all owed geographi es, reducing policy and insider-risk
exposure.

4.3. Conpliance and Ri sk Reduction

Geof ence attestation provides audit-ready evidence to support data
resi dency and sovereignty controls, and it can al so reduce non-
conpliance risk fromm sconfiguration or spoofable signals. Even
when not mandated, "in-zone" proofs help address: configuration
drift, edge relocation/proxying, contractual residency requirenents,
and | ocation-privacy mnimzation (proving "inside the zone" without
storing coordi nates).

5. Verifiable Geofencing Attestation Profile (V-GAP)

V-GAP is a profile of the RATS Architecture {{!RFC9334}} that binds a
Workl oad ldentity Agent to (1) hardware-rooted platformintegrity and
(2) verified residency within a configured geofence. The Attester
(Location Anchor Host) produces a V-GAP Evi dence structure (Il ah-

bundl e) that the Verifier (Host ldentity Managenment Pl ane) apprai ses
to produce an Attestation Result.

5.1. RATS Rol e Mappi ng

V- GAP instantiates the RATS Architecture {{!RRFC9334}} with the
foll owi ng rol e assi gnnents.

Krishnan, et al. Expi res 1 Novenber 2026 [ Page 9]



I nternet-Draft V- GAP April 2026

| RATS Rol e | V- GAP | Function |
| ({{{RFC9334}}) | Entity | |
[ gt ————— L pp—p———————— e p—p—_———
| Attester | Location | Produces V-GAP Evi dence (the |ah- |
| | Anchor | bundle), including TPM quotes and |
| | Host (LAH) | geol ocation clains. |
oo o - Fomm e oo - o e e e e e e e e e e e e e e e e e o +
| Verifier | Host | Appraises V-GAP Evi dence — |
| | ldentity | validates TPM quotes, checks PCRs, |
| | Managenent | verifies geol ocation proofs — and |
| | Plane | produces an Attestation Result. |
o a o T o m m e e e e e e e e ee oo +
| Endorser | Mobile | Provides a |ocation Endorsenent |
| | Network | (mo-endorsenent) attesting device |
| | Operator | location within carrier |
| | (MNO | visibility. |
o a o Fom e e o - o m e e e e e e e e ee e +

Rel ying Party Wor kl oad Consunes the Attestation Result

+ Credenti al ldentity and deci des whether to issue or

Pl ane X.509-SVIDs). Also acts as the CA

| | | |
| Issuer | Managenent | renew workl oad credentials (e.g., |
I I I I
| | | that signs the credential. |

| Downstream | nTLS peer | Consumes the workl oad credenti al |

| Relying Party | / service | containing the V-GAP extension; |

| (note 1) | consumer | trusts the CA signature as proxy |

| | | for verified integrity and |

| | | residency. |

. - e YY" +
Table 2

Note 1: "Downstream Relying Party" is not a role defined by
{{'RFC9334}}. It is used here to distinguish the entity that consunes
the issued credential fromthe Relying Party that consunes the
Attestation Result.

5.2. Evidence Fl ow
The V- GAP evi dence flow foll ows the RATS background-check nodel
({{'RFCO334}}, Section 3.2): the Attester conveys Evidence to the

Verifier, the Verifier appraises it and conveys the Attestation
Result to the Relying Party.
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Attester (LAH)
I V- GAP Evi dence (| ah-bundl e)
V@riYier (Host ldentity Mgnt Plane) <--- Endorsenent (MO
I Attestation Result
Relyrng Party + Credential I|ssuer (Workload Identity Mgnt Pl ane)

| X.509-SVID with V-GAP extension
v
Downst ream Rel yi ng Party (nTLS peer)

The Relying Party in V-GAP al so acts as a Credential Issuer (CA): it
materializes the Attestation Result into an X 509 workload identity
credential (for exanple, a SPIFFE SVID) containing the V-GAP Evi dence
as a CRITICAL extension. This "trust translator" pattern allows
downstream consunmers to rely on standard X 509/ niTLS verification

wi t hout needi ng to understand RATS or V-GAP directly.

I mpl enentations of this profile MJUST mark the X 509 extension
containing the V-GAP Evi dence Bundle as CRITI CAL. When narked
CRI TI CAL, any downstream Relying Party that does not understand the
extension MJUST reject the credential, enforcing fail-closed behavi or
for residency-constrai ned workl oads.

5.3. V-GAP Evidence Structure

The [ ah-bundle is the RATS Evi dence structure defined by this
profile. It is a hardware-seal ed object enbedded as an X 509
extension (OD 1.3.6.1.4.1.65284.1.1) in the workload identity
credential (for exanple, a SPIFFE SVID). It binds a workl oad
identity to physically verifiable clainse — TPM hardware identity,
privacy-preserving geol ocation, and agent binary integrity — wthout
exposing PII.

5.3.1. Top-Level Structure

{
"l ah-bundle": { },
"mo- endorsenent": { },
"wor kl oad": { }

}
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5.3.2. lah-bundle Fields

+ + +
I I I
+ + +
t pm ak | string | Yes | TPM Attestation Key
I I I
I I I
I I I
I I I
I I I
I I I
I I I

I
public key (PEM |
encoded). Hardware |
identity anchor. The |
TPM enforces that only |
this key can produce |
t pm quot e-seal —

provi ng co-residency. |

geol ocati on-
i d- hash

string
(Base64URL)

| SHA-256 over tpm ak- |
| bytes concatenated with

| any sensor-specific |
| identifiers (see Sensor |
| Type Input Recipes |
| appendix for per-sensor |
| constructions). Binds |
| the TPMidentity anchor |
| to the geol ocation |
| sensor identity. |
| Sensor integrity is |
| assumed to be |
| established by the host |
| managenent plane via an |
| out-of-band channel . |

SHA- 256 conmmi t nent over
geol ocati on- payl oad.
Required in both
privacy nodes. Wen
privacy-techni que=zkp:

geol ocati on- | |
I I
I I
I I
I I
| SHA-256(zkp- proof - |
I I
I I
I I
I I

pr oof - hash

string
(Base64URL)

I
I
I
I
I
I
| bytes). When privacy-
| t echni que=none: SHA-

| 256(JCS({l at, |on,

| accuracy})).

"none" = raw lat/lon/
accuracy in payl oad.
"zkp" = zero-know edge

privacy- | |
I I
I I
| proof URI in payl oad. |
I I
I I
I I

techni que

string enum

Control s | ocation
privacy only; device
identity privacy is

Krishnan, et al. Expi res 1 Novenber 2026 [ Page 12]
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| | | | always protected via |
| | | | geol ocation-i d-hash. |

I nner |ocation data.
Structure depends on
privacy-techni que (see
Payl oad Vari ants

geol ocati on- | |
I I
I I
I I
| below). Conmitted to |
| |
I I
I I
I I

payl oad

obj ect

I
I
I
I
I
| by geol ocati on- pr oof -
| hash and optionally

| si gned by mmo-

| endor senment . mo- si g.
Freshness nonce
(N_fusion) issued by
the Relying Party
(Workload Identity
Managenent Pl ane) for
each attestation
interval.

string I I
I I
I I
I I
I I
I I
| I'npl ementations may use

I I
I I
I I
I I
I I
| |

(Base64URL)

I
|
I
I
I
I
I
|
| chai ned nonce

| constructions for

| addi tional audit

| guar ant ees (see Nonce
| Chain and Merkl e Audit
| Log appendi x) .

i nt eger
(i nt64)

| Unix epoch seconds. |
| Set by the Attester |
| (LAH) at bundle |
| construction tinme. |

t pm quot e-
seal

string
(Base64URL)

| TPM2_Quote produced by |
| the AK in tpm ak. |
| Qualifying data = SHA- |
| 256(JCS({tpm ak, |
| geol ocati on-i d-hash, |
| geol ocati on- proof - hash, |
| privacy-technique, |
| nonce, tinestanp, |
| workl oad-identity- |
| agent-inmage-digest})). |
| Binds all fields into a |
| single hardware-seal ed |
| statement. |

| workl oad- | string (hex | Yes | SHA-256 digest of the |

Krishnan, et al. Expi res 1 Novenber 2026 [ Page 13]
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identity-
agent - i mage-
di gest

5.3.3. geolocatio

*When privacy-t

geol ocation-pro
accuracy})))

*When privacy-t

Kri shnan, et al

V- GAP

Table 3

n- payl oad Variants

Apri

Wor kl oad Identity Agent
bi nary, measured at
attestation tine by the
Verifier (Host ldentity
Managenent Pl ane).

Det ect s agent binary
comprom se on every
renewal cycle.

echni que = "none" (raw coordinates):*
ety ey ety o}
Type | Required | Description |
nunber (fl oat64) | Yes | Latitude, WGS-84 |
| | deci mal degrees |
------------------ T
nunber (float64) | Yes | Longitude, WGS-84 |
| | decimal degrees
------------------ T T e
nunber (fl oat64) | Yes | Accuracy radius
| | in neters |
------------------ T
Tabl e 4

of - hash

echni que

Expi res 1 Novenber 2026

Base64URL( SHA- 256( JCS({! at ,
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| Field | Type | Required | Description |
[} e ————— L—————— _ppp—p—p—_——_——_ s —p—(—————————————(——r
| zkp-proof-uri | string | Yes | URI to fetch full ZKP proof |
| | (UR) | | bytes fromthe proof |
| | | | depository. Verifier |
| | | | fetches bytes, conmputes SHA- |
| | | | 256(bytes), checks agai nst |
| | | | geol ocati on- proof - hash. |
S S SRR TS o e e e e e e e e e +
| zkp-fornmat | string | Yes | ZKP proof system |

| enum | | Currently: "plonky2". |
oo R S o m e e e e e i e +

Table 5

geol ocati on- proof - hash = Base64URL( SHA- 256( zkp- pr oof - byt es))
5.3.4. MO Endorsenent (RATS Endorsenent)

The mmo-endorsement is a RATS Endorsenent {{!RFC9334}}: a signed
statenent froma third party (the Mbile Network Operator) about the
Attester’s location. The MNO attests device location within carrier
visibility but does not sign host-level fields. This elenent is
OPTIONAL at the top level; when present, its fields are REQU RED.

+ + +
I I I
+ + +
mo- key-cert | string | Yes | MNO signing certificate.
I I I
I I I
I I I
I I I
I I I
I I I

I
(Base64URL Verifiers SHOULD |
DER) validate this |
certificate chains to a |
known MNO root before |
accepting the |
endor senent . |

string
(Base64URL)

| ECDSA/ EADSA si gnature |
| over JCS(geol ocati on- |
| payload) only. The MNO |
| attests location within |
| carrier visibility — |
| does not sign host |
| fields (tpmak, nonce, |
| tpm quote-seal). |

Table 6
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5.3.5.

Wor kl oad I dentity Binding

The workl oad obj ect binds the V-GAP Evidence to a specific workl oad
identity, enabling the Verifier to associate platform and resi dency
clains with the credential being issued.

f ool sy oo oo e o}
| Field | Type | Required | Description |
[S oo ool s ooy oo oo sy o}
| workload-id | string | Yes | The workl oad’ s SPI FFE |
| | (SPI FFE | | identity URI (e.g., |
| | 1D | | spiffe://exanple.org/ |
I I I | python-app). I
o m e e e oo - B Fomm oo - o e e e e e e e ememao - +
| key-source | string | Yes | Identifier for the origin |
| | | | of the workload s key |
| | | | material (for exanple, |
| | | | "tpmapp-key"). Values are
| | | | depl oynent-specific; this
| | | | field is recorded for audit |
| | | | and policy eval uation. |
S R TS oo e e e e e e e e oo - - +
Table 7
5.4. TPM Quote Verification Procedure

The Verifier MJUST performthe followi ng steps to validate the tpm

quot e- seal

1 Decode tpm quot e-seal (Base64URL — bytes)

2. Parse TPMs_ATTEST structure

3. Assert TPMS_ATTEST.type == TPM ST_ATTEST_ QUOTE

4 Conput e expected qd = SHA-256(JCS({tpm ak, geol ocati on-i d-hash,

o o

geol ocati on- proof - hash, privacy-techni que, nonce, tinestanp,

wor k|l oad-i dentity-agent-inmage-digest}))

Assert TPMS_ATTEST. qual i fyi ngData == expected_qd

Verify signature over TPMS_ATTEST bytes using tpmak public key
( RSASSA- PKCS1-v1 5 or ECDSA)

If any step fails, the Verifier MJST reject the Evidence and MJST NOT
produce a positive Attestation Result.

5. 5.

Freshness and Repl ay Prevention

To prevent m x-and-match and replay attacks, Verifiers MJST enforce
the foll ow ng:
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* Attestation Results MJST be fresh and MUST be bound to the
credential issuance event (for exanple, by cryptographically
bi ndi ng freshness val ues used for platform quotes and workl oad
credential issuance within the Verifier result).

* The nonce field in the | ah-bundle MJST be a freshness val ue issued
by the Relying Party (Wirkload Identity Managenent Pl ane) for each
attestation interval

* Verifiers MIST reject Evidence where the timestanmp falls outside
the configured freshness w ndow.

Where policy requires it, the Verifier can additionally require that
an agent software neasurenent (for exanple, inage digest) is covered
by validated platform Evi dence, reducing the risk that a nodified or
unaut hori zed agent obtains credentials.

6. Security Considerations

V- GAP reduces reliance on spoofable |ocation signals and stol en
tokens by making integrity and residency cryptographically
verifiable. Inplementers still need to address the foll ow ng

t hreats:

* *Replay and m x-and-mat ch*: Use nonces and evi dence stapling so
that ol d location evidence cannot be conbined with a fresh
pl atform quote (or vice versa).

* *]ocation spoofing*: GNSS and nmobil e network signals nust be
treated as adversarial inputs; per-source threats and mtigations
are detailed in the subsections bel ow.

* *Relay and di splacenent*: \When proximty nmechani sns are introduced
in future profiles, inplenenters should be aware that they are
vul nerable to relay attacks and anchor displacenent. Mtigations
(such as tight RTT-based acceptance wi ndows and anchor health
attestation) are deferred to those future profiles.

*  *NManagenent pl ane conprom se*: OOB paths reduce dependence on the
host OS but introduce dependence on the managenent controller and
its network. Protect this plane with secure boot, authenticated
updat es, strong access controls, network segnentation, and audit
| oggi ng.

* *Time and freshness*: Verifiers MJST enforce bounded freshness
wi ndows and MJST define recovery behavior (re-attestation,
quarantine, or revocation) when clocks drift or evidence becones
stal e.

* *Registry and allowist integrity*: Protect key registries and
policy stores against tanpering; treat them as high-val ue
privil eged assets.

*  *Privacy*: Avoid unnecessary collection or retention of precise
| ocation data. Prefer "in-zone" proofs (ZKP) where policy
permts.
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6

6

6

Kri shnan, et al

1.

1.

1.

Locati on Spoofing

GNSS Spoofi ng

GNSS signal s are unauthenticated by default and can be spoofed via
synthetic signal generators (e.g., software-defined radio replay of
valid signals) or multipath injection. |nplenenters SHOULD apply
mtigations proportional to the required assurance |evel

*

1.

2

*Si gnal authentication*: Galileo OSNMA (Open Service Navigation
Message Aut hentication) provides cryptographic authentication of
navi gati on nessages and is the strongest available civilian
countermeasure. GPS GAI A offers equival ent protection for GPS ||
signals. Inplementations SHOULD prefer authenticated GNSS signals
wher e avai l abl e.

*Multi-constellation cross-validation*: Cross-checking fixes
across i ndependent constellations (GPS, Galil eo, GLONASS, Bei Dou)
substantially rai ses the cost of spoofing; consistent sinultaneous
spoofing of all constellations requires significantly nore
attacker capability.

*Anomal y detection*: Sudden position junps, inplausible velocity
changes, and anomnmal ous signal -to-noise ratios are indicators of
spoofing or jamrmi ng. Evidence that fails these checks SHOULD be
rej ected.

Mobi | e Networ k Spoofing

Mobi |l e network | ocation evidence is subject to distinct threats:

*

*| MSI catchers and rogue base stations*: Attacker-controlled base
stations can force a device onto a fake cell, yielding attacker-
controlled location if evidence derives from device-reported cel
identity.

*SS7/ Di aret er abuse*: Attackers with access to | egacy carrier
signaling can issue |ocation queries that yield fal se or
mani pul ated carrier-side |ocation data.

*MNO root key conpromi se*: The mo-endorsenent is only as
trustworthy as the MNO signing root. Verifiers MJST validate the
mo- key-cert certificate chain to a known MNO root and SHOULD
treat a root conpronise as requiring i mediate policy revocation

The CAMARA APl nmodel — where location is derived fromcarrier network
infrastructure rather than device-reported cell identifiers — is nore
resistant to I MSI catcher attacks and is the RECOVMMENDED approach

when MNO corroboration is used.
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6.1.3. Location Trust Levels

The quality indicator defined in Conposite Geol ocati on SHOULD be
mapped to a location trust |level enforced by the Verifier as a
precondition for a positive Attestation Result. The follow ng non-
normative tiers illustrate a conformant policy:

+

| Evidence Basis |
[} gt ——— e p—p—p—p—p—p—p—_——————————————————————————————————————————

I

+

I

| Low Si ngl e unaut henti cated GNSS fi x, no corroboration |
TN +
| Medium Mul ti-constellation GNSS with anomaly detection, |
| | or network-side MNO corroboration (CAMARA) al one |
S S +
| High | Authenticated GNSS (OSNVA or GAIA), or Medium |
| | GNSS + MNO corroboration |
. TN +
| Hi ghest | Authenticated GNSS + i ndependent network-side MO |
| | corroboration (CAMARA) + anomaly detection |
S S +
Tabl e 8

The security value of nulti-source corroboration derives from
*channel independence*: GNSS and MNO evi dence travel over different
physi cal and | ogi cal channels. Requiring consistent evidence from
bot h sinultaneously raises the bar for spoofing. Verifiers SHOULD
require a mnimmtrust |level comensurate with the sensitivity of
the enforced geofence policy, and SHOULD apply conservative policy
(downgrade or reject the Attestation Result) when evidence quality
degr ades.

6.2. Zero-Know edge Proof Security

V- GAP' s privacy-technique = "zkp" node uses Pl onky2 STARK proofs.
The followi ng properties and threats apply:

* *Circuit correctness is the primary attack surface.* A ZKP proves
only what its arithnetic circuit encodes. FErrors in the geofence
boundary circuit — including precision errors, off-by-one boundary
conditions, or incorrect coordinate systemhandling — yield proofs
that are cryptographically valid but semantically incorrect. The
geofence circuit MJST be independently audited before depl oynent.
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* *No trusted setup.* Plonky2 is STARK-based and requires no trusted
setup phase, elimnating the class of attacks arising from
comprom sed SNARK setup parameters. |Inplenentations substituting
a different zkp-format MJST ensure it al so provides transparent
setup, or MJST docunent the resulting trust assunptions.

* *Conput ati onal soundness.* STARK security is conputational, not
unconditional, and relies on the collision resistance of the
underlying hash function. Inplenmentations SHOULD target at |east
128-bit security and MUST docunent the proof system paraneters
(field size, hash function, FRI paraneters) to enabl e i ndependent
security anal ysis.

* *Proof freshness.* A valid ZKP proves |ocation at proof-generation
time. The nonce and tinmestanp freshness requirements that apply
to tpmquote-seal apply equally to ZKP proofs: Verifiers MJST
reject proofs whose tinmestanp falls outside the configured
freshness w ndow.

* *Prover integrity.* A conprom sed prover can produce fal se proofs
even for a correctly specified circuit. This threat is mtigated
by V-GAP's TPM bi ndi ng: the t pm quot e-seal covers geol ocation-
proof - hash, so a fal se proof can only be enbedded in a bundl e that
al so passes TPM quote verification for an approved platform The
ZKP privacy guarantee is only neaningful in conjunction with
verified platformintegrity.

7. |1 ANA Consi derations

I ANA is requested to register the following Object Identifier (O D)
in the "SM Nunmbers" registry under the "SM Private Enterprise
Nunbers" (1.3.6.1.4.1) branch, or as appropriate for the V-GAP
profile.

* *OD: 1.3.6.1.4.1.65284.1.1

* *Description*: Verifiable Geofencing Attestation Profile (V-GAP)
Evi dence Bundl e

* *Reference*: This docunent.

* *PEN‘: 65284 (1 ANA Private Enterprise Nunber assigned to Ram
Kri shnan)

Appendi x A.  Contributors
The foll owi ng individuals have contributed to this docunent:
Bal a Siva Sai Akhil Ml epati

| ndependent
Emai | : sai akhil 2012@ahoo. com
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Ghada Arfaoui
Orange
Emai | : ghada. ar f aoui @r ange. com

M chael Epl ey
Red Hat
Emai | : nmepl ey@ edhat . com

Vijay Masil amani
I ndependent
Enmai | : saanvijay20@nmmai | . com

Appendi x B. Operational Cuidance
B.1. Gating Credentials on Verified Evidence

This profile assunes two cooperating control planes, nmapped to RATS
rol es:

* *Verifier (Host ldentity Managenent Pl ane):* Appraises platform
integrity and residency Evidence and produces an Attestation
Resul t.

* *Relying Party + Credential |ssuer (Workload Identity Managenent
Pl ane):* |ssues or renews workload identities (for exanple, SVIDs)
only when the Attestation Result satisfies policy. Also acts as
the CA that signs the resulting credential

Inintermttently connected edge depl oynents, |ocal operation can
continue during outages, while centralized policy can be enforced on
renewal and on rel ease of high-value secrets once connectivity is
avai | abl e.

B.2. Distributed Identity |Issuance and Scal i ng

To support edge deploynents and intermttent connectivity, identity
i ssuance may be distributed within a sovereign boundary.

* *Edge issuance*: Wrkload identities (for exanple, SVIDs) may be
i ssued by an issuer deployed within the same boundary as the
wor kl oads

* *Scoping*: Issued identities should be scoped so they are not
accepted outside the intended depl oynent boundary (for exanple,
via trust bundle partitioning and policy).

* *Renewal gating*: Issuers should renew short-lived identities only
when the Verifier result for integrity and residency is valid for
the requested freshness w ndow.
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B.3. Mdbility and Soverei gn Handover

When a workl oad noves between anchors or boundaries, the Wrkl oad
Identity Agent shoul d obtain a new V-GAP bundle that reflects the new
LAH and current residency.

Verifiers should treat this as a nornal re-attestation event: -
platformintegrity continuity can remain stable, but - residency
checks shoul d be re-evaluated for the new anchor/boundary.

B.4. Location Anchor Hosts
To scal e | ocation sensing, a deploynent may use dedi cated anchors:

* *End-user anchors*: A user device (for exanple, a phone) can serve
as an LAH for a nearby client device. The nechani sm by which the
anchor establishes its own |ocation (and any proximty evidence it
may provide) is out of scope for this docunent.

* *Data center anchors*: A small set of hosts can act as LAHs for a
cluster. Timnng-based mechani snms (for exanple, PTP-derived) nmay
assist in establishing relative |ocation; protocol details are
deferred to future profiling work (see {{I-D.ranki-ptp-hardware-
rooted-attestation}}).

Appendi x C. Scal abl e Fl eet Managenent
Large depl oynents need |ifecycle managenent for the attestati on keys

referenced by V-GAP (for exanple, tpmak) and for the policies that
aut hori ze them

C.1. Nonce Chain and Merkle Audit Log
One way to satisfy the freshness requirenents in this profile is
through a chai ned nonce and Merkle audit |1og. Where bundl e[n]

denotes the JCS-canonicalized | ah-bundl e object at attestation
interval n:

chain[n] = SHA-256(chain[n-1] || SHA-256(JCS(bundle[n])))
nonce[n] = HMAC(secret, n || chain[n-1])
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C 3.

+

+

To

C 3.

}

C 4.

1.

Mechani sm| Rol e |
sl oo e s s e s s s s ey o}
Chai ned | I'nput control — agent cannot subnmit without |
nonce | responding to the managenent plane’'s current state.
----------- Fom oo oo eiaaoo---#
Mer kl e | Audit output — proves inclusion of past bundles, |
chain | detects gaps, and enables regulatory audit. |
----------- T
Tabl e 9

Key Regi stry and Synchroni zati on

A Coud (central) Verifier (Host ldentity Managenent Pl ane)

mai ntains a registry of accepted AK public keys and associ at ed

nmet adata (for exanple, EK certificate chain, hardware identity,
and status).

An Edge Verifier may nmaintain a local registry to support

di sconnect ed operation and periodically synchronizes updates to
the central registry.

Key Rotation
prevent rogue key injection during rotation

The central registry should accept a new AK only if the edge pl ane
provides a rotation proof that chains the new AK to previously
accepted state.

A rotation proof should be a JCS-canonicalized object signed by
the previously accepted AK (or, if available, validated by a fresh
har dwar e- r oot ed OOB quot e).

Exanpl e Rotation Proof

new ak- pub": "Base64URL_Encoded_Publ i c_Key",
serial -nunber": "AK Serial XYzZ",

timestanp": 1708845600,

har dwar e- uui d": "Host Hardware_ UUl D',

signature": "Base64URL_Si gnature_from Previ ous_ AK"

Credential Activation and Re-Verification

Credential activation (for exanple, TPM2_MakeCredential) is expensive
to run on every request. Verifiers should performit on events such
as:
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Initial onboarding

Reboot / reset detection (for exanple, TPM cl ock/reset counters)
Policy violations or drift signals (for exanple, firmware or

i nvent ory changes)

Failure of |ocation evidence checks

Explicit elevation to higher assurance policy

Between full activations, Verifiers may accept fresh quotes from
regi stered AKs as proof of continued compliance, subject to policy.

C. 5.

C. 6.

Revocation and Health Signals

The edge pl ane should naintain a per-node health signal (for
exanpl e, tanper, firmvare policy violations).

On severe health signals, the Verifier should revoke the rel evant
AK(s) and reject identities derived fromthem according to policy.

D sconnected Operation (Leased Identity)

For intermittent connectivity, the Verifier may issue identities with
extended validity (a |l ease) under policy. If a |lease is used:

*

*

The edge pl ane shoul d revoke or refuse renewal |ocally on tanper/
drift signals.

The workl oad should re-attest and satisfy current policy on
reconnecti on before renewal or rel ease of high-val ue secrets.

Appendi x D. Depl oynent Patterns

I mpl ement ations commonly fall into the followi ng patterns, differing
in how platformintegrity Evidence and the tpm quote-seal are
col |l ected:

*

*I n-band host attestation*: Evidence collected by host software
(for exanple, Keylinme-style deploynents). |In this pattern, the
Relying Party (for exanple, SPIRE Server) generates N fusion and
shares it with the Verifier (for exanple, the Keyline Verifier)
over a server-to-server channel. The Keyline Verifier then
delivers N fusion to the Keyline Agent running on the host, which
coll ects TPM and geol ocati on evi dence, assenbles the | ah-bundl e,
and returns it via the host-side channel. This pattern is well-
suited to commpdity servers and cloud VMs where a BMC path is not
avai |l abl e or not required.

*Qut - of - band rmanagenent *: Evi dence col |l ected via a managenent
controller / BMC path (for exanple, iLO class OOB managenent such
as HPE OneView). |In this pattern, the Relying Party (for exanple,
SPI RE Server) generates N fusion and shares it with the Verifier
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(for example, HPE OneView) over a server-to-server channel. The
Verifier delivers N fusion to the host via the BMC/ OOB path —
bypassing the host OS entirely. The host TPM seal s the | ah-bundl e
with that nonce, and the sealed bundle is returned via the sane
OB path. This pattern is recommended for high-assurance
environments where the host OS is part of the threat nodel.

*Cl oud- hosted attestation environments*: Provider nechanisns
exposi ng neasured boot and TPM backed clainms (for exanple, Nitro-
class enclaves or shielded VMinstances). The cloud provider
supplies a hardware-rooted quote that can serve as the tpm quote-
seal ; the geolocation claimis typically derived fromthe
provider’s zone or region attestation. |nplenentations should
verify that the provider’s attestation scope satisfies the

geof ence policy.

Appendi x E. Policy Use

Relying parties and credential issuers can use V-GAP Attestation
Results as inputs to authorization

*

*ABAC*: Residency and integrity can be nmandatory clains for
sensitive operations.

*KMS gat ekeepi ng*: Rel ease of hi gh-val ue assets (for exanple,
decryption keys) should depend on a recent successful verification
result.

*Fail closed*: If V-GAP Evidence is carried in an X 509 extension
and marked CRITICAL, any inplenentation that does not understand
the extension will reject the credenti al

Appendi x F. V-GAP Exanpl es and Sensor Reci pes

F. 1.

Exanmpl e I nstance (privacy-technique = "zkp")
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"l ah-bundl e": {
"tpmak": "----- BEG N PUBLI C KEY----- \nM | Bl j ANBgkghki G . .\ n----- END PUBLI C KEY- - -

"geol ocation-id-hash": "7f4a2cl1b9e3d8f 0a6b5c4d2elf 0a9b8c...",
"geol ocati on- proof - hash": "c8bc2ed62a7a650d99e0884197cdf 345...",

"privacy-techni que": "zkp",
"geol ocati on- payl oad": {
"zkp-proof-uri”: "https://verifier.exanple/vl/ proof/c8bc2ed6...",

"zkp-format": "pl onky2"
} i)
"nonce": "ZmlyZzj dmvkl mzGVl ZWxOTMLYj YOM kO. .. ",
"timestamp": 1740693456,
"t pm quot e-seal ": " ARODAAQALAAUACWEA. . . ",
"wor kl oad-i dentity-agent-inmage-digest”: "alb2c3d4e5f6. .. 64-char-hex-sha256"

1

"mo- endor senent": {
“mo-key-cert": "M I Bl j ANBgkghki GOWOBAQEFAACCAGBA. . . ",
"mo-sig": "MEYC QDx9z2k..."

},

"wor kl oad": {
"wor kl oad-id": "spiffe://exanple.org/python-app",
"key-source": "tpm app-key"

}

}
F.2. Sensor Type Input Recipes

The foll owi ng reci pes define how geol ocati on-id-hash is constructed
fromdifferent sensor types. The Verifier sees only the opaque hash
— never the raw identifiers.

.......................................... +

| GNSS receiver | SHA-256(tpm ak-bytes \|\| sensor-serial-

| | bytes \|\| sensor-class-id-bytes) |

o e e e oo o m e e e e e e e e e e e e e e mee—ooon +
Tabl e 10

Appendi x G I nplenentation Status

[Note to RFC Editor: This section nay be renoved before publication
as per {{!RFC7942}}.]
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A reference inplenentation of the V-GAP profile is publicly
avail abl e:

* *Repository*: https://github.com|fedgeai/ Aegi sSover ei gnAl
(https://github. con | fedgeai/ Aegi sSoverei gnAl)

* *Ppath*: hybrid-cl oud- poc/

* *ljcense*: Apache 2.0

The i npl enent ati on denonstrates the *in-band host attestation*
depl oynent pattern ({{deploynment-patterns-informative}}) using:

* *TPM 2.0* hardware root of trust (AK-based quotes, PCR 15 TOCTQU
prot ection)

* *SPIRE* (Relying Party + Credential Issuer) with a custom
unifiedidentity plugin that enbeds the | ah-bundle as an X 509
extension (OD 1.3.6.1.4.1.65284.1.1)

* *Keylinme* (Verifier) with | MA nmeasurenent of the SPIRE agent
bi nary (workl oad-i dentity-agent-inage-di gest)

* *P|l onky2* STARK prover for privacy-techni que = "zkp" geofence
proof s

* *CGeol ocati on sensor cascade*: Mobil e/ CAMARA, GNSS/ GPS, and confi g-
file fallback with I MEI/IMSI binding for geol ocation-id-hash

The inplementation includes automated end-to-end tests (./run-
denmp. sh) that exercise the full attestation flow from TPM quot e
construction through ZKP proof generation and SVID issuance with
enbedded V- GAP Evi dence.

Appendi x H.  Data Residency References

India -- Reserve Bank of India (RBI): Paynent System Data

Local i zation (2018): FromRBI Circular RBI/2017-18/153 (April 6,
2018): "All system providers shall ensure that the entire data
relating to paynent systens operated by themare stored in a system
only inIndia. This data should include the full end-to-end
transaction details / information collected / carried / processed as
part of the nessage / paynent instruction."

South Korea's Data Localization Regul ations -- Geospatial Information
Managenent Act (Spatial Data Act): Article 16, Paragraph 1: Prohibits
the export of state-led survey data.
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