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Abst r act

The I ETF' s Transport and Services Wrking Goup (TSVWW) has finalized
experinental RFCs for Low Latency, Low Loss, Scal abl e Throughput
(L4S) and new Non- Queue-Buil di ng (NQB) per hop behavior. These
docunents describe a new architecture and protocol for deploying | ow
| at ency networking. Since deploynent decisions are left to

i npl ementers, this docunent explores the potential inplications of

t hose deci sions and nmakes recomendations that can help drive
adoption and acceptance of L4S and NQ@B.
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Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 26 Cctober 2025.
Copyri ght Notice
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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1. Introduction

The I ETF' s Transport and Services Wrking Goup (TSVWW5) has finalized
RFCs for Low Latency, Low Loss, Scal able Throughput (L4S) and Non-
Queue-Bui | ding (NQB) per hop behavi or [ RFC9330] [ RFC9331] [ RFC9332]
[RFC9435] [I-D.ietf-tsvwg-14sops] [I-D.ietf-tsvwg-ngb]. These
docunents do a good job of describing a new architecture and protocol
for deploying |ow latency networking. But as is normal for nmany such
standards, especially new or experinental ones, certain deploynent
decisions are ultimately left to inplenenters.

Thi s docunent explores the potential inplications of key depl oynent
deci si ons and nakes recommendations for those decisions that may help
drive adoption by network operators and application devel opers. That
is a key issue for |low | atency networking, because the nore

appl i cations devel opers and edge platforns that adopt new packet
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marking for low latency traffic, then the greater the value to end
users, so ensuring it is received well is key to driving strong
initial adoption.

It is worth stating though that these deci sions are not enbedded in
or inherent to L4S and NQB per se, but are decisions that can change
dependi ng upon di ffering technical, regul atory, business or other
requirenents. Even two network operators with the same type of
access technology and in the same market area may choose to inpl enent
in different ways. Nevertheless, this docunent suggests that certain
speci fic depl oynment deci sions can hel p nmaxi m ze the val ue of | ow

| at ency networking to end users, network operators, and application
devel opers.

In addition, the design of the protocols also nmake cl ear that
appl i cations devel opers are best positioned to understand the needs
of their applications and to, by extension, express any such | ow

| at ency needs via appropriate L4S or NQB packet marKking.

For additional background on | atency and why | atency matters to the
Internet, please read [BI TAG.

1.1. A D fferent Understandi ng of Application Needs

In the course of working to inprove the responsiveness of network
protocols, the | ETF concluded with their L4S and NQB work that there
were two main types of traffic and that these two traffic types could
benefit from havi ng separate network processing queues in order to

i nprove the way the performance of delay-sensitive and/or interactive
applications. |In addition, introducing a new queue better supports

i ncremental devel opment of a new standard rather than changi ng

exi sting congestion control algorithms - which would be conpl ex.

One of the two najor traffic types is nostly file download or upl oad,
such as downl oadi ng an operating systemupdate or uploading files to
a cloud backup. This type of traffic tends not to be particularly
del ay-sensitive, at least on a millisecond | evel basis. The other
type of traffic is real-tinme, interactive traffic that is typically

| at ency-sensitive, such as video conferencing and gani ng.

The val ue of dual queue networking (sinply "low | atency networking"
hereafter) seens potentially good, and at |east one nmjor |SP has
deployed it [Contast]. It seens possible that this new capability

m ght enable entirely new cl asses of applications to becone possible,
driving a wave of new Internet innovation, while also inproving the

| at ency-sensitive applications that people use today.
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1.2. New Thinking on Low Latency Packet Processing

L4S does *not* provide |low |l atency in the sane way as previous
technologies like Diff Serv Quality of Service (QS). That prior QS
approach used packet prioritization, where it was possible to assign
a higher relative priority to certain application traffic, such as
Voi ce over |IP (VolP) telephony. This approach could provide
consistent and relatively low | atency by assigning high priority to a
partition of the capacity of a link, and then policing the rate of
packets using that partition. This traditional approach to QS is

hi erarchical in nature.

That QoS approach is to sonme extent predicated on the idea that
network capacity is very limted and that |inks are often highly
utilized. But on today’s Internet, many users have experienced poor
application performance, such as video conferencing, despite having

sufficient bandwidth. |In many of these scenarios, prioritization
will not inprove a flow. But finding a way to reduce | atency has
proven beneficial. This new |low |atency networking approach is not

based on hierarchical QoS prioritization. Rather, it is built upon
conditional priority scheduling between two queues that operate at
best effort QoS priority.

2. Key Low Latency Networking Concepts

In the past, many thought that the only way to inprove application
quality was via nore bandwi dth or by using QoS priority. The advent
of low | atency networking enables a re-exam nation of those

appr oaches.

2.1. Best Effort Priority

Low latency traffic to is not prioritized over other (best effort
priority) "classic" Internet traffic. That is the case over the ISP
network and the broader internet, though it may not not necessarily
be the case for a user’s in-honme W-Fi network due to the particulars
of how the | EEE 802. 11 wirel ess protocol [|EEE] functions at the
current time - see [RFC8325]). |In addition, some user access points
may prioritize certain traffic (such as gamng) and sone traffic such
as NQB may use the AC VI W-Fi link |layer queue [I-D.ietf-tsvwg-ngb].
This best effort approach stands in contrast to prior differential
quality of service (QS) approaches or to what has been di scussed for
5G network slicing [CDT-NN] [van- Schew ck-1A] [van- Schew ck- 1B]

[ van- Schew ck-2] [van-Schew ck- 3].
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2.2. Shared Throughput

Low | atency networking fl ows do not get access to greater throughput
than "classic" flows. Thus, a user’s total provisioned or pernmitted
t hroughput on an | SP access network link is shared between both
classic and | ow | atency queues.

2.3. Access-Agnostic

Low | atency networking can be inplenented in a variety of network
technol ogi es. For exanple in access network technol ogies this could
be inplenmented in DOCSIS [LLD], 5G [Ericsson], PON [CTI], and many
ot her types of networks.

3. Application Devel oper Reconmendati ons

Application devel opers need to add L4S or NQ@B packet narking to their
application, which will often depend upon the capabilities of a
device’s operation system (0OS) or a software devel opment kit (SDK)

[ Appl e] that the OS devel oper nmekes available. 1n addition, the
application server will also need to support the appropriate marking
and, when L4S is used, to inplenent a responsive congestion
controller.

3.1. Delivery Infrastructure for L4S

Since L4S uses the Explicit Congestion Notification (ECN) field of
the packet header, to ensure ECN works end-to-end, application

devel opers need to be certain that their servers, datacenter routers,
and any transit, cloud provider, or content delivery network (CDN)
server involved in their application IS NOT altering or bleaching the
ECN field. For an application to use the L4S queue, they must mark
their packets with the ECT(1) code point to signal L4S-capability or
with the Congestion Experienced (CE) code point when appropriate.
Coupled with client nmarking, if an application client or server
detects CE marks, it should respond accordingly (e.g., by reducing
the send rate), which typically neans that the server rust be running
a "responsive" congestion controller (i.e., is able to adjust rate
based the presence or absence of CE marks for L4S traffic - such as
DCTCP, TCP Prague, SCReAM and BBRv2). See Section 4.3 of [RFC9330]
and Section 4.3 of [RFC9331] for nore information about this.
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3.

3.

3.

2. Delivery Infrastructure for NQB

Since NQB uses the DSCP-45 code point in the DiffServ part of the
packet header, to ensure NQ@B works end-to-end, application devel opers
need to be certain that their servers, datacenter routers, and any
transit, cloud provider, or content delivery network (CDN) server
involved in their application IS NOT altering or bleaching a DSCP-45
mark. The server DOES NOT need to run a special responsive
congestion controller. However, it is common for networks to bl each
or nodify DSCP marks on ingress today, so networks will need to
change that policy for NQB to work end-to-end (in contrast, ECNis
rarely bl eached).

3. Only Mark Del ay-Sensitive Traffic for L4S or NQB

It may seemtenpting to mark all traffic for L4S or NQ@ handling, but
it my not help in all cases. For exanple, a video gam ng service
may benefit fromusing L4S or N@B for real-tinme controller inputs and
gamepl ay, while major gane software updates woul d best be left in the
cl assi c queue.

4. Consider Application Needs in Choosing L4S vs. NB

Det erm ne whet her your application needs "sparse" flows or
"congestion-control |l ed" (higher capacity) flows. Sparse flows that
are |l atency senstive should be marked as NQB (thus DSCP-45). This
may be things like DNS queries or VolP nmedia flows, where maxin zing
the bandwi dth of the flow is not necesary.

Latency-sensitive flows that need nore bandw dth are congestion
controlled, and identified via ECN marki ng. These types of
applications are less |limted by the application protocol itself
(i.e., a small DNS query), which neans the application quality can

i nprove as nore bandwi dth is available - such as shifting a video
streamor a video conference session from Standard Definition (SD) to
4K quality.

| SP Recommendati ons

Li ke any network or system good depl oynent design decisions matter
In the context of deploying |low | atency networking in an | SP network,
t hese recomendati ons should help ensure that a deploynent is
resilient, well-accepted, and creates the environnment for generating
strong network effects.
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4.1. Allow ECN Across Network Boundari es

Traffic sent TO a peer network marked with ECT(1) or CE in the ECN
header MJUST pass to that peer without altering or renoving the ECT(1)
or CE marking (see exception below). Traffic FROM peers nmarked with
ECT(1) or CE in the ECN header MJUST be allowed to enter the network
wi thout altering or renmoving the ECT(1) or CE marking (see exception
below). The only exception would be when a network el ement is CE-
aware and able to add a CE mark to signal that it is experiencing
congestion at that hop.

This part - allow ng unnodified ECN across the network - is likely to
be easier than DSCP-45 for NQ@B (see next section), since it appears
rare that networks nodi fy the ECN header of packet fl ows.

4.2. Al ow DSCP-45 Across Network Boundaries

Traffic sent TO a peer network marked with DSCP val ue 45 MJST pass to
that peer without altering or renoving the DSCP 45 marki ng (see
exception below). Traffic FROM peers marked with DSCP val ue 45 MJST
be allowed to enter the network without altering or renoving the DSCP
45 marki ng (see exception bel ow).

However, some networks may use DSCP 45 for internal purposes other
than N@B within their network. In these cases, the peer using DSCP
45 for other purposes is responsible for remarking as appropriate.
If possible, for operational sinplicity, a network should try to

mai ntain the use of DSCP 45 on an end-to-end basis w thout remarking
in their interior network hops.

4.3. Last Mle Network (Access Network)

There are two hops of interest in the last mle access network. One
will be a point of user aggregation, such as a Cabl e Mddem

Term nation System (CMIS) or Optical Line Terminal (COLT). The second
is at the user location, such as a Cable Mddem (CM or Optical
Network Unit (ONU), both of which are exanple of CPE.

In theses two queues, |SPs shoul d consider using the optional Queue
Protection function [I-D.ietf-tsvwg-ngb]

[1-D. briscoe-docsis-qg-protection]. This can potentially detect

m smar ki ng and take corrective action as needed.
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Cust onmer Prem se Equi prment (Custoner Edge)

In nost residential Internet services, there are typically two

equi pnent nodes. One is very sinple CPE that hands off fromthe

| SP"s access network (i.e., DSL, 5G DOCSIS, PON) and provides the
custonmer with an Ethernet interface and | P address(es). The custoner
then connects their own router and wirel ess access point (often
integrated into the router, typically referred to as a "wirel ess
gateway" or "wireless router™). The other nodel is nore typical
which is that the CPE integrates a link layer termnation function
(i.e., Cable Modem 5Gradio, or Optical Network Unit) as well as a
Wi rel ess gat eway.

Not all 1SP networks support both of these nodels; sometines only a
Wi rel ess gateway is available. Even in this case, sone users "double
NAT" and install their own router and wreless access point(s) to get
what ever functionality and control over their hone network that they
desire. The cases explored bel ow are comonpl ace but may not apply
to all networks.

In sone cases, dual queue networking and associ ated packet marking is
supported up to the I1SP's demarcation point - such as in a cable
modem It is recommended that packet markings should pass from such
a denmarcation point to any attached custoner-adm ni stered CPE, such
as a router or wireless access point. That enables a custoner-
adm ni stered router to inplement dual queue networking, rather that
it only being possible with | SP-adm ni stered CPE.

I nside the Hone - Custoner Local Area Network (LAN)

As noted above with the nention of an integrated wirel ess gateway,
the CPE and router/wireless network gear is integrated into a single
CPE device. Even though these are functionally in one piece of
hardware, we can think of the wi de area network interface and | oca
area network as functionally separate for purposes of this analysis.

1. 802.11 WFi Queuing

As noted above with respect to prioritization of packets in the ISP
network, all packets should be handled with the sane best effort
priority in the | SP access network and on the internet. However, in
a user’'s honme W-Fi (wireless) local area network (WLAN), this is
nmore conplicated, because there is not a precise nappi hg between | ETF
packet marking and | EEE 802. 11 marki ng, explored in [RFC8325]. In
short, today’s 802.11 specifications enable a W-Fi network to have
mul tiple queues, using different "User Priority" and "Access

Cat egory"” values. At the current time, these queues are AC BK
(Background), AC BE (Best Effort), AC VI (Video), and AC VO (Voice).
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As explored in [I-D.ietf-tsvwg-ngb], packets in the low | atency queue
may be expected to be marked for the best effort (AC BE) or video
(AC VI) wireless queue. For additional context, please refer to

Section 8.1 of [I-D.ietf-tsvwg-ngb]. In sone situations, such as a
user-owned wirel ess access point or CPE, it nay not be possible for
the user to select which wireless queue is used. In cases where the

CPE is | SP-admi nistered, selecting a specific wreless queue may be
possible - though it is not yet clear what the best practice may be
for this selection until 1SPs and application devel opers have nore
experience with low | atency networking. As of the witing of this
docunent, it appears that the AC VI queue may be used for the | ow

| atency queue in sone networks - and that nmany | atency-sensitive
applications are already marking their upstreamw reless traffic for
AC VI and AC VO

4.5.2. Use Perm ssive Upstream NQB Queue Adni ssion

Since the |ETF s NQB specification is only recently conpl eted, nany
applications that have been using other DSCP marks for their |atency-
sensitive flows have not yet shifted to adopt DSCP-45. One exanple
is the Mcrosoft Xbox platform|[Mcrosoft], which is using DSCP-46

So inthe relatively short-term 1SPs may find it beneficial to their
custoners to use a nore perm ssive upstream NQB adm ssion policy,

al | owi ng DSCP-40, 45, 46, and 56 admission into the |ow | atency
queue. It may take a year or nore after the NQ@ DSCP assignment is
made by | ANA for devel opers to shift to DSCP-45, given other itens in
their devel opnent backl og and their software rel ease schedul e.

4.6. Do Not Use M ddl eboxes

As noted in [Tussle] there has al ways been a tension in the end-to-
end nodel between how nuch intelligence and processing takes pl ace
al ong the end-to-end path inside of a network and how nuch takes
pl ace at the end of the network in servers and/or end user client

devices and software. |In this new approach to |ow | atency
networking, entry into a | ow | atency queue depends upon narks in the
packet header of a particular application flow 1In practice, this

marking is best left to the application edge of the network, rather
than it being a function of a so-called mddlebox in the ISP network.
As explored below, this is the nost efficient, |east prone to ms-
classification, and is nobst acceptable fromthe standpoi nt of network
neutrality.

The best approach is for applications to mark traffic to indicate

their preference for the |Iow | atency queue, not the network making
such a decision on its owm. This is for several reasons:
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* According to the end-to-end principle, this function is best
del egated to the edge of the network as an architectural best
practice (the edge being the application in this case).

* Application marking nmaintains the | oose coupling between the
application and network |ayers, elininating the need for close
coordi nati on between networks and application devel opers.

* Application devel opers know best whether their application is
conpatible with | ow | atency networking and which aspects of their
traffic flows will or will not benefit.

* Only the application (not the network) knows whether a scal abl e
congestion control algorithm congestion control is being used on
the application server. Thus, only the devel oper and server
adm nistrator know if they are correctly responding to Congestion
Experienced (CE) markings for L4S (see Section 4.1 of [RFC9331]).

* Application traffic is alnost entirely encrypted, which makes it
very difficult for networks to accurately determ ne application
protocols and to further infer which flows will benefit froml ow
| at ency and which flows nmay be harnmed because they need to build a
queue. It is likely that false positives [Lotus] and fal se
negatives will occur if network-based inference is used; all of
whi ch can be avoided sinply by relying solely on application
mar ki ng.

* The pace of innovation and iteration is necessarily faster-noving
in the application edge at layer 7, rather than in the network at
| ayer 3 (and below) - where there is greater standards stability
and a lower rate of major changes. As a result, the application
layer is best suited to rapid experinentation and iteration.

Net wor k operators and equi pment vendors trying to infer
application needs will in conparison always be in a reactive node,
one step behind changes made in applications.

* This avoids issues arising frommnis-classification of application
flows [Lotus].

* Any application provider should be able to mark their traffic for
the low | atency queue, with no restrictions other than standards
conpliance or other reasonabl e and openly docunented technica
gui delines. This maintains the | oose cross-layer coupling that is
a key tenet of the Internet’s architecture by elimnating the need
for application providers and networks to coordi nate and creates
an environnent of so-called "perm ssionless innovation"
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I ANA Consi derati ons
RFC Editor: Please renove this section before publication.
This meno i ncludes no requests to or actions for | ANA
Security Considerations

The key security consideration pertains to Queue Protection. As the
current tinme, it is recomended that inplenenters utilize Queue
Protection, to ensure that any traffic that is incorrectly nmarked for
| ow | atency can be detected and renmarked for the classic queue. The
necessity of Queue Protection remains sonmething of a debate, with
some firmy believing it is necessary but others believing that it is
not needed. The latter viewis that application devel opers have a
natural incentive to correctly mark their traffic, because to do

ot herwi se woul d worsen the quality of experience (QE) for their
users. In that line of thinking, if a devel oper nismarks, they and/
or their users will notice and they will fix that error. However, it
is al so conceivable that nmalicious software could be operating on a
user’s device or horme network and that malicious software could try
to send sonme nuch traffic to the |l ow | atency queue that the queue or
bot h queues becone unusable. This is quite simlar to other
"traditional" denial of servce (DoS) attacks, so it does not
necessarily seens unique to |l ow | atency networking. But due to the
possibility of this occuring, and | ow | atency networki ng being such a
new approach, it seens prudent to inplenment Queue Protection

Net work Neutrality Considerations

Network Neutrality (a.k.a. Net Neutrality) can nean a variety of
things within a country, as well as between different countries,
based on different opinions, nmarket structures, business practices,

| aws, and regul ations. Generally speaking, In the context of the
United States’ market, it has cone to nmean that Internet Service
Providers (1SPs) should not block, throttle, or deprioritize lawfu
application traffic, and should not engage in paid prioritization,
anong other things. Net Neutrality concerns can sonetines affect the
depl oynent of new technol ogies by | SPs, so they should carefully
consi der regul atory issues when naki ng depl oynent deci si ons.
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10.

As it is envisioned in the design of the IETF s new | ow | at ency
net wor ki ng protocols, the addition of a |low | atency queue at a
network link is merely a second packet queue and does not mnean that
this queue is hierarchically prioritized or that it has nore
capacity. As a result, low | atency networking appears to pose NO new
Net Neutrality issues
One key aspect of low latencty networking is that it operates, from
the perspective of an |ISP's deploynent, is application-agnostic. The
| SP creates a second network queue on key network |inks, but does not
decide on their own what applications can use this queue. Rather,
they add the queue and packet flows are sent to that queue based on
packet marking set by application devel opers. This approach is far
superior to ol der approaches, which caused significant Net Neutrality
risks [Lotus], that used m ddl eboxes to attenpt to infer applications
based on observing packet flows on ISP network |inks.

Revi si on History
RFC Editor: Please renpve this section before publication
v00: First draft
vOl: Incorporate coments from 1st version after |ETF-115
v02: Incorporate feedback fromthe TSVAG nmailing |i st
v03: Final feedback from TSVWAG and prep for sending to | SE
v04: Refresh expiration before major revision
v05: Changes from G eg Skinner and Eliot Lear
v06: Mdre changes fromEliot Lear
v07: Mre changes fromEliot Lear
v08: M sc updates from | ETF revi ew
v09: Additional updates during review

Open | ssues

RFC Editor: Please renpve this section before publication

- Qpen issues are being tracked in a GtHub repository for this
docunent at https://github.comjlivingood/ | ETF-L4S-Depl oynent/i ssues
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