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Abst ract

The traditional "castle-and-npat" security paradigmis no | onger
effective for some emergi ng scenarios, such as cloud services, renote
wor kf orces and intelligent agents. Zero trust (ZT) has energed as
the new paradigm holding on the "never trust, always verify"
principle, treats every single access request as untrudted and
requires veficication

VWil e a high-level atchitectural guidance exists, notably from N ST
in SP 800-207 where thtenants of zero trust are well interperated,
the industry | acks the open, interoperable framework and protoco
necessary for building nulti-vendor zero trust practice enrironnent.
Thi s docunent presents the probl em statenent for zero trust
interoperability, outlines the key use cases, and argue for the need
for standardization in the IETF. It discusses the possible scope for
zero trust standardization work in the | ETF, identifying which
aspects are well suited for the | ETF protocols and which are better
addressed by other bodies. The aimof this docunent is to initiate a
di scussion in the | ETF comunity on the necessity and prospective of
pronoting zero trust related work here.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 15 Novenber 2026
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1. Introduction
Traditional network security was built on the assunption of that
every entity inside the perinmeter were trusted by default. This
approach is increasingly ineffective in face of new use cases and
sophi sti cateed attackers.
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Zero Trust (ZT) offers a fundanentally different approach. As d
efined in [N ST-SP-800-207], Zero Trust assumes no inplicit trust is
granted to assets or user accounts based solely on their physical or
network | ocation. Instead, authentication and authorization are

di screte, dynam c functions that nmust be perfornmed before a session
is established to an enterprise resource. This is a "never trust,

al ways verify" nodel

VWil e this conceptual framework is powerful, its practica
implementation is hanpered by a | ack of open standards. Today's ZT
solutions are largely proprietary, single-vendor ecosystens. An
organi zation cannot easily use a Policy Enforcenment Point (PEP) from
one vendor with a Policy Decision Point (PDP) from another

Thi s docunent provides a gap analysis for zero trust standardization,
as well as several typical use cases. |In additon, it also discusses
the scope of standardization of zero trust in the |ETF.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

3. Term nol ogy

Thi s docunent adopts the core terni nology defined in
[ NI ST- SP-800- 207] .

Subject: An entity (e.g., user, device, service, application, Al
agent) that requests access to a resource.

Resource: A data source, service, device, or network conponent that
a subject w shes to access.

Policy Engine (PE): The component responsible for the ultimte
decision to grant or deny access to a resource for a given
subj ect .

Policy Administrator (PA): The conponent responsible for
est abl i shing and/ or shutting down the communication path between a
subj ect and a resource.

Policy Enforcenent Point (PEP): A systemresponsible for enabling,
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moni toring, and term nating connections between a subject and a
resource. The PEP communicates with the PAto forward requests
and/ or receive policy updates.

Control Plane: The |ogical network of conmunication that is used to
manage the ZTA. This includes communi cati on between the PE, PA,
and PEPs, as well as the collection of context and signals.

Data Pl ane: The | ogical network where subjects and resources
communi cate after access has been granted.

4, Use cases

In this section we consider several emerging use cases where
st andardi zed ZT protocols woul d provide significant val ue.

4.1. Use Case 1: Secure Renote Access for Enterprise Resources

A renmpte enpl oyee needs to access an internal application hosted in a
private data center of an organization

1. Subject: The enployee’s user identity and the device identity.
2. Resource: The internal application

4.2. Use case 2: secure service-to-service comruni cation

A front-end web service running in a Kubernetes cluster in Coud A
needs to query a database service running in a VMin Coud B

1. Subject: The front-end web service, identified by a workl oad
identity.
2. Resource: The dat abase service
4.3. Use Case 3: Granular Access to Third-Party SaaS Applications

An organi zation wants to enforce device posture checks before
all owi ng enpl oyees to access a third-party SaaS application .

1. Subject: The enpl oyee and their device.
2. Resource: The SaaS CRM application

4.4. Use Case 4: Secure Access for Autononous Al Agents

An aut onomous Al agent, acting on behalf of a user or system needs
to access a set of APIs to conplete a task (e.g., booking travel).

1. Subject: The Al agent, possessing a cryptographically verifiable
wor kl oad identity.
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2. Resource: A set of airline, hotel, and paynent gateway APIs.

5. Pr obl em st at enment

The i npl enentation of zero trust is hindered by several key problens
that may be addressed by standardi zati on

5.1. Lack of interoperability

The core conponents of ZTA, PE, PA and PEP currently comunicate with
each other using proprietary protocols. Different conponents from
different vendors can barely comunicate and interoperate with each
other. This rmakes an organi zati on wi shing to inplenment ZTA system
probably forced to source all conponents from one single vendor.

This creates silos where the ZT system for enpl oyee access is

conpl etely separate fromthe ZT systemfor cloud service-to-service
conmuni cati on, even though the underlying principles are the same. A
uni fi ed approach requires conmon standards.

5. 2. Mar ket Conf usi on

W thout clear, protocol-level definitions and specifications, the
term"zero trust" is often used as marketing buzzword rather than
technol ogy or product | angauge. Products with different capabilities
and features can be all |abeled as "zero trust enabl ed".

St andar di zati on can enhance clarity by clearly docunent the
requirenents for conponents to participate in ZTA systemfromthe
protocol and funtionality |evel

5.3. Gap Analysis

VWil e the | ETF and other SDOs have produced fundanmental building

bl ocks, there still |acks a conplete, interoperable ZT standard
framework. A significant gap exists between the avail abl e conponents
and a functioning ZTA control plane. Specifically, the nain gaps can
be concluded as fol |l ows.

1. *A Standardized Control Plane Protocol:* This is the central gap
There is no standard protocol for a PEP to request an access
decision froma PE, nor for the PEfPAto return a dynam c policy
decision. Today, this critical interaction is inplenented with
proprietary REST APIs with vendor-specific data nodels.
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2. *A Standardi zed Signal Exchange Protocol :* A PE' s decisions rely
on continuous streans of context (signals). While RATS defines
attestation formats, there is no standard protocol for how
di verse sources (EDR systens, threat feeds, |1dPs) publish these
signals and how a PE consunes them This prevents the creation
of a multi- vendor "nervous systenm for the ZTA

3. *A Model for Dynamic, Fine-Gained Authorization:* QAuth scopes
are often broad and long-lived. ZT demands just-in-time, |east-
privilege access. A standard is needed to nodel a request for,
and issuance of, highly specific and epheneral access rights
(e.g., "grant subject X wite access to record Y in database Z
for the next 30 seconds").

4. *A framework for dynami c and continuous trust evaluation:* The
core principle of Zero Trust is continuous verification. This
i mplies a nmechani smfor dynanically evaluating the
trustworthi ness of a subject over time. VWhile individual signals
(l'i ke device posture or user location) are inportant, there is no
standardi zed framework for aggregating these signals into a
dynami c trust score or confidence level. Furthernore, there is
no standard protocol for how this trust score is updated in near-
real -tinme and communi cated to the Policy Engine to influence
access decisions. Defining such a framework woul d enabl e
i nteroperable trust assessment nodul es and allow the PE to nake
nmor e nuanced, risk-based decisions beyond a sinple grant/deny.

6. Proposed Scope of Wirk for the | ETF

To be successful, an | ETF effort nmust have a clearly defined scope.
We propose focusing on the comruni cation interfaces between ZTA
components, directly addressing the gaps identified in Section 5. 3.

6.1. Control Plane Communi cati on Protoco

The highest priority is to define a standard protocol for a PEP to
request an access decision froma PE/PA and for the PEfPA to return a
deci sion and policy configuration. This could be a new protocol or a
profile of an existing one (e.g., using HITP APIs with a well -defined
JSON data nodel). It nust specify how to represent the subject,
resource, and context in a request, and how to represent grant, deny,
or step-up authentication decisions in a response.
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6.2. Dynanic Context and Signal Exchange Protoco

A ZTA' s decisions are only as good as the signals it receives. A
standardi zed protocol is needed for various sensors (e.g., EDR
agents, threat intelligence feeds, IdPs) to publish signals to a
centralized bus or directly to the PE. This would allow a PE to
consume signals frommultiple vendors’ security tools. This work
should align with and | everage concepts fromthe | ETF RATS and SCI TT
wor ki ng groups.

6.3. Authenticated Session Establishnment and Managenent

Whi | e TLS provides a secure channel, ZTA introduces new chal | enges.
Wirk coul d be done to standardi ze how a PA instructs a PEP to
establish a session. This mght involve profiling the use of

exi sting protocols or defining nechanisns for securely delivering
short-lived, session-specific credentials (e.g., tokens or
certificates) to the subject and/or PEP as part of an access grant.

7. | ANA Consi derations
This nmeno includes no request to | ANA
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