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1. Introduction

Segnent Routing (SR) [ RFC8402] | everages the source routing
paradi gm An ingress node steers a packet through an ordered |ist of
instructions, called "segnents".

SR can be instantiated on the MPLS data plane (MPLS-SR) and the | Pv6
data plane (SRv6). On the MPLS-SR data plane, a segnent is encoded
as an MPLS | abel, and an ordered |ist of segnents is encoded as a
stack of labels. On the SRv6 data plane, a segnent is encoded as an
| Pv6 address (SRv6 SID) [RFC8986], and an ordered |ist of segnments
is encoded as an ordered list of SRv6 SIDs in the SR header (SRH)

[ RFC8754] .

Thi s docunent describes the common failure scenarios and protection
mechani snms in SRv6 networks. Then Qperational Gui dance for
protection of SRv6 networks are proposed.

1.1. Requirenments Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

1.2. Term nol ogy
BE: Best Effort
TE: Traffic Engineering
MPLS- SR: Segnment Routing over MPLS
SRv6: Segnent Routing over |Pv6

G SRv6: Generalized SRv6 Network Progranm ng

Liu, et al. Expires 20 April 2026 [ Page 3]



Internet-Draft Operational Guidance for Protection in SRv6 COctober 2025

2. Forwardi ng over SRv6 Network

In an SRv6 network, the ingress node steers a packet through an
ordered list of segnents, which instructs the SRv6 network to
forward the packet via a specific path to the egress node. The
forwarding path is either an SRv6 BE path or an SRv6 TE pat h.

2.1. SRv6 BE Path
An SRv6 BE path is based on shortest path forwarding.

On the SRv6 data plane, the ingress PE encapsul ates the payload in
an outer |Pv6 header where the destination address is the SRv6
Service SID provided by the egress PE. The underlay P nodes between
the PEs only need to performplain IPv6 shortest path forwarding.

| | Pv6 Header |
| DA = 2001:DB8:1:1:: |

Ingress PE ---> P nodes ---> Egress PE
Figure 1: Forwardi ng over SRv6 BE
2.2. SRv6 TE Path

In an SRv6 TE path, the ingress PE steers the traffic flowinto an
SR Policy [RFC9256] with an ordered list of segnents associated with
that SR Policy. The underlay P nodes whose SIDs are part of the
segnent list are called endpoint nodes. They will be involved in the
forwardi ng path and execute the function associated with the SID.

On the SRv6 data plane, the ingress PE encapsul ates the payl oad

packet in an outer |Pv6 header with the Segnent Routing Header (SRH)
carrying the segnment list of the SR policy.
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| | Pv6 Header

| DA = 2001: DB8: 6: 1:: |
| SRH |
| Seg[0]= 2001:DB8: 1:1::

| Seg[1]= 2001: DB8: 2: 1::

| Seg[2]= 2001: DB8: 3: 1::

| Seg[3]= 2001: DB8: 4: 1::

| Seg[4]= 2001: DB8:5: 1::

| Seg[5]= 2001: DB8: 6: 1::

| Payl oad |

Ingress PE ---> P nodes ---> Egress PE

Figure 2: Forwardi ng over SRv6 TE

I f Conpressed Segnment List encoding is enabled in the SRv6 network
[ RFC9800], the segnent list in the SRHw Il be encoded in the
conpressed way. The conpressed SRv6 Segnent-List encodi ng can
optinize the packet header |ength by avoiding the repetition of the
Locator-Block and trailing bits with each individual SID.

The G SRv6 nechanismw |l be used as an exanple for the encoding of

SRv6 TE path in this docunent. Figure 3 shows the encapsul ati on of
packet using the G SRv6 nmechani sm
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| | Pv6 Header

| DA = 2001: DB8: 6: 1:: |
| SRH |
| Seg[ 0] = 2001: DB8: 1:1:: |
| Seg[ 1] = 2:1]3:1]4:1]5:1

| Seg[ 2] = 2001: DB8: 6: 1:: |
| Payl oad |

Ingress PE ---> P nodes ---> Egress PE

Figure 3: Forwardi ng over G SRv6 Encoded TE
3. Considerations for Protection Mechani sns

Two main categories of protection mechanismin SRv6 networks are
described in this section: path protection and egress protection

Pat h protection works when the failure occurs along the forwarding
pat h, including SRv6 BE paths and SRv6 TE paths. Path protection is
further divided into | ocal protection, which is perfornmed by the
node adjacent to the failed conponent, and end-to-end protection,
which is performed by the ingress PE node.

In multi-homed scenarios, egress protection works instead when the
failure occurs on the egress PE node, and traffics will be forwarded
to anot her backup Egress PE node. Egress protection can be perforned
by either local repair or ingress node switchover

The corresponding |iveness check mechani snms are al so descri bed al ong
with the protection nechani sns.

3.1. Considerations for Path Protection
3.1.1. Local Proctection

Local protection is perforned by the node adjacent to the failed

conponent using fast-reroute techni ques [ RFC5286] [ RFC5714]. The

common mnet hod of local repair is to provide a repair path for the
destination avoiding the fail ed conmponent.

[I-Dietf-rtgwy-segment-routing-ti-Ifa] describes the Topol ogy

I ndependent Loop-free Alternate Fast Re-route technol ogy (TI-LFA)
usi ng Segnent Routing, which is able to provide a | cop free backup
path irrespective of the topol ogies used in the network. the
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destination. On the SRv6 data plane, the TI-LFA repair path is
encoded as an SRv6 SID list, and encapsulated in the SRH along with
an outer |Pv6 header.

When | ocal protection occurs, it changes the packet forwardi ng path,
typically applicable in scenarios with | ow SLA requirenents. Wen
configuring local protection, the follow ng factors shoul d be
consi der ed:

0 The scope of prefixes to be protected, to avoid cal cul ating
backup paths for all 1GP prefixes and to prevent excessive
resource consunpti on.

o

According to the topol ogy plan, configure |ocal protection
reasonably. If the network topology is |oop-free, there is no
need to enable the TI-LFA function

0 Control the interfaces to be protected, enabling |ocal protection
only on specific interfaces.

o Wiaen mul tiple backup paths exist, set policies to control the
sel ection of the backup path based on network planning.

0 Set a reasonable delay tine based on the network scale to avoid
tenmporary congestion; it is usually reconmended to set the tine
between 5 to 30 seconds.

0 In cases where nultiple points of failure may exi st on | oca
|links, consider configuring the FRR function with shared risk
gr oups.

3.1.2. Liveness Check for Local Protection

In order to perceive the failures of |inks and nei ghbors, a node
shoul d nmonitor the |liveness of its adjacent conponents.

[ RFC5880] and [ RFC7880] provide wi dely used nechanisns for |iveness
check, called Bidirectional Forwarding Detection (BFD) and Seaml ess
Bi di rectional Forwarding Detection (S-BFD).

O her OAM net hods, such as Ping, TWAMP or STAMP, nay al so be used
for liveness check for local protection

When depl oyi ng | ocal protection nechanisns, the follow ng factors
shoul d be consi der ed:
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0 Detection Requirenents If the detection requirenment is | ess than
100ms, it is recommended to configure BFD (Bidirectiona
For war di ng Detection).

0 Local Interface State Detection Local protection typically
monitors the state of the egress interface. This can be achieved
by configuring BFD or other OAM nmechanisnms tied to the interface
state.

0 BFD Session Optimzation If BFD is already configured for | GP
nei ghbor detection, the same BFD session can be used to nonitor
the next-hop state. This elinmnates the need for a separate BFD
session for the primary path, reducing the total nunber of BFD
sessi ons.

0 Alternative Detection Protocols In scenarios where TWAMP ( Two- V\ay
Active Measurenent Protocol) or STAMP (Sinple Two-Way Active
Measurenment Protocol) is already depl oyed, these protocols can be
used not only for link quality detection but also
for reachability verification. If performance requirenents are
not stringent, configuring BFD may not be necessary.

3.1.3. Mcro-Loop Avoi dance

On the SRv6 data plane, the | oop-free post-convergence path is
encoded as an SRv6 SID list, and encapsulated in the SRH along with
an outer |Pv6 header.

To effectively configure mcro-loop prevention, the foll ow ng
gui del i nes shoul d be consi dered:

0 Default Duration It is recommended to set the m cro-I oop
prevention duration to 5 seconds as a default val ue.

0 Adjusting Duration for Larger Networks: As the network scale
i ncreases, the overall convergence tinme may al so increase. In
such cases, the duration of mcro-loop prevention can be adjusted
accordingly to align with the extended convergence tine.

0 Local vs. Renbte M cro-Loop Prevention: Mcro-loops can be caused
by either local |ink changes or renmpte |ink changes. Dependi ng on
the specific scenario, operators can choose to enabl e.

3.1.4. End-to-End Protection
End-to-end protection lets the ingress PE node be in charge of the
failure recovery. The ingress node should steer the flow fromthe
failed path into another alive path.
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In the case of SRv6 TE path, the SR Policy itself allows for
mul ti pl e candi date paths, of which at any point intime there is a
single active candidate path that is provisioned in the forwarding
pl ane and used for traffic steering [ RFC9256]. The candi date path

wi th highest preference is selected as the primary path, and the
candi date path with second hi ghest preference can be selected as the
hot - st andby backup. When the primary candi date path fails,

swi tchover to the backup candi date path can be triggered by fast re-
route mechani sm

If all the candidate paths fail, the ingress node nmay use SRv6 BE
path for best-effort forwarding as a backup

To effectively configure End-to-End prevention for SRv6 Policy, the
foll owi ng gui delines should be consi dered:

0 Hot Standby for SRv6 Policy: Enable the hot standby feature for
SRv6 Policy to pre-configure the suboptimal candidate paths in
the forwarding plane.

o End-to-End Detection: Ensure that End-to-End detection is enabl ed
for both the primary path and the backup path.

0 Reversion Delay: Configure a reasonable reversion delay to avoid
swi tching back to the primary path too quickly after fault
recovery. The recomrended value is 5 seconds.

o Multiple Suboptinmal Paths for Sequential Backup: In rea
depl oynents, multiple candidate paths nay fail simnultaneously. It
is reconmended to configure nultiple suboptinmal candidate
paths to forma sequential backup, enhancing perfornmance in
scenarios with multi-point failures.

Escape to Best Effort (BE) Path : If all SRv6 Policy paths fail
configure whether to escape to a Best Effort (BE) path based
on busi ness requirenents.

o

3.1.5. Liveness Check for End-to-End Protection

It is essential that the ingress PE node shoul d check the end-to-end
|iveness of paths, including primary path and backup path. So that
the ingress PE node can perceive the path failure and then trigger
the switchover.

In the case of SRv6 TE path, BFD or S-BFD can be used to nonitor the

liveness of SR Policy at the level of segnent list. If all the BFD
sessions associated with segment lists in a candidate path are down,
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the candidate path is deened to be failed. If all the candidate
paths are failed, the SR Policy is deened to be fail ed.

Moreover, If the SRv6 TE path is strict (every hop along the path
appearing in the SIDlist), the reverse path of the BFD packets
shoul d be the same with the forward path. Qherwise, a failure in
the reverse path may lead to m sjudgnment of the SR Policy’s
liveness. To achi eve the consistence of forward path and reverse
pat h, the egress node should be instructed to use specific path to
send packets back to the ingress node.

O her OAM net hods, such as Ping, TWAMP or STAMP, nay al so be used
for liveness check for end-to-end protection, which will not be
enunerated here in detail.

Local protection and end-to-end protection may both be used in the
same SR network. Since the speed of failure detection for |oca
protection is faster than end-to-end protection, |ocal protection
usual ly performs the local repair in advance, which allows the path
to remain alive. In this case, the ingress node will not perceive
the failure and does not need to trigger end-to-end protection

To effectively configure Liveness Check for End-to-End prevention in
SRv6 Policy, the follow ng guidelines should be consi dered:

Consi stent Round-Trip Path for Strict Paths Wen the SRv6 Policy
path is a strict path, it is reconmended to enable the consistent
round-trip path feature for detection packets. This prevents the
backup path from being nm stakenly marked as DOAN due to inconsistent
pat hs.

o Detection Tine for Inconsistent Paths If the round-trip path for
detection packets is inconsistent, ensure that the detection
timeout for the backup path is longer than that of the primary
pat h. For exanple, when using BFD, configure:

Primary path tinmeout: 50ns
Backup path timeout: 150ns
0 No-Bypass for Detection Packets Wen | ocal protection is enabled
on internedi ate devices, it may prevent the End-to-End detection
frommarking the path as DOM. To address this, enable the no-

bypass feature for detection packets, ensuring they do not take
the protection path at internedi ate nodes.
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o Encapsul ati on Mode for Detection Packets Configure
the encapsul ati on node for detection packets, such as Encap
mode or Insert node. For reduced payl oad overhead, use Insert
nmode. For full conpatibility with detection protocols, use Encap
node.

3.2. Considerations for Egress Protection

If the failure occurs on the egress PE node, the TI-LFA or the hot-
st andby backup candi date path of SR Policy will not work. To provide
protection, the packet should be forwarded to anot her backup Egress
PE node, if it exists.

3.2.1. Local Repair

In the case of egress PE node failure, the local repair node, which
is usually the penultimte hop on the SRv6 path, should forward
packet to another Egress PE node. If a failure occurs on the link
between PE and CE, that PE should work as the |ocal repair node and
forward packet to another Egress PE node. That nechanismis beyond
the scope of this docunent.

3.2.2. Ingress Node Switchover

If there are multiple egress PE nodes, the ingress PE node receives
all their advertisenents of the same service, and builds paths for
each of themrespectively. The ingress PE node may use Fast Reroute
(FRR) for these different paths. Wen the primary egress PE node
fails, the ingress node steers the flowto the path belonging to
anot her egress PE node for protection.

BFD can be used to monitor the |liveness of the service SID, |ocator
or interface address of the egress PE node. If the BFD session is
down, the egress PE node is deened to be unreachable. The ingress PE
node may al so use the IGP routes of the locator or interface address
of the egress PE node to evaluate if that egress PE node is alive.
The |1 GP convergence is slower than BFD, but it can be useful in sone
cases. For exanple, in the BGP-based VPN service network, the

i ngress node switchover based on | GP convergence of egress PE routes
is usually faster than BGP convergence of VPN routes.

Egress protection and path protection may both be used in the sane
SR network. Among the different paths to the same egress PE node and
the paths to different egress PE nodes, one is selected as the
primary path and others are used as backup. The priorities of
mul ti pl e backup paths may be deci ded by the egress-node-first
strategy or the TE-first strategy.
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By the Egress-node-first strategy, paths to the primary egress PE
nodes are prioritized. For exanple, if a failure occurs on the
primary path, the ingress PE node will select another path stil

|l eading to the primary egress PE nodes. Unless all the paths to the
primary egress PE node are failed, the ingress PE node would use the
path to the backup egress PE node.

By the TE-first strategy, SRv6 TE paths to any egress PE node have
hi gher priorities than SRv6 BE paths. For example, if a failure
occurs on the primary path and there is no other alive SRv6 TE path
to the primary egress PE node, the ingress node will select an SRv6
TE path to the backup egress PE node, rather than an SRv6 BE path
still leading to the primary egress PE node.

4. Operational Cuidance
This section will introduce the operational gui dances of protection
for SRv6 networks. Section 4.1 describes the depl oynent options,
Section 4.2 describes the single-homed scenario, and Section 4.3
describes the nulti-honed scenario. In the followi ng scenarios, we
assune that both SRv6 BE paths or SRv6 TE paths are used in the sane
network to steer traffics with different requirenents.

4.1. Depl oynment Options

When depl oyi ng SRv6 protection, the follow ng factors SHOULD be
consi der ed:

0 Egress Protection Strategy

Det ermi ne whet her the service operates in a single-homed or nulti-
honmed scenario. Sel ect between SRv6 TE or BE forwardi ng. Wen

i mpl ementing SRv6 TE, incorporate multi-path protection nechanisns.
0 Protection Deployment Location

Protecti on mechani sms shall be optim zed according to node roles
(ingress, midpoint, or egress) and SLA requirenents to ensure
appropriate protection strategies are depl oyed.

0 Multi-Level Protection Coordination

Protection achi eves optimal effectiveness when activated at the
initial failure point, though its coverage scope requires concurrent

eval uati on.

0 Recommended Protection Wrkfl ow
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Local Protection Tier: Internediate nodes (e.qg., via TlI-LFA)
initiate primary failure recovery.

Path Protection Tier: SRv6 End-to-End protection engages if |oca
mechani snms fail.

BE Fal | back Tier: Traffic defaults to SRv6 BE when all TE paths are
unavai |l abl e.

Egress Redundancy Ti er: Backup egress nodes assune traffic upon
primary egress failure.

Note: Hierarchical protection intervals nmust be configured
judiciously to ensure coordi nated operation across all tiers.

4.2. Single-honed Scenario

CE1- - PE1-- - - - P1---- PE3--CE2

I

I

I I
PE2----- P2---- PE4

In the single-homed scenario, the conbination of follow ng
mechani sms can be used for the protection of SR network:

o TI-LFA
o Multiple Candi date Paths
o BE as Backup for TE

For traffics steered by SRv6 BE paths, protection is perforned
locally by the node adjacent to the fail ed conmponent using TIl-LFA
mechani sm BFD for |inks and neighbors are used as triggers of TI-
LFA.

For traffics steered by SRv6 TE paths, in sone cases, end-to-end
protection (swtchover to backup candi date path) is preferred over
| ocal protection (TlI-LFA) due to SLA requirenments. BFD or S-BFD i s
enabled to monitor the liveness of candidate paths. If the main
candidate path is down, the SR Policy will switch to the backup
candi date path. In some other cases, local protection is preferred
over backup candi date path due to the requirenents of traffic
restoring tine, like |l ess than 200ns.
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0 In the cases with high SLA requirements: For strict SRv6 TE path,
TI-LFA is not used along the path. For |oose SRv6 TE path, loca
protection only works for the | oose part on the path.

0 In the cases with fast traffic restoring requirenments: TI-LFA
preforms | ocal protection in advance. The ingress node wll
perceive the failure on the main candi date path after routing
convergence, and then switch to backup candi date path.

In addition, SRv6 BE path can be used as a final backup for SRv6 TE
path in case of multi-point faults. Wen all candidate paths of an
SR Policy are failed, the traffics will be switched to the SRv6 BE
pat h i nstead of being dropped. Except for the cases where dropping
is nore preferred due to strong SLA requirenents or where there is
no requirenment of fast traffic restoration for multi-point faults.

4.3. Multi-homed Scenario

PE1----- P1---- PE3
|\

I
|
| | CE2
|
PE2-- - - - P2- - - - PE4

In the multi-honmed scenario, egress protection is also taken into
consi deration besides path protection. In addition to the nechanisns
mentioned in the previous single-honed scenario, the foll owi ng ones
are also used for the protection of SR network:

0 I ngress Node Switchover to Backup Egress Node

The ingress node nonitors the |iveness of egress nodes, such as
enabl ing BFD for egress nodes, or validating | GP routes of egress
nodes. Wen the failure occurs on the nmain egress node, the ingress
node performs the switchover fromthe nmain egress node to the backup
egress node. This mechani smworks for both the traffics steered by
SRv6 TE paths and SRv6 BE paths in the multi-home scenario. Note
that, in the multi-honed scenario, the ingress node sw tchover works
anong the paths towards different egress nodes. Taking the SRv6 TE
pat hs as an exanple, the ingress node swtches anong nmultiple SR
Policies with different endpoints, while in the single-homed
scenari o the ingress node switches anmong nul tipl e candi date paths
within the sane SR Poli cy.
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In the cases with fast traffic restoring requirenments, |like |ess
than 200ns, the local repair for egress node failure should be
depl oyed.

The path protection is the sanme as the previous single-honmed
scenari o0s.

4. 4. Liveness Check

As described in Section 4.2 and 4.3, BFD/S-BFD is used to nonitor
the liveness of |inks, neighbors, SR Policies and egress nodes.

The BFD tinme interval for links and neighbors is recomended to be
10ns * 3 and thus the local protection provided by TI-LFA woul d
restore traffics in | ess than 50mns.

The BFD tinme interval for nmain candidate paths of SR Polices is
recommended to be 50ms * 3, while the time interval for backup
candi date paths can be relaxed to 100ms * 3. Thus, the end-to-end
protection would restore traffics in |less than 300ms.

The BFD tine interval for egress nodes is recommended to be 50ns *
3.

5. Considerations for SRv6 Segnment List Conpression

[ RFC9800] enabl es a conpressed encodi ng of the SRv6 Segnent List in
the SRH, which can reduce the SRv6 encapsul ation size. The SRv6
Segnent - Li st conpressi on may have an effect on the protection of
SRv6 networ ks, which is discussed in this section.

5.1. TI-LFA with CSID

When SRv6 Segnent List conpression is enabled, the repair node may
check the conpression capabilities of nodes along the repair path
and try to use C-SIDS to encode the repair path.

If NEXT-C-SID flavors are preferred, the TI-LFA repair list consist
of the End SID with NEXT-C-SID fl avor of the P node and the End. X
SID(s) with NEXT-C-SID flavor of the path from P node to Q node,
except for the last End. X SID which nust not have NEXT-C-SID flavor.
In addition, the End SID nmust be a global CSID, and the End. X
SID(s) can be local C SID(s).

If REPLACE-C-SID flavors are preferred, the TI-LFA repair |ist

consist of the End SID with REPLACE-C-SID flavor of the P node and
the End. X SID(s) with REPLACE-C-SID flavor of the path from P node
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to Q node, except for the last End. X SID whi ch nust not have
REPLACE- C-SI D fl avor.

5.2. Mcro-Loop Avoidance with C SID

If SRv6 Segment List conpression is enabl ed, the convergi ng node nay
check the conpression capabilities of nodes al ong the post-
convergence path and try to use G- SIDs to encode the path.

The TI-LFA nechani sm can be used to conpute the | oop-free post-
convergence path. If so, the building of TI-LFA repair list with C
SIDs is sinmlar with the previous section

6. Considerations for MSD Check

When cal culating the | abel stack in SRv6é TI-LFA and mcro-|oop
prevention scenarios, if the current node does not strictly verify
the Maxi mum SI D Depth (MSD) supported by nodes al ong the path,
traffic may fail to forward according to the | abel stack. To address
this issue, the follow ng guidelines should be considered during
depl oynent :

0 Enable MSD Strict Check Configure MSD strict check to ensure the
current node rigorously verifies the MsSD supported by nodes al ong
the path.

o Inpact of MSD Strict Check After enabling MSD strict check, if
the supported MSD of any node along the path is | ess than the
required | abel stack depth, the |abel stack cannot be forned.

By enabling MSD strict check, network operators can ensure that the
| abel stack is conpatible with the MSD capabilities of all nodes

al ong the path, preventing forwarding failures and inproving network
reliability.

7. Considerations for SRv6 Path MIU

SRv6 uses IPv6 as the forwarding plane, it is essential to

consider MIU inpacts to avoid packet discards and optim ze bandwi dth
utilization. To address this, the follow ng guidelines should be
fol | owed when planning and configuring SRv6 Path MU

0 Reserve Additional SRH Header Length: Wen configuring SRv6 Path
MIU, reserve additional space for scenarios such as Tl-LFA
FRR, mcro-loop prevention, or Egress protection, which introduce
extra Segnent Routing Header (SRH) |ength. This reserved |ength
is inplemented by configuring a Path MIU reserve val ue at the
SRv6 headend node.
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10.

10.

0 Active Path MIU Cal cul ation: The Active Path MIU can be
cal cul ated by subtracting the reserved value fromthe
configured SRv6 Path MU

0 Recomended Reserve Val ue: A reserve value of 72 bytes is
recommended to acconmmodat e the additional SRH header |ength
i ntroduced in various scenari os.

Security Considerations

TBD.

I ANA Consi derations

Thi s docunent has no | ANA acti ons.
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Appendi x A. Exanpl es
Figure 6 is used as a reference topology to illustrate the
depl oynents of protection in SR networks. PEl1 and PE3 are primary PE
nodes for VPN service access. PE2 and PE4 are used as backup. The
prefix of CE2, along with VPN service SID, is advertised by BGP

routes from PE3 and PE4 to PE1 and PE2. The VPN traffic is from CEl
to CE2.

\ SN

Figure 6: Reference Topol ogy
The link netrics are configured as foll ows:

o Metrics of PEl-P2, PE2-P1, P1-P4, P2-P3, P3-P6, P4-P5, P5-P8, P6-
P7, P7-PE4, P8-PE3, PEl-PE2 and PE3-PE4 |inks are 11.

0 Metrics of all other links are 5
o Link metrics are bidirectional
A. 1 Exanpl e of SR BE Scenario

BE scenario: SR BE paths are used to steer the VPN service. The
depl oynents of protection are as foll ows:

0 All nodes enable TI-LFA for |ocal protection
0 All nodes enable BFD for |inks and nei ghbors.

0 Ingress PE node enables FRR of SR BE path to backup egress PE
node for service protection

0 I ngress PE node enabl es BFD for egress PE node to nonitor the
Iiveness of SR BE path.

Assume that the data plane is MPLS-SR. The MPLS | abel s are assigned

using the following rules (just for the conveni ence of
illustration).
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Nodel D: n for PEn, n+10 for Pn
Prefi x-Sl D 16000 + Nodel D
Adj - SI D 24000 + Nei gbor Nodel D
VPN | abel : 90000 + Nodel D

For exanple, the |labels assigned on PE1 and P8 are as foll ows.

PE1:
Prefi x-Sl D: 16001
VPN | abel : 90001
For PE1l->P1:
Adj - SI D 24011
For PEl->P2:
Adj - SI D 24012
P8:
Prefi x-Sl D: 16018
For P8->P5:
Adj - SI D 24015
For P8->P6:
Adj - SI D 24016
For P8->P7:
Adj - SI D 24017
For P8->PE3:
Adj - SI D 24003
For P8->PE4:
Adj - SI D 24004

PE1 installs the SR BE path to PE3 with the | abel stack of [16003,
90003] as the primary next-hop for the VPN flow. Meanwhile, PEl al so
installs the SR BE path to PE4 with the | abel stack of [16004,

90004] as the backup next-hop

PE1 enabl es BFD for Prefix-SID 16003 and 16004 to nonitor the
i veness of SR BE paths.

TI-LFA is enabled on all nodes. Take Pl for exanple. The shortest
path fromP1 to PE3 is via neighbor P3. In order to provide |oca
protection for P3 node failure, Pl conmputes and installs the repair
pat h P1->P2->P4->P6, using [16014, 24016] as the | abel stack

Al'l nodes use BFD to nonitor the liveness of |inks and adjacent
nodes.

Under normal circunstances, PEl1 encapsul ates the VPN payload in a
| abel stack of [16003, 90003].
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Assunme that a failure occurs on P3. The fail-tinmer of BFD from Pl to
P3 expires, so Pl perceives the failure. When Pl forwards the VPN
packet, the TI-LFA repair path is used. Then, Pl pushes [16014,
24016] onto the | abel stack. The packet is forwarded in the repair
pat h P1->P2->P4->P6 according to the top two |abels. So the failure
is repaired by |ocal protection

Assune that a failure occurs on PE3. TI-LFA does not work and the
packets along the SR BE path are dropped. Then the BFD session from
PE1 to Prefix-SID 16003 is down, so PEl triggers the switchover to
the SR BE path to PE4 and encapsul ates the VPN payload in the | abe
stack of [16004, 90004]. After that, the VPN traffic fromCEl to CE2
is recovered.

Assume that a failure occurs on |ink PE3-CE2. Since the BFD session
fromPEl1 to Prefix-SID 16003 is still alive, PEl continues to
forward the VPN packets to PE3. Wen PE3 receives the packet, it
pops all the | abels, |ooks up the VPN table and forwards the packet
to CE2. However, the link PE3-CE2 is failed. So PE3 selects the FRR
alternate next-hop which is the SR BE path to PE4. Then PE3
encapsul ates the packet in the |abel stack of [16004, 90004], and
forwards it through the |ink PE3-PE4.

A. 2 Exanple of SR TE Scenario

TE scenario: SR TE paths are used to steer the VPN service. The
depl oynents of protection are as foll ows:

o lnthe SR Policy of SR TE strict path, disjoint backup candi date
path is used as hot standby for end-to-end protection.

o

I ngress PE node uses SR BE pat hs as backup for end-to-end
protection of SR TE paths.

0 Ingress PE node enables BFD for SR Policy. In the case of SR TE
strict path, the reverse path of BFD packet keeps consistent with
forward path.

0 I ngress PE node enables BFD for |ocator of egress PE node to
monitor the |iveness of SR BE path.

0 Ingress PE node enabl es FRR of paths to backup egress PE node for
service protection.

0 All nodes enable TI-LFA for local protection. Al nodes enable
BFD for |inks and nei ghbors.
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In this scenario, the SR TE strict path is used to steer the VPN
traffic flows to the primary egress node PE3, and the SR TE | oose
path is used for the backup egress node PE4.

Assunme that the data plane is SRv6. The SRv6 SIDs are assigned using
the following rules (just for the convenience of illustration), wth
G SRv6 conpression enabl ed.

Nodel D: An for PEn, Bn for Pn

Locat or: 2001: DB8: Nodel D: : / 48

End SI D Locator: 1::

End SID with COC Locator: 2::

End DT: Locator:100:: (Only for PE nodes)
End. X SI D Locat or: Nei gbor Nodel D + F1::

End. X SID wi th COC: Locat or: Nei gbor Nodel D + F2::

For exanple, the SRv6 SIDs assigned for PEL and P8 are as foll ows.
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PE1:

Locat or: 2001: DB8: Al: : /48
End SI D 2001: DB8: Al: 1::
End SID with COC: 2001: DB8: Al: 2::
End DT: 2001: DB8: Al: 100:
For PE1l->P1:

End. X SI D 2001: DB8: Al: B1F1: :

End. X SID with COC: 2001: DB8: Al: B1F2::
For PE1l->P2:

End. X SI D: 2001: DB8: Al: B2F1: :

End. X SID with COC: 2001: DB8: Al: B2F2:

P8:

Locat or: 2001: DB8: B8: : / 48
End SI D 2001: DB8: B8: 1::
End SID with COC: 2001: DB8: B8: 2: :
For P8->P5:

End. X SI D 2001: DB8: B8: B5F1:

End. X SID with COC. 2001: DB8: B8: B5F2: :
For P8->P6:

End. X SI D: 2001: DB8: B8: B6F1: :

End. X SID with COC: 2001: DB8: B8: B6F2: :
For P8->P7:

End. X SI D 2001: DB8: B8: B7F1:

End. X SID with COC. 2001: DB8: B8: B7F2: :
For P8->PE3:

End. X SI D: 2001: DB8: B8: A3F1: :

End. X SID with COC: 2001: DB8: B8: A3F2: :
For P8->PE4:

End. X SI D 2001: DB8: B8: A4F1:

End. X SID with COC: 2001: DB8: B8: A4F2: :

The SR Policies on PE1 are configured as follows:
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SR Policy 1 (Strict Path to PE3)
Candi date Path 1
Pref erence: 20
Segnent List: 2001: DB8: Al: B1F2: :, 2001: DB8: B1: B3F2: :,
2001: DB8: B3: B5F2: :, 2001: DB8: B5: B7F2: :, 2001: DBS8: B7: A3F1:
Candi date Path 2
Preference: 10
Segment List: 2001: DB3: Al: B2F2: :, 2001: DB8: B2: B4F2: : ,
2001: DB8: B4: B6F2: :, 2001: DBS8: B6: B8F2: : , 2001: DB8: B8: A3F1:

SR Policy 2 (Loose Path to PE4)
Candi date Path 1
Preference: 20
Segnent List: 2001: DB8: B4:2::, 2001: DB8: B8: 2::,2001: DB8: A4: 1:

PE1 installs SR Policy 1, which is the SR TE strict path to PE3, as
the primary next-hop for the VPN flow. SR Policy 1 has two disjoint
candi date paths. The candi date path with higher preference is

sel ected as the primary candi date path, and the candidate path with
| ower preference is selected as hot standby backup

Meanwhil e, the SR BE path to PE3, the SR TE | oose path to PE4 (SR
Policy 2), and the SR BE path to PE4 are also installed as backup
next - hops. The priorities of nmultiple backup paths may be deci ded by
either of the egress-node-first strategy or the TE-first strategy.
Egress-node-first strategy:

o primary: SR TE path to primary egress node PE3 (SR Policy 1)

0 backup(1lst priority): SR BE path to primary egress node PE3

0 backup(2nd priority): SR TE path to backup egress node PE4 (SR
Policy 2)
0 backup(3rd priority): SR BE path to backup egress node PE4

TE-first strategy:

o primary: SR TE path to primary egress node PE3 (SR Policy 1)

0 backup(1lst priority): SR TE path to backup egress node PE4 (SR
Policy 2)

0 backup(2nd priority): SR BE path to primary egress node PE3

0 backup(3rd priority): SR BE path to backup egress node PE4

Liu, et al. Expires 20 April 2026 [ Page 25]



Internet-Draft Operational Guidance for Protection in SRv6 COctober 2025

Egress-node-first strategy is used as an exanpl e bel ow.

PE1 enables BFD for SR Policy 1 and SR Policy 2 to nonitor the
Iiveness of SR TE paths. For SR Policy 1 which is the strict path,
the forward and reverse paths of BFD packet should be the sane. For
exanple, the primary path of SR Policy 1 is

PE1- >P1- >P3- >P5- >P7- >PE3, so the reverse path shoul d be

PE3- >P7- >P5- >P3- >P1- >PE1. A segnent |ist of such reverse path is
installed on PE3. PEl1 may send BFD packet with the segnent |ist of
SR Policy 1 along with the BSID of reverse path. Wen the BFD packet
is forwarded along the strict path to PE3, PE3 will add an outer

| Pv6 header with SRH carrying the segnent |ist of

[ 2001: DB8: A3: B7F2::, B7:B5F2, B5:B3F2, B3:BlF2, Bl: A1F1], which
instructs the packet to be forwarded al ong the sane strict path back
to PEL.

PE1 enabl es BFD for |ocator 2001: DB8: A3::/48 and 2001: DB8: A4::/48 to
nmonitor the liveness of SR BE paths.

TI-LFA is enabled on all nodes. BFD are used to nmonitor the |iveness
of links and adjacent nodes.

Under nornal circunstances, PEl1 encapsul ates the VPN payload in an
outer | Pv6 header with SRH carrying the segment list of primary
candi date path of SR Policy 1 along with the VPN SID advertised by
PE3. Using G SRv6 conpression, the segnment list will be encoded as
[ 2001: DB8: Al: B1F2::, B1l:B3F2, B3:B5F2, B5: B7F2, B7: A3F1

2001: DB8: A3: 100::].

Assunme that a failure occurs on P3. The packets are dropped since
the failed P3 is on the path. The BFD session of the segment list in
the primary candi date path of SR Policy 1 is down, so PEl triggers
the switchover to the backup candidate path of SR Policy 1. Then PE1l
encapsul ates the VPN payload in an outer |Pv6 header with SRH
carrying the segnment |ist of [2001: DB8: Al: B2F2::, B2: BAF2, B4: B6F2,
B6: BBF2, B8: A3F1, 2001: DB8: A3:100::].

Bef ore the recovery of P3, assune that P8 also fails. The BFD
session of the segnment list in the backup candidate path of SR
Policy 1 is also dowmn. Then PE1l triggers the switchover to the 1st
priority backup next-hop which is the SR BE path to PE3. PEl
encapsul ates the VPN payload in an outer |Pv6 header where the
destination address is 2001: DB8: A3: 100: :

Assume that a failure occurs on PE3. Both the BFD sessions of SR
Policy 1 and | ocator 2001: DB8: A3::/48 are down, which neans the
primary next-hop and the 1st priority backup next-hop are down. So
PE1 triggers the switchover to the 2nd priority backup next-hop,
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which is the SR TE | oose path to PE4. Then PEl encapsul ates the VPN
payl oad in an outer |Pv6 header with SRH carrying the segnment |ist
of [2001:DB8:B4:2::, B8:2, A4:1, 2001: DB8: A4:100::].

Bef ore the recovery of PE3, assune that a failure occurs on P6. The
fail-timer of BFD from P4 to P6 expires, so P4 perceives the
failure. When P4 forwards the VPN packet, the TI-LFA repair path is
used. Then, P4 encapsul ates the packet in an outer |Pv6 Header with
SRH carrying a conpressed segnment-list of [2001: DB8: B5: 2::

B5: B7F1] . The packet is forwarded in the repair path P4->P3->P5->pP7
according to the outer | Pv6 Header and SRH. So the failure is
repaired by |ocal protection.

Bef ore the recovery of PE3, assume that a failure occurs on P8. When
P6 forwards the VPN packet to destination address 2001: DB8: B3: 2:
which is one of the segnents in the segnent list of SRH, the TI-LFA
on P6 does not work, since the failed node P8 is the destination. So
the packets are dropped. The BFD session of SR Policy 2 is down, and
PE1 triggers the switchover to the 3rd priority backup next-hop
which is the SR BE path to PE4. Then PEl1 encapsul ates the VPN

payl oad in an outer |IPv6 header where the destination address is
2001: DB8: A4: 100::. If the routing convergence is not conpleted at
the nmonent, P6 will use TI-LFA repair path P6->P5->P7->PE4 to
forward the packet. After the routing convergence is done, P nodes
will forward the packet al ong new shortest path excludi ng P8.

Assune that a failure occurs on link PE3-CE2. This is simlar with
the sane failure in section 4.3. The BFD session is still alive, PE1l
continues to forward the VPN packets to PE3. PE3 will select the FRR
alternate next-hop for CE1l and forward the packet to PE4 with SR BE
pat h.
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