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Abst ract

Thi s docunent ainms to provide a concise overview of the conmon
probl enms encountered during SRv6 depl oyment and operation, which
provi des foundations for further work, including for exanple of
potential solutions and best practices to navigate depl oyment.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft docunments valid for a nmaxi num of six

mont hs and rmay be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1lid-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://wwv. ietf.org/shadow htm

This Internet-Draft will expire on March 25, 2026.
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1.

I nt roducti on

Segnment Routing over I Pv6 (SRv6) is a new technol ogy that builds
upon the existing IPv6 infrastructure to offer programuabl e data

pl ane capabilities. This allows for nore granular control over
traffic forwardi ng, enabling flexible and scal abl e network desi gns.
Wil e SRv6 presents numerous potential benefits, such as inproved
traffic engineering, optimzed resource utilization, its depl oynent
and operation come with certain chall enges.

Thi s docunent ainms to provide a concise overview of the common

probl ems encountered during SRv6 depl oynments and operations, which
provi des foundations for further work, including for exanple
potential solutions and best practices to navigate deployment . By
under st andi ng these chal | enges and exploring mitigation strategies,
network adm ni strators can make i nforned deci sions when inpl enenting
and nmanagi ng SRv6 networks.

Thi s docunent identifies a nunber of Depl oynent and Operation
Probl ems (DOPs) that require additional work within |IETF.

1.1. Requirenents Language

2.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here.

SRv6 Network M gration

2.1. SRv6 Mgration from MPLS Net wor ks

In the evolution fromnon-SRv6 networks to SRv6 networks, the
mgration from MPLS to SRv6 represents the nost typical and conmon
scenario. This process requires addressing the follow ng key

chal | enges:

Ensuring interoperability between MPLS and SRv6 during the
transition.

Avoi di ng service interruptions to existing VPN services.

Supporting snooth mgration paths with mnimal depl oynment and
operational conplexity.
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Figure 1: Intra-domain SRV6&MPLS Coexi Stence

SRv6 and MPLS Coexi stence nmeans a network that supports both SRv6
and MPLS in a given domain. This nmay be a transient state when
brownfield MPLS network upgrades to SRv6 or permanent state when
some devices are not capable of SRv6 but supports native |IPv6 and
MPLS. A snooth transition froman MPLS network to an SRv6 network is
required. For instance, deploy dual-stack tunnels for VPN over MPLS
and VPN over SRv6, with MPLS and SRv6 sharing VPN instances. \Wen
the next hop of the route is an I Pv4 address, iterate through the
MPLS tunnel ; when the next hop is an I Pv6 address, iterate through
the SRv6 tunnel. Prefer VPN routes based on SRv6. Once the
transition is conplete, the MPLS tunnel can be renoved. Wen
operating both MPLS and SRv6 concurrently, key considerations arise
regarding how to ensure effective protection during failures, as
well as how to manage the increased conplexity of performance
monitoring and optim zation deployment. So it becomes critical to
address methods for reducing the conplexities associated with

depl oynent and operational maintenance.

+----- P1------ +----- P3------ +----- P5------ +----- P7------ +
I I I I I
I I I I I
PE1 ABR ABR ABR PE2
| | | | |
I I I I I
+----- P2------ +----- P4------ +----- P6------ +----- P8------ +
<....SRv6....><..... MPLS....><....SRv6....><..... MPLS....>
S EVPN L2VPN L3VPN. . . .. ... o e >
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Figure 2: Inter-domain SRV6&MPLS Coexi stence

Ensuring seam ess interworking between | egacy MPLS networ ks and
new y depl oyed SRv6 networks in |ong-term coexi stence scenari os
presents significant challenges, particularly in nulti-domain
architectures where each donai n operates independent |IGP instances
and enpl oys a single data plane type for both overlay and underl ay.
The potential cascading of MPLS and SRv6 domai ns introduces

conpl exities in guaranteeing end-to-end path quality requirenents
such as latency, bandwidth, and reliability when traffic traverses
t hese heterogeneous data planes. Additionally, achieving rapid end-
to-end path convergence during failures requires robust mechani sns,
especi al |y when edge nodes nust performroute regeneration and re-
adverti senent functions between different address famlies |ike EVPN
and VPNv4 or VPNv6, while mninzing operational conplexity and

mai nt ai ni ng consi stent service |evels across such hybrid
infrastructures remains a critical operational concern

DOP-1: How to snoothly mgrate fromexisting MPLS networks to SRv6
whil e ensuring service continuity, interoperability and m nim zing
depl oynent conpl exity.

2.2. SRv6 Inter-Domain Connectivity

In sone cases, SRv6 networks need to extend across multiple domains,
including third-party or |egacy networks that may not natively
support SRv6 or even IPv6. This inter-domain scenario introduces new
requi renents and chal | enges

Ensuring SRv6-based services can traverse donmains where native
SRv6 or 1 Pv6 is not supported.

Reduci ng compl exity conpared to traditional MPLS-based inter-
domai n sol uti ons.

I mproving scalability and operational sinplicity for service
provi ders.
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Figure 3: Inter-domain SRv6 End to End

When migrating from BG/ MPLS VPN [ RFC4364] i nter-domain sol utions
(Option A/B/C) to SRv6-based architectures, several operational and
techni cal chall enges energe. For Option A, back-to-back VRFs require
compl ex interface-level configurations that conflict with end-to-end
service paradi gm of SRv6. For Option B, the stateful inter-AS | abe
mappi ng mechani sns becone redundant when transitioning to the source
routing nodel of SRv6, creating protocol coexistence issues during
mgration. For Option C, recursive |abel stacking proves
incompatible with SRv6 end to end service, necessitating Autononous
Syst em Border Router(ASBR) functionality redesign. Additiona
chal | enges i nclude maintaining service continuity during phased

m gration, retraining operational staff for SRv6 troubl eshooting,
and achi eving consistent traffic engineering across hybrid MPLS- SRv6
domai ns. The I Pv6 infrastructure readi ness gap-particularly
regardi ng MU managenent and | CMPv6 processing-further conplicates
depl oynent, whil e the OAM nmechani snms for inter-domain SRv6
operations in fault detection and perfornmance nonitoring are al so
facing chal | enges.

DOP-2: How to achieve scalable and sinplified end-to-end inter-
domai n comuni cati on using SRv6, overconing the limtations of
traditional MPLS-based sol utions

3. SRv6 Network Visualization
3.1. SRv6 Path Performance Visibility

The existing | ETF data collection frameworks can be applied to SRv6
for both data plane and control plane nmonitoring, but currently |ack
critical capabilities for measuring SRv6-specific path perfornmance
metrics and granular traffic statistics. This significant visibility
gap fundanentally limts the ability to conduct neani ngful SRv6
network analysis, either nmaking it conpletely inpossible or severely
comprom sing its effectiveness-particularly for use cases such as:
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Net wor k del ay and packet |oss measurement: |n scenarios where an
SRv6 path traverses nultiple network segnments (e.g., edge,
aggregation, core network), current monitoring tools are unable to
provi de accurate per network segnent and end-to-end del ay or
packet | oss data.

End-to-end path reconstruction: Traditional network nonitoring
only provides hop-by-hop netrics visualization, which offers
limted capabilities for end-to-end SRv6 path optim zati on and
adjustnent. Sinply conbining per-hop netrics does not accurately
reflect the actual performance of the overall path, and thus fails
to provide effective support for SRv6 path re-optim zation

These issues nmake service path validation, traffic forecasting, and
m cr osecond- | evel troubl eshooting challenging in SRv6 networks.

DOP-3: The collection of SRv6-specific path performance data is
inconplete and inefficient, limting end-to-end visibility of SRv6
service paths and making it difficult to validate and optim ze

per f or mance.

3.2. Milti-source Data Troubl eshooting

In network fault managenent, a key challenge lies in the inability
to automatically correlate information fromnultiple nonitoring
sources such as BGP Monitoring Protocol (BMP), Internet Protocol Flow
I nformation Export (1 PFIX), and YANG push. Currently, when a failure
occurs, operators only can manually collect and interpret data from
these isolated systens to identify the root cause. For exanple, in
the case of an SRv6 service interruption

BMP can report report routing instability or BGP session changes;
| PFI X could indicate abnormal traffic drops for specific SRv6
pat hs or segnents;

YANG- push can show abnormal resource utilization or interface
errors fromdevice telenetry statistics

Al 't hough each traffic provides valuable insights, the absence of a
unified correl ati on nechani smor comon data nodel requires manua
cross-referencing and time-consum ng anal ysis. This |ack of

Liu, et al. Expi res March, 2026 [ Page 7]



I nternet-Draft SRv6 DOP Sept enber 2025

automated correlation significantly delays fault detection,

di agnosi s, and service recovery. Furthernore, the diversity of data
model s and semantic differences in SRv6-related telenmetry create
additional integration barriers.

Most current tools are unable to effectively aggregate, interpret,
and present nulti-source SRv6 data in a consistent and actionabl e
manner, which further inpacts operational efficiency and network
reliability.

DOP-4 Multi-source network data (BMP, |PFI X, YANG etc.) |acks
automatic correlation and integration, conplicating SRv6 network
operation and fault analysis, and leading to delays in

troubl eshooting and recovery.

4. SRv6 Address Pl anning

Exi sting | Pv6 address planning are primarily based on network types
and hi erarchical admnistrative divisions. Wile effective for
traditional |1Pv6 depl oyment, such approaches are insufficient to
meet the requirements of SRv6 Segnent Identifier(SID) allocation,
especially in the context of advanced capabilities such as SRv6
conpression. |If SRv6 SID planning sinply inherits the conventiona

I Pv6 structure, it may lead to a fragmented SID space, conplicating
end-to-end segnent routing. On the other hand, deviating entirely
fromthe existing addressi ng schenme introduces significant

compl exities in address managenent and operational consistency.

In multi-domain networks, high | evels of route aggregation are
desirable for efficient SRv6 conpression. However, this objective
often conflicts with existing | Pv6 address planning that are
organi zed al ong adm ni strative boundaries. Consequently, a
ret hi nking of SRv6 address planning is necessary to align
conpression benefits with scal abl e network design. Strategic

al l ocation of SRv6 SID bl ocks nust holistically consider both

adm ni strative division managenent and route aggregation
requirenents. Similarly, the distribution of Nodel Ds and functions
shoul d bal ance adninistrative practicality with optimal address
space utilization within the SRv6 architecture.

Sone initial approaches and considerations for structured SRv6 SID
assignnent can be found in [I-D.liu-srv6ops-sid-address-assi gnnent],
whi ch provides a foundation for further standardization and
operational practices.

DOP-4: Exisiting |Pv6 address planning nethods are insufficient to
acconmpdat e the structural requirenents of SRv6 SIDs. The inherent
conmplexity introduced by the SID architecture extends beyond
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conventional |Pv6 addressing, conplicating overall network planning
and integration.

DOP-5: In inter-domain depl oynment environnents, SRv6 SID allocation
poses chal | enges such as inefficient utilization of address space,

i mpedi ments to route aggregation, and inconsistent conpression
performance, which may underm ne the efficiency gains prom sed by
SRv6.

5. Traffic steering to SRv6

The general purpose of traffic steering is to optim ze the

al l ocati on and transm ssion of network resources, ensure a bal anced
distribution of network traffic, inprove network performance, reduce
congestion, and increase avail able bandwi dth to provide users with a
better network experience.

In SRv6-enabl ed networks, traffic steering plays a critical role,
especially in realizing advanced use cases such as service function
chaining, traffic engineering, and end-to-end SLA assurance.
However, steering traffic to SRv6 paths introduces uni que
chal | enges, as SRv6 supports a w de range of encapsul ati on and
pol i cy nechani sns, and these choices greatly affect depl oynent
flexibility, operational conplexity, and optim zation capabilities.

There are various SRv6 traffic steering nethods, each with its own
uni que advantages and limtations. For exanple:

Usi ng BGP col or conmmunity-based policy may fail to provide
sufficient granularity or flexibility for dynam c adjustnent in
some enterprise scenarios

Using fl ow based steering such as fl owspec nmay becone infeasible
when facing a | arge nunber of flows, as mmintaining per-flow
granularity overwhel ns the control plane and devices.

Therefore, it is essential to select the appropriate SRv6 traffic
steering nechani sm based on the specific application scenario. Some
initial technical considerations can refer to [|-D. geng-srv6ops-
traffic-steering-to-srve6].

When sel ecting network traffic steering nethods, factors such as
network architecture, service requirements, resource constraints,
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and operational costs nust be conprehensively considered, and the
sel ection logic varies significantly across different hierarchy
nodes. For exanple, delay-sensitive and bandw dt h-i nt ensi ve
scenarios have different requirenents for traffic steering methods.
Moreover, strategies for selecting traffic steering nethods differ
dependi ng on network scale. Finally, operational conplexity varies
with different steering nethods, influencing operationa
requirenents

DOP-6 There are various nmethods for SRv6 traffic steering, making it
difficult to select the appropriate nethod for different scenarios.
This |l eads to depl oynment conplexity, especially when the chosen

met hod does not mneet the requirenments of granularity, scalability,
or operational ease. For example, using a sinple color-based policy
may not support fine-grained tuning, and fl owspec-based approaches
may not scal e in high-flow volume environnents.

6. Deploynent Practice for SRv6 Protection

Implenenting reliability practices can significantly enhance the
stability and performance of networks based on SRv6. Network
failures are inevitable in the real world. Reliability practices can
hel p network engineers quickly identify, isolate, and fix faults,
thus mnimzing impact on services.

In sunmary, the necessity of SRv6 reliability practices is evident
in several aspects, including inproving network stability and
performance, enhancing fault handling capabilities, ensuring
security, inproving conpatibility and interoperability, optinmzing
management and nonitoring, and enhanci ng depl oynent experience.

SRv6 offers nultiple protection mechanisnms, with different
applications requiring different protection requirenents. It is
chall enging to select the nost suitable protection mechanism or a
conbi nation of mechani sns. Wen nultiple protection nechani sns

coexi st, achieving the desired protection outconme becones difficult,
and there is a lack of effective coordination nethods. Sonme initial
work could refer to [I-D.liu-srv6éops-sr-protection].
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Figure 4. SRv6 Protection Depl oynment and Networking

Protection includes path protection, internmedi ate node protection,
and service protection, which require different depl oynent
strategi es based on their locations. Protection strategies vary for
nodes at different |ocations: for instance, location 1 involves
inter-domain link protection, location 2 intra-donmain |ink
protection, and location 3 tail node protection

The sel ection of path protection strategies also requires
consi deration of factors such as network architecture, service
requi renents, resource constraints, and operation expenditure.

DOP-7 SRv6 provides diverse protection nechani sns, but sel ecting
optimal solutions for specific applications remains challenging,
especi al ly when coordi nating multiple coexisting mechani snms

ef fectively.

7. Challenges of Different Network Types

SRv6 depl oynent faces various chall enges across different network
environments, including not only carrier networks but also data
centers and canpus networks. Due to the diversity of network
architectures, traffic patterns, and | egacy protocol dependenci es,
it is difficult to apply a single deploynent guideline that neets
the uni que requirenments of each environnent.

7.1. Data Center Networks

In large-scal e data centers, which comonly adopt C os (Spine-Leaf)
architectures, SRv6 introduces specific challenges:

The architecture relies heavily on Equal -Cost Milti-Path (ECVP)
forwarding for traffic balance. SRv6 traffic steering mechani sns,
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such as explicit path control or policy-based routing, nust be
compatible with ECMP to avoid uneven traffic distribution

Data centers typically have strict |atency and throughput
requirenents. The SRv6 header overhead may inpact overal
performance and reduce effective MIU, especially in scenarios with
hi gh-t hr oughput wor Kkl oads.

G ven the massive scale of data centers, there is a strong

requi renent for automatic SRv6 depl oynent, stream ined service
provi sioning, and sinplified OQAM to reduce configuration errors
and operational burdens.

7.2. Canpus Networks

Canpus networks present another set of SRv6 depl oyment chall enges,
largely driven by the coexistence with traditional technol ogi es and
operational constraints:

Exi sting campus networks often rely on | egacy protocols such as
OSPF, VLAN, or other Layer 2 technol ogies. Integrating SRv6
requires careful consideration of protocol mgration strategies or
| ong-term coexi st ence nechani sns.

Many canpus edge devices and terminals are still |Pv4-only,
|l eading to issues during the I Pv4-to-1Pv6 transition. SRv6
depl oynent nust accommodat e dual - stack operation or translation
mechani sns.

SRv6 i ntroduces source routing capabilities, which, if inmproperly
secured, can becone new attack surfaces. Enhanced security
mechani sns, such as policy validation and access control, are
essenti al

Simlar to data centers, automated depl oynent and nonitoring tools
are needed to reduce nmanual intervention, sinplify SRv6
operations, and inprove service assurance in canmpus environnents.

For instance, in the power grid, SRv6 is expected to provide Quality
of Service (QS) guarantees, perfornance optim zation, and ot her
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specialized features to neet stringent reliability and determinism
requi renents based on the characteristics of power applications.

DOP-8 It is difficult to apply a single deploynment guideline to neet
the diverse SRv6 requirenents of different network types.

Data centers and campus networ ks each introduce uni que constraints,
such as ECMP compatibility, performance sensitivity, |egacy protoco
coordi nation, IPv4/IPv6 transition, and operational security, all of
whi ch nust be carefully addressed to enabl e successful SRv6
adopt i on.

8. Security Considerations

Thi s docunent does not introduce additional security concerns. It
does not change the security properties of SRv6. For general SRv6
security considerations, see [I-D.ietf-spring-srv6-security].
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10. Appendi x: Possible M ssing DOPs for Future Consideration

The followi ng are potential SRv6-specific operational challenges
(DOPs) that are currently not covered in the main sections, but nmay
be inportant for future study and di scussi on:

DOP- X1: Conpression-rel ated operational issues: Header conpression
(e.g., NEXT-CSID REPLACE-CSID) introduces chall enges in parsing,
interoperability, and troubl eshooti ng.

DOP- X2: Operational issues related to network programmbility:
Programmabl e SRv6 behavi ors increase conplexity in validation,
consi stency, and roll back.

DOP- X3: SI D structure and nanagement issues: Ambiguities in
| ocator/function/arguments structure affect policy enforcenent,
sunmari zati on, and domai n boundary handli ng.
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Li u,

DOP- X4: SRv6-specific control plane issues: Includes SRv6 SID
advertisenent errors, SR Policy lifecycle handling, and nulti-
vendor feature inconsistencies.

DOP- X5: 1 Pv6 fragnmentation handling: SRv6 header size may cause
MIU i ssues, requiring additional operational nethods for
fragmentation detection and mitigation

DOP- X6: Route sunmarization trade-offs: Locator-based
summari zation may inpact visibility, path granularity, and fault
| ocal i zati on.

DOP- X7: Common DOPs shared with SR-MPLS (out of scope): |ncludes
controller interaction issues, nultiple SBI nmanagenent, and
general SR depl oynent poli cies.
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