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Abstract

Thi s docunent ainms to provide a concise overview of the common
probl ems encountered during SRv6 depl oynent and operation, which
provi des foundations for further work, including for exanple of
potential solutions and best practices to navigate depl oynent.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 7 Novenmber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

license-info) in effect on the date of publication of this docunent.

Pl ease revi ew these docunments carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

N~NNNNNOOOOITOTRRWWN

Segnment Routing over I Pv6 (SRv6) is a new technol ogy that builds upon

the existing IPv6 infrastructure to offer programmabl e data pl ane
capabilities. This allows for nmore granular control over traffic
forwardi ng, enabling flexible and scal abl e network designs. Wile

SRv6 presents nunerous potential benefits, such as inproved traffic

engi neering, optinized resource utilization, its deploynment and
operation come with certain challenges.
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Thi s docunent aims to provide a concise overview of the conmon

probl emrs encount ered during SRv6 depl oynment and operation, which
provi des foundations for further work, including for exanple
potential solutions and best practices to navigate deploynment . By
under st andi ng t hese chal |l enges and exploring mtigation strategies,
network admini strators can nake informed deci sions when inplenmenting
and managi ng SRv6 networks.

Thi s docunent identifies a nunber of Depl oynent and Operation
Probl ens (DOPs) that require additional work within | ETF.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. SRv6 Upgrade and Evol ution

In the evolution fromnon-SRV6 networks to SRv6 networks, the upgrade
fromMLS to SRv6 represents the nost typical and comopn scenari o,
whi ch requires consideration of two cases:

For SRv6 and MPLS coexistence, a snooth transition froman MPLS
network to an SRv6 network is required, avoiding service
interruptions. For instance, deploy dual -stack tunnels for VPN over
MPLS and VPN over SRv6, with MPLS and SRv6 sharing VPN instances.
When the next hop of the route is an | Pv4 address, iterate through
the MPLS tunnel; when the next hop is an | Pv6 address, iterate
through the SRv6 tunnel. Prefer VPN routes based on SRv6. Once the
transition is conplete, renmove the MPLS tunnel

For SRv6 and MPLS integration, the | egacy MPLS network and the newly
est abl i shed SRv6 network coexi st, ensuring intercomuni cation between
the two networks. For instance, configure route regeneration and
route re-advertisenent functions between two address famlies (EVPN
VPN) on edge nodes.

In sone cases, SRv6 needs to traverse third-party networks that may
not natively support SRv6 even | Pv6. One of the possible methods is
to establish tunnels between nodes that support SRv6, and create SRv6
BE (Bandwi dth Engi neering) or SRv6 TE (Traffic Engi neering) Policy
across the tunnels as overlay network.
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Wiile traditional inter-domain inplementations in service provider
networks often rely on MPLS and | everage Option A.  Option A approach
has scalability Iimtations and presents relatively higher complexity
in both depl oyment and nmai ntenance. The ASBR needs to nmamnage the
routing of all VPNs and create VPN instances for each VPN. At the
same time, it requests associating separate interfaces and
correspondi ng VLANs for each inter-domain VPN. SRv6 presents an
alternative approach with E2E inter-domain solution, potentially
leading to simplification and inproved scalability. SRv6 naturally
support end-to-end inter-domain by utilizing IPv6 route reachability
and | Pv6 route aggregation reduces the nunber of SRv6 | ocators
distribution for inter-donain depl oyrment.

DOP-1 Upgrading (mgration) fromexisting MPLS networks to SRv6, how
to ensure interoperability, sinmplify deployment conplexity, mnimze
networ k di sruption, and nmintain existing services with m ni nal

i npact.

3. SRv6 Network Visualization

The existing | ETF data collection frameworks can be applied to SRv6
for both data plane and control plane nonitoring, but currently |ack
critical capabilities for nmeasuring SRv6-specific path perfornmance
metrics and granular traffic statistics. This significant visibility
gap fundanentally limts the ability to conduct neani ngful SRv6
networ k analysis, either nmaking it conpletely inpossible or severely
comprom sing the effectiveness of such analysis, particularly for
service chain validation, predictive traffic engineering, and

m cr osecond- | evel performance troubl eshooting in SRv6 depl oynments and
operati ons.

DOP-2 The collection of SRv6 network data is inconplete and
inefficient, making it challenging to visualize the information
ef fectively.

Network data is collected through nultiple channels such as BMP,

I PFI X, and YANG push, but the lack of correlation anong these

dat asets hinders effective network performance anal ysis and
optimzation. Wile various techniques can be applied to utilize the
collected data for SRv6 network anal ysis and perfornmance optim zation
(particularly for traffic engineering) once it’'s gathered in defined
formats, current linmtations result in delayed fault detection and
recovery, as well as inconsistencies between traffic patterns and
routing behaviors. Furthernore, the diversity of applicable data
model s for SRv6 creates integration challenges, conmpounded by the
absence of effective nmethods to interpret and present data using

exi sting nodel s.
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DOP-3 Multi-source network data (BMP/ I PFI X/ YANG etc.) |acks
correlation and nodel integration, hindering SRv6 perfornmance
anal ysi s and causing del ayed fault detection and recovery etc.
chal | enges

4. SRv6 Address Pl anning

Exi sting | Pv6 address pl anni ng approach ensures efficient address
utilization and sinplifies network managenent for |Pv6 netow k, which
can’t satisfy the SRv6 SID planning for service provider, especially
considering the conplexities introduced by advanced features |ike
SRv6 conpression. The allocation of SRv6 SID bl ocks shoul d be
strategically planned by holistically considering administrative

di vi si on managenment and route aggregation requirements, while the
distribution of Nodel D and function segments needs to bal ance

adm ni strative convenience with optimal address space utilization
based on the SRv6 SID structure. Some initial work could refer to
[1-D.liu-srveops-sid-address-assignment]. |n summary:

DOP-4 Traditional |Pv6 address planning proves inadequate for SRv6
due to its SID structure, which introduces additional conplexity in
I Pv6 architecture and conplicates network planning.

DOP-5 In inter-domain scenarios, SRv6 address allocation nay cause
address space wastage, prevent route aggregation, and fail to ensure
compressi on efficiency.

5. Traffic steering to SRv6

The general purpose of traffic steering is to optim ze the allocation
and transm ssion of network resources, ensure a bal anced distribution
of network traffic, inmprove network performance, reduce congestion,
and increase available bandwi dth to provide users with a better

net wor k experience. There are various SRv6 traffic steering nethods,
each with its own uni que advantages and challenges. It is essentia
to choose the appropriate traffic steering nmethod to SRv6 based on
specific application scenarios to ensure efficient operation. Some
initial work could refer to

[1-D. geng-srvéops-traffic-steering-to-srv6]. In summary:

DOP-6 There are various nmethods for SRv6 traffic steering, making it

difficult to select the appropriate nmethod for different scenarios,
| eadi ng to depl oynent conpl exity.
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6

Depl oynment Practice for SRv6 Protection

Implenenting reliability practices can significantly enhance the
stability and performance of networks based on SRv6. Network
failures are inevitable in the real world. Reliability practices can
hel p network engineers quickly identify, isolate, and fix faults,
thus m nim zing i npact on services.

In summary, the necessity of SRv6 reliability practices is evident in
several aspects, including inproving network stability and
performance, enhancing fault handling capabilities, ensuring
security, inproving conpatibility and interoperability, optinmzing
managenment and nonitoring, and enhanci ng depl oynent experience.

SRv6 offers nultiple protection mechanisnms, with different
applications requiring different protection needs. It is challenging
to select the nobst suitable protection nechanism or a conbination of
mechani sms.  When nultiple protection nechani sns coexi st, achieving
the desired protection outconme becomes difficult, and there is a | ack
of effective coordination nmethods. Sone initial work could refer to
[1-D.liu-srveops-sr-protection].

DOP-7 SRv6 provides diverse protection nechani sns, but selecting
optimal solutions for specific applications remains challenging,
especi ally when coordi nating multiple coexisting mechani sims

ef fectively.

Chal | enges of Different Network Types

SRv6 depl oynent faces various chall enges across different network
envi ronments, including not only carrier networks but al so data
centers and canpus networks. Specifically, clos (Spine-Leaf)
architecture of data center requires SRv6 path control (e.qg.

explicit paths) conpatible with ECVMP to ensure traffic balance, while
addr essi ng perfornmance i npacts from SRv6 overhead and enabl i ng

aut omat ed | arge-scal e depl oynent. Canpus networks require SRv6
integration with | egacy protocols (e.g., OSPF/ VLAN), |Pv4-1Pv6
transition support, enhanced security for source routing risks, and
aut omat ed depl oynment to reduce operational conplexity.

For instance, in the power grid, SRv6 is supposed to provide Quality
of Service (QS) guarantees, perfornance optim zation, and ot her
speci ali zed features to neet specific denands based on the power
application scenario.

DOP-8 It is difficult to apply a single deploynment guideline to neet
the diverse SRv6 requirenents of different network types.
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8. Security Considerations
TBD.

9. | ANA Consi derations
TBD
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