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Abstract

The Resource Public Key Infrastructure (RPKI) to Router Protocol
provides a sinple but reliable mechanismto receive
cryptographically validated RPKI prefix origin data and router keys
froma trusted cache. RPKI to Router (RTR) Protocol can be carried
over various transports such as TCP, SSH or el se. QU C provides
useful and secure semantics for RTR Protocol in particular as a
single connection could carry nultiple requests over streans,

enabl ing nuch better efficiency and performance for both peers. This
docunent describes how to use RTR Protocol over the QU C transport
protocol, naned RTRoQUI C.

Status of this Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six

mont hs and may be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Decenber 11, 2025.
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1. Introduction

In order to verifiably validate the origin Autononous Systens (ASes)
and AS paths of BGP announcenents, the Resource Public Key
Infrastructure (RPKI) to Router Protocol [RFC38210] provides a sinple
but reliable mechanismto receive cryptographically validated RPKI

[ RFC6480] prefix origin data and router keys froma trusted cache.

The transport-| ayer session between a router and a cache carries the
bi nary Protocol Data Units (PDUs) in a persistent session. To
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prevent cache spoofing and DoS attacks by illegitimate routers, it
is highly desirable that the router and the cache be authenticated
to each other. Integrity protection for payloads is also desirable
to protect agai nst nonkey-in-the-mddle (MTM attacks.

The RPKI to Router (RTR) Protocol is not bound to any particul ar
transport protocol, but allows a mapping to define howit could be

i mpl ement ed over any specific transport protocol. At present, sone
secure transport protocols are defined to carry RTR Protocol: TCP-AO
transport [RFC5925], Secure Shell version 2 (SSHv2) transport

[ RFC4252], TCP MD5 transport [RFC5925], TCP over |Psec transport

[ RFC4301], and Transport Layer Security (TLS) transport [RFC8446].

However, because of the connection-oriented feature, alnost all of

the current secure transport protocols used by RTR Protocol is TCP
based. As is well known, TCP has sone shortcom ngs such as head- of -
|'i ne bl ocki ng.

QUI C [ RFC9000] is a UDP-based nultiplexed and secure transport
protocol that provides connection-oriented and stateful interaction
between a client and server. It can provide |ow | atency and
encrypted transport with resilient connections.

QUI C uses nultiple simultaneous streans to carry data in one
direction. Each streamis a separate unidirectional or bidirectiona
channel consisting of an ordered stream of bytes. In Addition, each
streamhas its own flow control, which limt bytes sent on a stream
together with flow control of the connection

Therefore, QU C is a proper secure transport protocol for the
message transm ssion mechani smof RTR Protocol. In addition, QU C
does not have the TCP shortcom ngs such as head of |ine bl ocking.
Thi s docunent specifies howto use QU C as the secure transport
protocol for RTR Protocol

2. Term nol ogy and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

In this docunent, the terns "client" and "server" are used to refer
to the two ends of the QU C connection. The client actively
initiates the QU C connection. The terns "router" and "cache" are
used to refer to the two ends of the RTR Protocol session. A router
est abli shes and keeps open a connection to one or nore caches,
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3.

generally, a "router" is a "client" nmeanwhile a "cache" is a
"server".

* (dient: The endpoint that initiates a QU C connection, the RTR
router.

* Server: The endpoint that accepts a QU C connection, the RTR
cache.

Connecti on Managenent

3. 1. Connection Establishnent

QUI C connection establishnent is described in [ RFC9000]. During

est abl i shing connecti on, RTRoQUI C support is indicated by selecting
the Application-Layer Protocol Negotiation (ALPN) [ RFC7301] token as
listed in the | ANA Section 7 in the TLS handshake.

The router MJST al so act as the client neanwhile the cache nust al so
act as the server.

The router should be the initiator of the QU C connection to the
cache neanwhile the cache acts as a connection acceptor

3. 2. Connection Term nation

3.2.1. QUIC Connection Term nation Process

The typical QU C connection termination process is described in
[ RFC9000] .

3.2.2. RTRoQUI C Consi derations for Connection Term nation

When a RTR session is inplenmented based on a QU C connection, the
idle tinout should be disabled or the QU C max_idle_ tinmeout should
be set appropriately in order to keep the QU C connection persistent
even if the RTR session is idle.

When the cache and router support different versions, the checker
shoul d cl ose the RTR session and the associ ated QUI C connection

When a router or cache is detecting the interruption of the QUC
connection, it SHOULD terni nate the connection

St ream Mappi ng and Usage

Currently, there are el even kinds of RTR Protocol Data Units (PDUs)
exchanged between the cache and the router, nanely Serial Notify
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PDU, Serial Query PDU, Reset Query PDU, Cache Response PDU, |Pv4
Prefix PDU, IPv6 Prefix PDU, End of Data PDU, Cache Reset PDU,

Rout er Key PDU, Error Report PDU and ASPA PDU [I-D.ietf-sidrops-
8210bi s]. The el even kinds of RTR PDUs need to be mapped into QU C
streans.

QUI C [ RFC9000] is a UDP-based nultiplexed and secure transport
protocol that provides connection-oriented and stateful interaction
between a client and server. It can provide |ow | atency and
encrypted transport with resilient connections.

QUIC Streans provide a |ightweight, ordered byte-stream abstraction
to an application. Streans can be unidirectional or bidirectional
meanwhi | e streans can be initiated by either the client or the
server. Unidirectional streanms carry data in one direction: fromthe
initiator of the streamto its peer. Bidirectional streans allow for
data to be sent in both directions.

QUIC uses StreamID to identify the stream The |east significant
bit (0x1) of the streamID identifies the initiator of the stream
(client with the bit set to 0). The second least significant bit
(0x2) of the stream I D distinguishes between bidirectional streans
(with the bit set to 0) and unidirectional streans [ RFC9000].

Since there are PDUs from Cache to Router and PDUs from Router to
Cache, all RTR PDUs can be sinply mapped into one bidirectional QU C
st ream whose streamtype is Ox0 according to section 2.1 of

[ RFC9000]. The bidirectional stream SHOULD be created i nmedi ately by
the Router after the connection is established between the Router
and the Cache. And the bidirectional stream MJST be destroyed when
the connection is term nated.

Additionally, to inprove transm ssion efficiency, RTR PDUs al so can
be mapped into nultiple QU C streans, with the streamtype
determned by the transmitted PDUs.

4.1. Multiple Stream Usage
According to the functional characteristics of RTR PDUs, RTR PDUs
can be divided into two categories: Data PDUs and Control PDUs.
Therefore, the transm ssion of RTR PDUs can occur through two types
of channel s: Data Channel and Control Channel.

4.2. Control Channel
The Control PDUs currently include Serial Notify PDU, Serial Query
PDU, Reset Query PDU, Cache Reset PDU and Error Report PDU. Sone of
these PDUs are initiated by the cache and sone are sent by the

Liu & Lin, et al. Expi res Decenber 11, 2025 [ Page 5]



I nternet-Draft RPKI to Router over QU C June 2025

router. So this PDUs MAY be napped into one bidirectional stream
whose streamtype is Ox0 according to section 2.1 of [RFC9000]. The
bidirectional control stream between Cache and Router is called the
Control Channel .

The Control Channel MJST be created i mediately by the Router, after
the connection establishnent is done between the Router and the
Cache. The Control Channel also MJST be destroyed when the
connection is closed.

4.3. Data Channel

Among all RTR PDUs, Cache Response PDU is always foll owed by payl oad
PDUs and an End of Data PDU. And the payl oad PDUs include |Pv4
Prefix PDU, IPv6 Prefix PDU, Router Key PDU and ASPA PDU. So the
Data PDUs include the Cache Response PDU, the payl oad PDUs and the
End of Data PDU, which are fromthe cache (server) to the router
(client), and these PDUs are ordered. The streamfor transmitting
the Data PDUs is called the Data Channel. For the order of Data
PDUs, Cache Response PDU and End of Data PDU MJST be sent to all
Dat a Channel s (streans).

According to above infornmation, All Data PDUs are initiated by the
cache and no reply is needed fromthe router, so the Data PDUs can
be mapped into one or nore unidirectional stream whose streamtype
is 0x3 according to section 2.1 of [RFCO000]. As shown in the figure
1, these unidirectional data channels SHOULD be created by the
Cache, before the Cache sends the Cache Response PDU which is the
first of all data channels. And the number of data channel SHOULD be
controll ed by the Cache through configuration for actual performance
requirenents. Furthernore, the data channels MJST be cl osed when the
connection is term nated.

1. Connection | |
Establ i shment | |

2. Create Control |-------------- CC----------- |
Channel (CQ) | |

| 3. Send Serial/Reset Query |

R CC---------- >|

| | 4. Create Data

| 5. Send Cache Response | Channel s (DC)
| <o DO(1) -~ -~~~ |

| <o DO(n) - - - - - - - - - |

| 6. Send Payl oad PDUs |

| <ommmee e DO(1)--------- |

Liu & Lin, et al. Expi res Decenber 11, 2025 [ Page 6]



I nternet-Draft RPKI to Router over QU C June 2025

S n)--------- |
7. Send End of Data |
S DC(1)--------- |

8. Connection
Term nati on

Figure 1: Usage of Unidirectional Data Channels

To inprove operational flexibility, the Data PDUs al so can be nmapped
into one or nore bidirectional streamwhich is created by the
Router, and the streamtype is 0Ox0 according to section 2.1 of

[ RFC9000]. As shown in the figure 2, these bidirectional data
channel s SHOULD be created before the Router sends the Serial or
Reset Query over the Control Channel. And the nunber of data channel
al so SHOULD be configured by the Router according to actual
performance requirenents. In addition, the bidirectional data
channel s coul d be cl osed when the Router receives the End of Data
which is the last of all Data Channel s.

1. Connection | |
Establ i shment | |
2. Create Control |-------------- CC-mmmmmmmm - |
Channel (CQ) | |
3. Create Data [ DC(1)--------- |
Channels (DC) |-------------- DC(N)----=----- |

8. Destroy DCs
9. Connection
Term nati on

Figure 2: Usage of Bidirectional Data Channels

Liu & Lin, et al. Expi res Decenber 11, 2025 [ Page 7]



I nternet-Draft RPKI to Router over QU C June 2025

5. Endpoi nt Aut hentication

RTRoQUI C uses QUI C which uses TLS version 1.3 or greater. Therefore,
the TLS handshake process can be used for RTRoQUI C endpoi nt

aut hentication. A third-party authenticati on nechanismcan al so be
appl i ed for RTRoQU C endpoi nt authentication, such as a TLS client
certificate.

6. Operational Considerations

The decision to use RTRoQUI C i nstead of the TCP-based nechanismin
[ RFC8210] is an operational decision, and an inplenmentati on MJST
provide a configuration mechanismto enable RTRoQUI C on the RTR
sessi on.

Sone connectivity problens (such as blocking UDP) could result in a
failure to establish a QU C connection. Wen this happens, the
router SHOULD attenpt to establish a TCP-based RTR session

7. 1 ANA Consi derati ons
Thi s docunent creates a new registration for the identification of
RTRoQUIC in the "Application Layer Protocol Negotiation (ALPN)
Protocol 1Ds registry established in [ RFC7301].
The "RTRoQ' string identifies RTRoQU C.
* Protocol: RTRoQUIC
* ldentification Sequence: 0x52 0x54 0x52 0x6f 0x51 (" RTRoQ')
* Specification: This docunent

8. Security Considerations
Thi s docunent replaces the transport protocol |ayer of RTR from TCP
to QU C The basic protocol specification of RTRis not nodified,
and therefore the new security risks are not introduced to the basic
RTR protocol. RTRoQUI C enhances transport-layer security for RTIR
session according to [ RFCO000].
Thi s docunent does not require to support third-party authentication
(e.g., backend Authentication) due to the fact that TLS does not

specify this way of authentication. If third-party authentication is
needed, TLS client certificates are recommended to be used here.
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