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Abstract

Thi s docunent describes a congestion control solution based on SRv6.
It defines mechani snms for congestion notification and flow contro

wi thin an SRv6-based network, optim zing congestion handling through
hi erarchi cal congestion control messages al ong SRv6 paths.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roduction

The SRv6 network needs a reliable and efficient mechanismfor
handl i ng congestion across different segnents. Current congestion
control techniques lack the ability to handl e congestion in a fine-
grai ned, per-path manner. This draft proposes a solution that uses
SRv6 path segments and slicing to notify upstream nodes and take
actions to reduce congestion. The key idea is to notify upstream
nodes about congestion and enable flow control based on SRv6 segnents
(SIDlists). This process is integrated with the SRv6 network’s
slicing capabilities to provide fine-grained control over network
traffic, ensuring lossless transm ssion of data across SRv6 networKk.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here
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3.

Background and Mbtivation

Priority Flow Control (PFC) provides hop-by-hop, priority-based
traffic control. Conpared to the traditional Ethernet Pause
mechani sm PFC enabl es nore precise fl ow nanagenent by creating

mul tiple virtual channels on a link, each of which can be paused or
resuned i ndependently, ensuring that traffic of different priorities
does not interfere with one another.

Wth the growmh of intelligent conputing services, scenarios such as
di saggregated conputing and real-tine inference require the |ossless
transm ssion of |arge volunes of bursty traffic. In interconnected
wi de- area networks (WANs), when network congestion occurs, the
congestion status must be quickly propagated upstreamto both head-
end devi ces and edge devi ces, enabling hop-by-hop reduction of
sending rates. These intelligent conmputing WANs typically use SRv6
Policies for transport. However, once traffic enters a policy,
traditional PFC mechani sms face the followi ng three major chall enges:

1. Inprecise Congestion Notification: PFC propagates congestion
information via Ethernet nulticast franes. In WANs with conpl ex
topol ogi es, nulticast-based congestion signaling cannot
accurately reach upstream SRv6 nodes, potentially leading to
incorrect flow suppression and inpacting unrel ated services.

2. Long Path Latency: WAN paths are |ong and have significant
| atency. |If congestion signals nmust be sent all the way back to
the data center or edge devices, it results in prolonged traffic
degradation. Therefore, upstreamcontrol on the SRv6 path is
needed to respond pronptly.

3. Control Overhead at the Head Node: A single head node in the WAN
may manage numerous SRv6 paths. |If all congestion nessages are
sent back to the head node, it could become a processing
bottl eneck. Performing distributed traffic control at
i ntermedi ate nodes al ong the SRv6 path can alleviate the burden
on the head node.

SRv6 congestion notification Mechani sm
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Figure 1: Congestion Notification in SRv6 Network

Consi der two data centers, A and B, connected via an SRv6 path
defined as Rl -> R2 -> R3 -> R4 -> R5, as shown in Figure 1. The
process follows these steps:

1. The head node Rl encapsulates the SID Ilist (SRv6 path) containing
R ->R3 ->R4 ->R5. It nay optionally carry an SRv6 path
segnent (PSID) and starts forwarding the data. The source
address is Rl, and the destination address is the SID of R2.

2. Internediate nodes (R2, R3, R4) forward data according to the SID
list, with each node checking its local SID table for forwarding
and slice-related information.

3. Wen a node, such as R4, faces congestion(such as queue
overload), it sends a congestion notification nessage to the
previous node in the SID list (R3), including congestion-rel ated
informati on such as SID list, PSID, and slice ID

4. R3 receives the notification and adjusts the forwarding rate
based on local capacity. |If R3 cannot handl e the congestion, the
notification is forwarded further upstreamto R2 and so on

5. If no node can manage the congestion, the head node Rl adjusts
the path | oad bal ancing or selects an alternate path to nmitigate
t he congesti on.
4. Congestion Notification Message Format
The congestion notification message can be encapsul ated in either

| CMPv6 [ RFC4443] or UDP [ RFC768] nessages. Regardless of the
encapsul ati on fornat, they contains follow ng fields:
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1. *Checksunr: Used for error-checking the packet.

2. *Flags*: Contains special flags. The first bit is S bit,
indicating the presence of a Slice ID. Oher bit is not defined.

3. *SRv6 Source Address*: The source address of the SRv6 nessage.

4. *Segment Routing Header (SRH)*: This is the routing header for
SRv6, which defines the path the packet should take. The
specific details of SRv6 path segnments are described in
[ RFC8754] .

5. *Slice ID*: The identifier for the slice experiencing congestion.

6. *Flow Queue Size*: The size of the congestion queue at the node.

7. *Flow Uilized Ratio*: The utilization ratio for the flow,
showi ng how nmuch of the avail able queue is being used.

8. *Behavior TLV*: Variable-length fields that define the actions of
user queues to take in response to congestion, such as reducing
or pausing traffic. See Section 4.3 for the specific fornmat.

4.1. |1 CwWv6 nessage fornat
0 1 2 3

01234567890123456789012345678901
e i S T S S T T S i S S S S

| Type | Code | Checksum |
o o o m e e e e e e aaao o +
| S| Fl ags | Reserved |

cm e e e e e o m e e e e e e e e e e e e e e e e e e e e e e emamao o +
| SRv6 Source Address (128 bits | Pv6 address) |
________________________________________________________________ +
| +
~ Segnment Routing Header ~ ~
S .
| Slice ID |
o ot o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo - o +
| Fl ow Queue Size |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo— o on +
| Flow Uilized Ratio |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmamao o +
| Behavi or TLVs |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meeo—oo o +
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Fi gure 2: Congestion Notification in | CMPv6
Wher e:

*Type* and *Code*: These fields indicate the specific congestion
notification type and its sub-type, providing details about the kind
of congestion event being reported.

4.2. UDP packet
0 1 2 3

01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| UDP source port | UDP destination port |
o e e e e e e e e e e aa o - o e e e e e e e e e e aa o - +
| UDP | engt h | UDP checksum |
e O +
| S| Fl ags | Reserved |

chmeemeeeeeaaas T e +
| SRv6 Source Address (128 bits | Pv6 address) |
________________________________________________________________ +
| +
~ Segnent Routing Header ~ ~
I I
T T T +
| Slice ID |
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem o +
| FIl ow Queue Size |
. +
| Flow Uilized Ratio |
T T T +
| Behavi or TLVs |
o ot o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo - o +

Fi gure 3: Congestion Notification in UDP
Wher e:

*UDP Destination port*: A new port indicates the congestion
notification packet.

4. 3. Behavi or TLV

The format for the behavior TLV is defined as foll ows:
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0 1 2 3
01234567890123456789012345678901
o e e e o e e e e e e e e e e e e e e e e e e e e e e e e e b -
| Type I Lengt h |

Figure 4: Behavior TLV
Wher e:
*Type*: 2 octet value that indicates the behavior type.

*Length*: 2 octet value that indicates the I ength of the foll ow ng
Behavi or Val ue.

*Behavi or Val ue*: Variable-length value that indicates the action of
user queue to take in response to congestion

Thi s docunent defines two behaviors, nanmely Type 1 and Type 2. The
specific formats for type 1 and type 2 are as foll ows.

The format for type 1 behavior TLV:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type = 1 | Length = 4 |

Figure 5: Type 1 Behavior TLV
Wher e:
*Type = 1*: indicates the action for all user queues.

*Action*: 1 octet value that indicates the action of one user queue
to take in response to congestion. The first two bits represent
specific actions, 00 for no action, 01 for pausing traffic, and 10
for reducing traffic. The last six bits represent the relative
nunber for reducing traffic, and the reference value of the relative
nunber is defined by the user according to specific scenarios.
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*Pause-Time*: 2 octet value that indicates the time for the
correspondi ng action to be execute, in units of nicroseconds. When
the action execution exceeds the Pause-Tinme, traffic MJST be

i medi atel y recover ed.

*Reserved*: Reserved Field.
The format for type 2 behavior TLV:
0 1 2 3

01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

I Type = 2 | Length = 32 |
o m m e e e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e me—mao +
| Action[0] | Pause- Ti e[ 0] | Reserved[O0]

T et 1T e i T e vedl )l
T w1 e i reservedi sl
T meionia T e s T reservedia o
T et 1T  hmse il T reservedial |
T mtionis T e s T reservedisl o
T metionie T e e T reservedisl
T et T  hmse i e ved 7l
N T N +

Figure 6: Type 2 Behavior TLV

Wher e:
*Type = 2*: indicates the action for the 8 user queues.

5. SRv6 congestion notification running process
The SID configuration of each node in the figure is as follows: End. X
SIDs of nodes RL to R5 are Ar:1:1,A:2:1,A:3:1,A:4:1,A:5 1, and
the slice ID corresponding to each SIDis 1. The VPN SID of the R5
node is Al:5:F

The runni ng process of each node is as foll ows:
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1. The data packet sent by Rl is encapsulated with the SRv6 Policy.
The SID list is {A:2:1, A:3:1, A:4:1, A:5 F}. The source
address is Ar:1::, and the destination address is A :2:1.

2. Packets are forwarded based on the SID |ist of SRv6 paths. The
destination address of the packet forwarded by R4 is replaced
with A':5:F. However, the queue of slice 1 on the outbound
interface of R4 is congested. The queue size of slice 1 is 200
Mb. VWhen the current usage exceeds the threshol d(75%, the
congesti on nessage needs to be advertised to the previous hop of
the SRv6 path.

3. R4 encapsul ates the | CMPv6 packet with the source address A :4:1
and the destination address A::3:1 into the | CMPv6 packet. The
| CMPv6 packet carries the source address A::1:: of the origina
SRv6 packet and the entire SRH header, and encapsul ates the
congestion information into the | CVMPv6 packet. The foll ow ng
informati on includes the slice ID of 1, the size of the congested
queue is 200 My, the usage is 75% and the recommended congesti on
control behavior, for exanple, the sending rate is reduced by
30%

4. R3 receives the congestion notification packet, checks that the
destination address is |local, and searches, according to the SID
list in the SRH for the forwardi ng queue or slice correspondi ng
to the local SID, or for the forwardi ng queue or slice
corresponding to the PSID. 1In this exanple, the information
about the slice 1 already carried does not need to be searched
again. Reduce the local sending rate based on the situation that
the 200 Mo congestion queue is 75% occupi ed and the buffer
capacity of the local queue. In this exanple, reduce the sending
rate by 30%

5. |If R3 cannot perform congestion control after receiving the
congestion notification packet, for exanple, the |ocal queue
buffer capacity is insufficient, R3 continues to send the
congestion notification packet to the previous hop of the SRv6
path. The packet is encapsulated in an | CMPv6 packet and the
source address remains to be R4’ A :4:1. The destination address
is changed to A::2:1. 1In addition, other information carried in
the packet remai ns unchanged, but the congestion control action
can be adjusted. As the path for the congestion notification
becones | onger, the congestion nmay deteriorate. For exanple, the
sendi ng rate can be reduced by at |east 50%
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6. Security Considerations
Thi s docunent does not introduce any new security considerations.
7. | ANA Consi derations

Thi s docunent requests |IANA to allocate a new | CVP nessage type and
UDP port.
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