Net wor k Wor ki ng G oup Y. Liu

Internet Draft Chi na Mbile
I ntended status: Standards Track X. Geng
Expires: 24 Cctober 2025 Huawei Technol ogi es

C. Lin

New H3C Technol ogi es
24 April 2025

Encapsul ati on and Forwardi ng Process for IPv6 Milticast Source
Routing (MSR6) Data Pl ane
draft-1iu-pi mnsr6-encapsul ati on-and-forwardi ng-01

Abst r act

Thi s docunment specifies the mechanismof |Pv6 Milticast Source
Routing (MSR6), covering the encapsul ation and forwardi ng processes
in the data plane. It introduces the hierarchical bitstring
structure (HBS) to organize replication information, and represent
nmore information than flat bit strings. It indicates multicast
forwardi ng behavi or based on the local bitstring forwarding table,
requires less BIFT state and i nprove scalability.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a nmaxi num of six
mont hs and rmay be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."

This Internet-Draft will expire on April 24, 2025.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
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respect to this docunent. Code Components extracted fromthis
docunent must include Revised BSD License text as described in
Section 4.e of the Trust Legal Provisions and are provided w thout
warranty as described in the Revised BSD License.
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1. Introduction

The docunent [draft-Iiu-nsr6-probl emstatenent-01] addresses the
chall enges in existing multicast solutions for |IPv6, such as the
inefficiencies in scalability and state mai ntenance at network
nodes. |
by using a hierarchical bitstring structure (HBS) to optim ze
routing and reduce state burden. This approach ains to support
nmodern applications |ike video streanm ng and | arge-scal e content
distribution, offering a nore scal able and efficient multicast

t highlights the need for MSR6 to inprove nulticast delivery

solution for compl ex network environments.

Thi s docunent defines the mechani smof |Pv6 Milticast Source Routing
(MBR6) encapsul ation and forwardi ng processes. It is intended to
gui de the design, devel opnent, and testing of data plane of the

devi ce supporting MSR6.
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Mul ticast can reduce waste of network bandw dth and i nprove network
resource utilization, in application scenarios such as multi-party
vi deo. The existing multicast solutions require conplex contro

pl ane protocols and naintain a | arge nunber of nulticast tree
states. I Pv6 Milticast Source Routing (MSR6) takes advantage of
source routing on the IPv6 data plane to sinplify multicast

depl oynent, directing nulticast forwarding at the ingress node and
reduci ng the state of intermedi ate nodes.

The docurent addresses the chall enges in existing multicast
solutions for I Pv6, such as the inefficiencies in scalability and
state nmai ntenance at network nodes. It highlights the need for MSR6
to inmprove nulticast delivery by using a hierarchical bitstring
structure (HBS) to optimze routing and reduce state burden. This
approach ains to support nodern applications |ike video stream ng
and | arge-scale content distribution, offering a nore scal able and
efficient nulticast solution for conplex network environnents.
2. Term nol ogy
2.1. Terns
2.1.1. Herarchical Bitstring Structure (HBS)
A packet header structure forned by the root node according to the
constructed nulticast tree, where the nulticast replication
i nformati on of each network node in the nulticast tree is identified
by a bitstring structure and encapsul ated in a certain order
2.2. Abbreviations
BSL: Bitstring Length
HBS: Hierarchical Bitstring Structure
MSR6: | Pv6 Multicast Source Routing
3. MBR6 Data Packet For mat
3.1. MSR6 Forwarding Design Principles

MSR6 data plane forwarding is defined, adhering to the follow ng
principl es:

Localized Bit Allocation: Uses |local bit allocation and |ocal BIFT
tables for nore conpact bit allocation, reducing the bitstring

Il ength in packets. The local bit inherits the "bit segnent" idea of
[ RFC9262]. In addition to indicating the destination of nulticast
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data, bits can also be given some special neanings, which represent
the execution of specific functions at specific |ocations in the

networ k. Function is defined locally by the node. It can specify a
path for forwarding, or it can perform sone user-defined behaviors.

Hi erarchical Structure Expression: Uses HBS Unit to express MSR6
forwardi ng paths, with root nodes encapsul ating the constructed
multicast tree’s HBS Units in order. Each structure carries a
bitstring that specifies the |ocal behavior

I ncreased Payl oad Efficiency: Various nethods are provided to reduce
the MSR6 header |ength and increase payl oad efficiency, including
removing invalid Units, multiple-SI node

3.2. MSR6 Header Encapsul ati on For mat

The MSR6 header contains the basic paraneters of MSR6 forwarding
process and indicates how to access the replication infornmation
structure of the current node.

The MSR6 header follows [RFC3200] and is encapsul ated in the | Pv6
Routi ng header. The encapsul ation format is shown in Figure 1.

0 1 2 3

012345678901234567890123456789012
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Next Header | Hdr Ext Len | Routing Type | Segnents Left |
I R s e T S e e S S R S e S S e i i it S SR SR R S R e
| HBS O f set | Rerove Length | SD | HBSL | Rev |
BT T o e S e i i S T e e i s TTE P S S S
| Fl ag | |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Hi erarchical Bitstring Structure (HBS) |
I R s e T S e e S S R S e S S e i i it S SR SR R S R e

Figure 1: MSR6 Header Encapsul ation Fornat

The fields are defined as follows:

o Version: 4 bits, value is 6

o Traffic Cass: 8 bits, simlar to | Pvd TCS.

o Flow Label: 20 bits, used to distinguish real-tine traffic flows.

o Payl oad Length: 16 bits, includes the |length of the payl oad and
ext ensi on headers.
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0 Next Header: 8 bits, value 43 for Routing header
o Hop Limt: 8 bits, decrenented by 1 at each hop

0 Source Address: 128 bits, the sender’s address.

o0 Destination Address: 128 bits, the receiver’s address.

0 Next Header: 8 bits, per [RFC8200].
o Hdr Ext Len: 8 bits, per [RFC8200].
0 Routing Type: 8 bits, MSR6 type, tenporarily 252

0 Segnents Left: 8 bits, set to O for NMSR6.

o0 HBS O fset: 8 bits, offset of the current HBS Unit.

0 Renove Length: 8 bits, length of renoved HBS Units.

o SD: 8 bits, sub-domain of the MSR6 packet.

o HBSL: 4 bits, bitstring length of the current HBS Unit.

April 2025

0 BHBSL: Base HBSL, 4 bits, base bitstring | ength of the packet.

o Flag: 8 bits, includes the E, and OAM fl ags.

o Hierarchical Bitstring Structure (HBS): Contains one or nore HBS

Units.

3.3. Fixed-Length HBS Unit Encapsul ati on For mat

The HBS Unit is used to carry the bistring-based replication
informati on of a node in the path, and al so indicates the |ocation

informati on of nultiple nodes at the next level (if any).

Mul tiple

HBS Units forma conplete replication path, Each structure has the
fixed-length BSL and the value is in the HBSL field of MSR6 Header.

The encapsul ation format is shown in Figure 2
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Figure 2: Fixed-Length HBS Unit Encapsul ati on For mat

The fields are defined as foll ows:

0 NS Start: Next Segment Start, 8 bits, starting offset of the next
HBS Uni t.

0 Sl: 4 bits, Set ldentifier of the bitstring.

o Sl Left: 4 bits, remai ning nunber of HBS Unit for other Set
Identifier in current network node.

o Flag: 8 hits, includes the NF, and DTP fl ags.

o

Bitstring: 16/32/64/128/256 bits, local bitstring for guiding
packet replication.
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4. MBR6 Data Forwardi ng Tabl e

4.1. Network Node Forwardi ng Behavi or
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A3\
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+- + +- + +- -+

D doesn’t spport MSR6.

Figure 5: MSR6 Network Topol ogy Di agram

In the network topol ogy di agram shown in Figure 5, the nodes are
defined as foll ows:

0 Source Node: This node connects to the multicast source, acting
as the ingress node of the MSR6 network, such as node Rin the
diagram It is responsible for constructing the nulticast
forwarding tree, encapsulating the multicast source traffic with
the MSR6 header, and replicating the traffic for forwarding.

o Intermedi ate Replication Node: These nodes, such as nodes A B and
Cin the diagram lie between the source node and the receiver
nodes within the MSR6 network. They are responsible for table
| ookup and forwardi ng based on the MSR6 header

0 Receiver Node: These nodes, such as nodes E, F, Gand Hin the
di agram connect to the nulticast receivers and act as the egress
nodes of the MSR6 network. They are responsible for decapsul ating
the MSR6 header and forwardi ng the packets to the nulticast
receivers
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4.2. Local BIFT Forwardi ng Tabl e

Each network node maintains a |local BIFT forwardi ng table containing
the follow ng infornation:

o BSL: Bit String Length, one of 16 bit/32 bit/64 bit/128 bit/256
bit.

o SD: Subdomain to which the MSR6 packet bel ongs.
0 Sl: Set ldentifier to which the bit position bel ongs.

o Bit Position: Locally assigned bit position indicating a specific
f orwar di ng behavi or.

o0 Forwarding Attribute: Forwarding attributes associated with the
bit position, such as:

Local _decap: Local decapsul ation, where the MSR6 TE header is
decapsul ated locally and the packet is forwarded based on the
i nner protocol type.

Forward: The packet needs to be forwarded to the next HBS Unit
and to the MSR6 nei ghbor according to the bit position.

0 Nei ghbor: The nei ghbor address to which the packet is forwarded
(not present for Local _decap).

0 Qutput Interface: The output interface for forwardi ng the packet
(not present for Local decap).

Based on the network topology in Figure 6, the local BIFT tables for
the nodes are as follows:

Source Node A's Local BIFT Tabl e:
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[ el Sl el e oo pue e oo oo e el e e gl s e
| BSL | SO SI | Bit | For war di ng | Nei ghbor | Qut put |
| | | Position |Attribute | | I nterface |
[ el Sl Sty sty e sty e el
| 8 |0 |0 | 00000001 | Forward | B | AL |
R Rl s I BT I F----- - - I I +
|8 |0 |0 |00000010 |Forward |C | A2 |
R it (LI ST R +-------- R +
|8 |0 |0 |00000100 | Forward | G | A2 |
i I e e F-- - - - +-------- I I +

Internedi ate Replication Node B's Local BIFT Table:

[ ey Sl Sty e fem e e s ey e el
| BSL | SD| SI |Bit | Forwar di ng | Nei ghbor | Qut put |
| | | Position |Attribute | | I nterface |
[ el Sl et oo oo pume s e e e el s e e el e e
[8 |0 |0 |00000001 |Forward | E | B1 |
R it (LI ST R +-------- R +
|8 |0 |1 |00000001 |Forward | F | B2 |
i I e e F-- - - - +-------- I I +

Internedi ate Replication Node C s Local BIFT Table:

[ ey Sl Sty e fem e e s ey e el
| BSL | SD| SI |Bit | Forwar di ng | Nei ghbor | Qut put |
| | | Position |Attribute | | I nterface |
[ el Sl et oo oo pume s e e e el s e e el e e
[8 |0 |0 |00000001 |Forward |G | Cc1 |
R it (LI ST R +-------- R +
|8 |0 |0 |00000100 | Forward | G | C2 |
i I e e F-- - - - +-------- I I +

Recei ver Node D s Local BIFT Tabl e:

[ ey Sl Sty e fem e e s ey e el
| BSL | SD| SI |Bit | Forwar di ng | Nei ghbor | Qut put |
| | | Position |Attribute | | I nterface |
[ el Sl et oo oo pume s e e e el s e e el e e
| 8 |0 |0 | 00000001 |Local _decap| None | None |
R it (LI ST R +-------- R +

Recei ver Node E's Local BIFT Tabl e:
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[ el Sl el e oo pue e oo oo e el e e gl s e
| BSL | SO SI | Bit | For war di ng | Nei ghbor | Qut put |
| | | Position |Attribute | | I nterface |
[ el Sl Sty sty e sty e el
| 8 |0 |0 | 00000001 |Local _decap| None | None |
R Rl s I BT I F----- - - I I +

Recei ver Node F's Local BIFT Tabl e:

R ety ety el S pj gy g —p—p——" —jop—g—j—_——— o —(——(———————
| BSL | SD SI | Bit | Forwar di ng | Nei ghbor | Qut put |
| | ] | Position |Attribute | | I nterface |
[ bl el bl oo o oo ool s oo ool ool s s 1}
| 8 |0 |0 | 00000001 |Local _decap| None | None |
i I e e F-- - - - +-------- I I +

5. MBR6 Data Forwardi ng Process

5.1. Fixed-Length Mde Forwardi ng

The head node collects the necessary information and encapsul at es
the multicast tree information into the MSR6 TE packet header. It
then offsets to the first HBS unit based on the HBS offset value in
the current packet header.

o HBS Unit Position = HBS O fset Value * HBSL Byte Val ue.

After offsetting to the start of the HBS unit, the node uses the bit
string, HBSL, and SI within the unit to find the correspondi ng Bl FT
forwarding table on the device. This table deternines the nei ghbor
nodes, output interfaces, and forwarding attributes for packet
replication. The node will then perform|ocal decapsul ation

(Local _decap), normal forwarding (Forward) based on the forwarding
attributes

0 Local Decapsul ation: The packet is decapsulated locally, and the
MBR6 TE header is removed. The |local nulticast forwarding table
is then checked based on the inner protocol type for forwarding.

o Norrmal Forwarding: The HBS of fset value in the packet is updated
to allow offsetting to the next HBS unit in subsequent
processi ng. The packet is then forwarded to the MSR6 nei ghbor
The nethod to update the HBS offset value in the current packet
is:

New HBS OFfset = NS Start + bitpositon in bitstring w thout
| ocal _decap.
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5.2. BUD Node Forwardi ng

Fommm oo + Fommm oo +
+- >/ +Recei ver | / +Recei ver
/Y S + f Ao +
[ / n
+- +-+ +- +-+ |
+-> +PEl+--------- +PE3+ ----+
/ [ +---+ +---+
------- > / R
S R +  +-+ /
| Sour ce+- - +P+- - +
S +  +-+ \
\ L >
\ \+---+ +---+
+-> +PE2+--------- +PE4+ ----+
+- -+ +- -+ |
N \ \%
L T + \4+-------- +
+- >\ +Recei ver | +Recei ver
Fommm oo + Fommm oo +

Figure 8: BUD Node Di agram

Nodes PE1l and PE2 play a BUD rol e, having both l|ocal receivers and

| ower-tier nodes |ike PE3. Node P cannot handl e the packet by sinply
stripping the header, as sone traffic on PEL exits the MSR6 TE
tunnel to local receivers, while other traffic continues to PE3 and
PE4. When downstream BUD nodes are present, the node expects both
normal forwardi ng and PHP forwarding simultaneously.

When a P device senses BUD nodes in the neighbor devices, it assigns
two Bit Positions:

o Type 1 Bit Position: Indicates that traffic leaving this
interface has no further Segnents, only |local receivers

o Type 2 Bit Position: Indicates that traffic leaving this
interface has further Segnents, as shown in PE3 in the diagram

Bit Positions for different interfaces should be as continuous as
possi bl e. For exanple, assuming the HBS Unit on node P identified by
BSL can contain a 16-bit bit string:

o P assigns Type 1 Bit Position 1 to PE1l and Type 1 Bit Position 2
to PE2.

Liu, et al. Expi res 24 COctober 2025 [ Page 11]



Internet-Draft Encapsul ation and Forwardi ng for MSR6 April 2025

o P assigns Type 2 Bit Position 5 to PE1l and Type 2 Bit Position 6
to PE2.

Node P's HBS Unit conposed of Type 1 BP is shown in Figure 9

L el St e fom s gy oo e g
| Next | SI | Reserved|Bit |
| Segrent | | | String |
| Start | | | |
R ettty bl S p ety g —j——————
| FF |1 |0 | 0000. . 00000011 |
+----- - I R I I T +

Figure 9: HBS Unit Conposed of Type 1 BP

0 Next Segnment Start field is an invalid value OxFF

Node P's HBS Unit conposed of Type 2 BP is shown in Figure 10:

+o———oo—4 oo+ o4 - ——————=—=—+
| Next | SI | Reserved| Bit |
| Segrent | | | String |
| Start | | I I
B oo ool oo oo ool oo s s
| XX |1 |0 | 0000. . 00110000

+------- F--- - - - - i I +

Figure 10: HBS Unit Conposed of Type 2 BP

5.3. Multiple-SI Mde Forwarding

When the nunber of bits allocated by sone nodes exceed the bit
string length limt, same bit will be allocated in different Set
Identifiers. HBS units for nmultiple SIs will be encapsulated, if the
mul ti cast packet needs to be replicated to multiple Sis in this
node.

If SI Left field of HBS Unit greater than 0, then the node perforns
mul tiple-SI forwarding processing.

After offsetting to the start of the HBS unit for the first SI, the
node perforns fixed-length node forwardi ng processing. The HBS

of fset value in the packet is updated to allow offsetting to the
next SI HBS unit in subsequent processing. The packet is then
performs fixed-Iength node forwardi ng processing according to new
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HBS unit. The method to update the HBS offset value in the current
packet is:

Next SI HBS Ofset = Next SI Start.

When an HBS Unit for one SI is processed, the SI Left fieldis
reduced by 1. The nmultiple-SI forwarding process is conpleted until
the SI Left field is reduced to O.

6. | ANA Consi derations
TBD

7. Security Considerations
TBD
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