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Abst r act

Thi s docunent introduces new | PFI X I nfornmation El enents to identify
the Path Segnment Identifier(PSID)s for SR-MPLS and SRv6 pat hs
i dentification.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 15 March 2026.
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I nt roduction

When nonitoring a traffic flowin an SR network, a typical use case
is to answer the foll owi ng questions:

*  How many packets are steered into a certain SR path ?

* \Which SR Policy or candidate path or segnent list this SR path
bel ongs to ?

To answer these questions, when exporting |PFI X flow records, the SR
path i nformati on needs to be included. However, there're still sone
shortcom ngs with the existing nmechani sns.

SR-MPLS Path Identification

In SR-MPLS[ RFC8660], a segment is encoded as an MPLS | abel. For MPLS
| abel stack information collection, IPFIXIE

mpl sLabel St ackSecti on(el enent | D: 316) [ RFC5477] can carry a series of n
octets fromthe MPLS | abel stack of a sanpled packet, which can be

| everaged to carry the whole or part of the MPLS | abel stack. And

I Es from npl sTopLabel St ackSecti on, npl sLabel St ackSecti on2,
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1.

2

nmpl sLabel St ackSecti on3 to npl sLabel St ackSecti on10(el ement1 D from 70
to 79)[ RFC5102] provide nechanismto carry the individual MPLS | abe
information in the | PFI X nessage.

But the above IEs are not sufficient for SR-MPLS path identification:

* The intermedi ate node and the egress node cannot use the SR | abe
stack to determ ne al ong which SR path the packet came, because
when a packet is transmtted along an SR path, the labels in the
MPLS | abel stack will be swapped or popped.

* Al though the headend node may have the information of the whole
segnment list, the size of |PFIX nessages (especially the data
record) would be big when a segnment |ist contains many Sl Ds,
maki ng the collecting and anal yzing of flow records inefficient.

* |In the cases that different SR (whether it is SR-MPLS or SRv6)
policies use the sanme segnent list for traffic steering, it is
difficult to distinguish the traffic flow of different SR policies
even with the whole SR 1ist information of the traffic flow

SRv6 Path ldentification

[ RFC9487] introduces new | P Fl ow I nformati on Export (1 PFIX)
Information Elements (IEs) to identify a set of information related
to Segnent Routing over IPv6 (SRv6). For the SRv6 segnment list, two
IPFIX 1Pv6 SRH I Es are defined in [ RFC9487], srhSegment| Pv6Basi cLi st
(el enent 1 D: 496) and srhSegnent | Pv6Li st Section (el enent| D: 497), both
encodi ng the Segnent List in the SRH starting from Segnent List[0].

An SRv6 path could be identified by the content of a segnent list in
| PFI X using | E496 or 1E497, but the segnent list is not always the
best key identifier due to the foll owi ng reasons:

* The size of an SRv6 SID is nuch bigger than an SR-MPLS SI D, naki ng
the size of | PFIX nessage even nore | arger when the segnent |ist
contai ns many Sl Ds.

* An SRv6 path may not be identified by the segnent |ist carried by
the SRH in reduced node as described in section 4.1.1 of [RFC8754]
where the first SIDis not present in the SRH

*  Wien the srhSegment| Pv6Basi cLi st or
srhSegnent | Pv6Li st Secti on cont ai ns conpressed- Sl D
containers[l-D.ietf-spring-srv6-srh-conpression], additiona
i nformati on and processing procedures are required to decode
conpressed-SI D contai ners as described in [ RFC9487] section 6.2 to
obtain the original segnment |ist information before conpression
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1.3. SR Path Segnent

Path Segnent is a type of Segment Routing (SR) segment, and a Path
Segnent ldentifier (PSID) is used to identify an SR path.

For SR-MPLS, as specified in [ RFC9545], a PSID is a single |abel that
is assigned fromthe Segnment Routing Local Block (SRLB) of the egress
node of an SR path, and it inmediately follows the |ast |abel of the
SR pat h.

PSID for SRv6 networks is defined in
[1-D.ietf-spring-srv6-path-segnment]. |In SRH, the PSID appears as the
|ast entry in the segment |ist.

Thi s docunent introduces new | PFI X I nformation El enents to identify
the PSIDs for SR-MPLS and SRv6 paths identification.

2. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Thi s docunent nakes use of the terms defined in [ RFC7011], [RFC8402],
[ RFC8754], [RFC9545] and [I-D.ietf-spring-srv6-srh-conpression].

The following terns are used as defined in [ RFC7011]:
* | PFI X

* | PFI X Information El enments

* Metering Process

* Tenpl ate Record

* Data Record

* Collector

The following terns are used as defined in [ RFC8402]:
* Segnent Routing (SR

*  Segnent List
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*  SRv6

The following terns are used as defined in [ RFC8754]:
*  SRH

* Last Entry

The following terns are used as defined in [ RFC9545] and
[1-D.ietf-spring-srv6-path-segnent]:

* PSID: Path Segnent Identifier
3. PSIDin IPFIX
3.1. SR-MPLS PSID in |IPFIX
A new | E "psidMpl s" is defined in this document to identify the SR
MPLS PSID, it carries a 32-bit MPLS | abel that represents an SR-MPLS
PSI D.
Nane: psidMols
El ementI D. TBD1
Description: The 32-bit MPLS | abel that represents an SR-MPLS PSI D.
Abstract Data Type: octetArray
Data Type Semantics: identifier
Addi tional Information: Specified in [RFCI545].
Reference: This docunent.
3.2. SRv6 PSID in IPFIX
A new I E "srhPsidlPv6" is defined in this docunent to identify the
PSIDin the SRH, it carries a 128-bit |1Pv6 address that represents an
SRv6 PSI D.
Name: srhPsidl Pv6
El ementI D. TBD2
Description: The 128-bit | Pv6 address that represents an SRv6 PSI D.

Abstract Data Type: ipv6Address
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3. 3.

4.

4.

1.

Data Type Semantics: default

Addi tional Information: Specified in Section 3 of
[1-D.ietf-spring-srv6-path-segnent].

Ref erence: This docunent.

Al though 1E srhPsidlPv6 is used to identify an SRv6 path, this
docunent doesn’t limt using srhPsidl Pv6 together with
srhSegnent | Pv6Basi cLi st or srhSegment | Pv6Li st Section in the sane
| PFI X nmessage, see section 4.2 for nore information.

PSI D Usecases

Net wor k Observability, as described in [I-D.ietf-nnmop-term nol ogy],
is the process of enabling network behavioral assessnent through
anal ysi s of observed operational network data, and Network

Tel enetry(e. g, PFIX) is the basis of Network Cbservability.

PSI D benefits the SRIPFIX flow visibility for Network Chservability.
As described in [ RFC9545] section 3 and
[1-D.ietf-spring-srv6-path-segnent] section 2, SR-MPLS and SRv6 PSID
may be used to identify an SR Path in use cases such as perfornmance
measur enent, bi-directional path association, end-to-end path
protection and etc. By carrying PSID information in | PFI X nessages,
SR path of the traffic flow can be easily identified in the above
uses cases.

Qper ational Considerations
Operational Considerations for psidMwls

To generate Flow Records with psidMls, the nmetering process needs to
acquire the information of the corresponding PSID,i.e,which |abel is
the PSID. This nmay be achieved by configuration or signaling. How
to get this information the is out of the scope of this docunent.

After decoding the |IPFI X nmessages at the collector, to get the flow
record with PSID, the collector mght process the flow record locally
or send it to a data processing or analytics conponent. |In order to
recogni ze the SR path, the anal ysis node SHOULD be aware of which SR
path the SR-MPLS PSID identifies. Howto get this information the is
out of the scope of this docunent.
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4.2. (Operational Considerations for srhPsidlPv6

As specified in [I-D.ietf-spring-srv6-path-segment], the P-flag in
the SRHis set to indicate the presence of PSID. To generate Flow
Records with PSID included, the nmetering process MJST understand the
P-flag. Only when the P-flag is set SHOULD the netering process
capture the last entry in the SRHto get the PSID. |If the P-flag in
the packet is unset, when the srhPsidl Pv6 appears in the tenplate
record, the corresponding field in the data record i s RECOMVENDED t o
set to all zero.

After decoding the |IPFIX nessages at the collector, to get the flow
record with SRv6 PSID, the collector mght process the flow record
locally or send it to a data processing or analytics conmponent. In
order to recogni ze the SR path, the analysis node SHOULD be aware of
which SR path the SRv6 PSID identifies. Howto get this information
the is out of the scope of this docunent.

As in [I-D.ietf-spring-srv6-path-segnment] section 3, the PSID
al |l ocati on depends on the use cases, including:

* each segnent list may have its own PSID with different val ue;

* the sane PSID nay be used for sone or all the segnent |ist under a
Candi dat e pat h;

* the sane PSID may be used for sone or all Candidate Path within an
SRv6 policy.

If srhPsidl Pv6 and srhSegnent| Pv6Basi cLi st/

srhSegnent | Pv6Li st Secti on appear together, the srhPsidl Pv6 MAY be
used to identify an SR Policy or candidate path, and the information
carried in srhSegnent| Pv6Basi cLi st/ srhSegment | Pv6Li st Secti on shows
the detail ed segnent |ist belonging to this SR Policy or candidate
path. This docunent does not linmt how to use srhPsidlPv6 and the
detail is out of scope.

5. Security Considerations

There are no additional security considerations regarding allocation
of these new | PFI X | Es conpared to [ RFC7012].

O her security considerations for SR-MPLS PSID in [ RFC9545] and for

SRv6 PSID described in [I-D.ietf-spring-srv6-path-segnent] apply to
thi s docunent.
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6. | ANA Consi derati ons

Thi s docunent requests 1ANA to create new | Es under the "I PFI X
Information El enents” registry [ RFC7012] avail able at [IANA-1PFI X].

Fomm o - o m e e e e e e i e e ee oo +
| El enent | Nare | Reference |
| 1D | I I
R, o e e e oo o e e - +
| TBDL | psi dMpl s | This docunment |
Fomm o - o e e e oo oo s +
| TBD2 | srhPsidlPv6 | This document |
S o o e e o - +
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