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Abst ract

Thi s docunent anal yzes the requirenments and probl ens when nonitoring
flows with nulti-Ilayer network encapsul ations. This docunment ains to
solve this probl em by updati ng RFC7011 and i ntroduci ng new | PFI X | Es
for encapsul ation layer indication
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1. Introduction

A packet may have multi-layer network encapsul ati ons, and each | ayer
may use the sanme or different network encapsul ati on headers. e.g, IP
in | P encapsul ati on [ RFC2003], which is an I P tunneling nmechani sm
that encapsul ates one | P packet in another |P packet, typical |P-in-
I P scenario includes |IPv4-in-1Pv4, |Pv6-in-1Pv6, |IPv4-in-1Pv6 and

| Pv6-in-1Pv4.

Wth the depl oynent of SRv6, the appearance of packets with |Pv4-in-
I Pv6 or IPv6-in-1Pv6 encapsul ati on becones nore and nobre compn in
the network. And there may be nore than two network encapsul ation

| ayers in one packet as analyzed in section 3.1

When nmonitoring a traffic flowwi th nmultiple encapsul ations, e.g | P-
in-1P, a typical use case is to answer the follow ng questions:

* VWhich tunnel are the packets steered into (e.g, identified by the
outmost | P header) ?

* \What are the details of the inner packet (e.g, identified by the
i nnernost | P header) ?
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3.

However, based on the existing | PFI X mechanisnms, it is not easy to
differentiate between | Es of different encapsul ation | ayers.

Thi s docunent ainms to solve this problem by updating [ RFC7011] and
i ntroduci ng new | PFI X | Es for encapsul ation | ayer indication.

[Editor’s Note] This version provides two alternative options to
i ndi cate the encapsul ation layer information for discussion.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Thi s docunent nakes use of the terns defined in [ RFC7011], [ RFC8402]
and [ RFC8754] .

The following terns are used as defined in [ RFC7011]:
* IPFIX

* | PFIX Information El ements

*  Tenpl ate

* Collector

* | PFI X Devi ce

The following terns are used as defined in [ RFC8402]:
* Segnent Routing (SR

*  Segnent List

*  SRv6

* BSID

The following terns are used as defined in [ RFC8754]:
*  SRH

Use Cases and Requirenents
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3.

1.

Use Cases

There may be nore than two network encapsul ation |ayers in one
packet. As shown in the figure bel ow

s I S S D L S g
| PE1[--|Rl |--|T1 |--|R2 |--|R3 | --|PE2]|
. S S ST S S SRS

-+-+ +- +- +
CE1| | CE1]
---+ +---+

+— 4+

CEl sends | Pv6 packets to CE2.
Packet |eaving CEl: |Pv6<SA=CE1l, DA=CE2>

PE1 perforns SRv6 function H Encaps with SRv6 Policy, and the
corresponding SID list is <SID-R1, SID T1, SI D PE2>, wherein SIDT1 is
a BSIDinitiated on node TI1.

Packet | eaving PEl: | Pv6<SA=PE1l, DA=SI D- R1><S| D-R1, SI D-T1, SI D-
PE2>| Pv6<SA=CE1, DA=CE2>

When the packet arrives at T1l, based on BSID SID-T1 , T1 perfornmns
End. B6. Encaps [ RFC8986] and encapsul ate the third |1 Pv6 header onto
the packet with the corresponding SID list <SID R2, SI D R3>

Packet | eaving T1:1Pv6<SA=T1, DA=R2><S| D- R2, SI D- R3>| Pv6<SA=PE1, DA=SI D-
PE2>| t; SI D-R1, SI D- T1, S| D- PE2>] Pv6<SA=CE1, DA=CE2>

So the packet observed at node R2 has three I Pv6 headers in it.

Based on different goals of the network nonitor, the data collection
scenario nmay include one of the foll ow ng:

*  The network nonitor wants to collect the information of the
out nrost SRH and the inner SRH of the same packet.

* The network nmonitor only wants to collect the information of the
out most | Pv6 header

* The network nmonitor only wants to collect the information of the
i nnernost | Pv6 header.

* The network monitor wants to collect the SA of the outnost |Pv6
header (i.e., the starting point of the tunnel) and the DA of the
i nnernost | Pv6 header(i.e., the final destination of the packet)
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3.2. Requirenents

Based on the scenarios described in section 3.1, the information
collection requirenents in IPFIX for nmulti-layer encapsul ated packets
i ncl ude:

* Reqg-a: Collecting the same fields fromboth the outer and inner
packet headers at the sane tine.

* Reg-b: Collecting only the fields fromthe inner packet header
* Reqg-c: Collecting only the fields fromthe outer packet header

* Req-d: Collecting different fields fromthe outer and inner packet
headers at the same tine.

For Reg-a, [RFC7011] specifies that, if an Information Elenment is
required nore than once in a Tenplate, the different occurrences of
this Information El ement SHOULD foll ow the | ogical order of their
treatments by the Metering Process, but it can not be guaranteed that
all the inplenmentations followthis rule since there is not a "MJST"
in the specification in [ RFC7011].

4. Updates to RFC 7011

Thi s docunent updates section 8 of [RFC7/011] by specifying mandatory
rules when an Information Elenment is required nore than once in a
Tenplate. The rules are:

If an Information Elenent is required nore than once in a Tenpl ate,
the different occurrences of this Information El erent MJST follow the
| ogi cal order of their treatnents by the Metering Process. For
exanple, if a selected packet goes through two hash functions, and if
the two hash values are sent within a single Tenplate, the first
occurrence of the hash value nust belong to the first hash function
in the Metering Process. For exanple, when exporting the two source
| P addresses of an |Pv4-in-1Pv4 packet, the first sourcel Pv4Address

I nformati on El enent occurrence nmust be the | Pv4 address of the outer
header, while the second occurrence nust be the address of the inner
header. Collecting Processes MJST properly handl e Tenplates with
multiple identical Information El enents.

5. IPFIX IEs for Encapsul ati on Layer Information

In the foll owi ng subsections, two options are provided for
encapsul ati on | ayer indication
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* (Option 1: New |IEs are defined as the | ayer separators. The
meani ng of the | Es of Header Fields (in other words, which
encapsul ati on | ayer these | Es bel ongs to), depends on the
appearance and the content of the "layer separator" |Es.

* Option 2: AnewlE using the data type "subTenplateMul tiList"
[ RFC6313] is defined to carry the nultiple encapsul ati on packet
header fields as the structured data. This nethod avoids the
dependenci es between | Es.

5.1. I PFI X Encapsul ation Layer Information Option 1
Thi s section defines several Encapsul ation Layer |IEs for network
encapsul ati on | ayer indication. Wen there is no need to
differentiate between these IEs in this docunment, they will be
collectively referred to as "encapsul ati on | ayer |E".
5.1.1. encaplLayer Top
A new | E "encaplLayerTop" is defined in this section to indicate which
IEs in the | PFI X nmessages bel ongs to the outnost network
encapsul ati on | ayer.
Nanme: encapLayer Top
Element I D: TBD1
Description: A 16-bit identifier indicating that the IEs that foll ow
imediately after it till the next Encapsul ati on Layer |E bel ong
to the outnost network encapsul ation | ayer (e.g, fromthe outnpst
Et hernet header to the first IP header). |If there' s not any other
Encapsul ation Layer |E exists in the Tenplate, it means that all
the 1Es foll owi ng encapLayer Top bel ong to the out nost network
encapsul ation layer. This IE has a fixed val ue of OxFFFF
Abstract Data Type: unsignedl6
Data Type Semantics: identifier
Ref erence: This document.
5.1.2. encaplLayer?2
A new | E "encaplLayer?2" is defined in this section to indicate which
IEs in the I PFlI X nmessages bel ongs to the second network encapsul ation
| ayer.

Nane: encaplLayer?2
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El ement | D:  TBD2

Description: A 16-bit identifier indicating that the IEs that foll ow
imediately after it till the next Encapsul ati on Layer |E bel ong
to the second network encapsul ation layer. |If there’'s not any
ot her Encapsul ation Layer |E exists in the Tenplate, it means that
all the IEs foll owing encapLayer2 belong to the second network
encapsul ation layer. This IE has a fixed val ue of OxFFFF

Abstract Data Type: unsignedl6

Data Type Semantics: identifier

Ref erence: This docunent.

5.1.3. encapLayer3

A new | E "encapLayer3" is defined in this section to indicate which

IEs in the | PFI X messages belongs to the third network encapsul ati on

| ayer.

Nanme: encaplLayer3

El ement I D: TBD3

Description: A 16-bit identifier indicating that the IEs that foll ow
imediately after it till the next Encapsul ati on Layer |E bel ong
to the third network encapsulation layer. |If there' s not any
ot her Encapsul ation Layer IE exists in the Tenplate, it neans that
all the IEs foll owi ng encaplLayer3 belong to the third network
encapsul ation layer. This IE has a fixed val ue of OxFFFF

Abstract Data Type: unsignedl6

Data Type Semantics: identifier

Ref erence: This document.

5.2. IPFIX for Encapsul ati on Layer Information Option 2

A new I E "mul ti Layer EcapFi el ds" is defined in this section as shown

below. This IE supports to carry the header fields for packets with

multiple layers of encapsul ation.

Nanme: multiLayer EcapFi el ds

El enrent I D. TBAl
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Description: * An IPFIX Information El enent that denotes that the header
fields of different encapsulation |ayers will be exported.
Each top-level elenent in a subTenplateMiltiList Information
El ement carries a Tenplate ID, Length, and zero or nore Data
Records corresponding to the Tenplate ID. The "ordered"
structured data type semantic [ RFC6313] is used. The Length
field of this subTenplateMultilList is encoded in three bytes
even though it may be | ess than 255 octets.

* The tenplate IDs fromtop to bottomcarried in the IE
correspond to encapsul ation | ayers of the packet flow, starting
fromthe outernost [ayer. For exanple, the data record of the
tenpl ate whose tenplate IDis carried in the first list el enment
bel ongs to the outnost network encapsul ation |ayer, the data
record of the tenplate whose tenplate IDis carried in the
second |list elenment belongs to the second network encapsul ation
| ayer, and the data record of the tenplate whose tenplate IDis
carried in the third list elenment belongs to the third network
encapsul ation | ayer.

* If not all of the encapsulation |ayers are required to be
exported, e.g., only the information of layer 1 and |layer 3
need to be exported, the tenplate IDin the data record and the
corresponding length field MIUST be set to 0 to indicate the
absence of the information of this |ayer.

Abstract Data Type: subTenpl ateLi st
Data Type Semantics: |ist
Ref erence: This document.

An exanpl e of the encoding of the IE "multilLayer EcapFi el ds" is shown
below for a traffic floww th IPv6-in-1Pv6-in-I1Pv6 encapsul ation,
where the destination address of the outnost | Pv6 header and the
source address of the innernpst |Pv6 header are required to be
exported, while the informati on of the second | Pv6 header is not
needed.

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| Set ID=2 | Length = 12 |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Templ ate 1D = 300 | Field Count =1 |
B T S i T s i i e e SEI S
| 0] TE = multilLayer EcapFi el ds | Fi el d Lengt h=65535 |
I S i o T s S S S e s s T
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Fi gure 1: Encoding mul ti Layer EcapFi el ds, Tenpl ate for Fl ow Record

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Set ID=3 | Length = 12 |
i e e R i s o i e e b i Sl S R S T
| Template 1D = 30 | Field Count =1 |
B i s T T i i o S o T Ji I
| O] I E=desti nati onl Pv6Address(28) | Field Length = 16 |
e s o i o e ik i S TP MR SR

Figure 2: Tenplate for the outnost |Pv6 header

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| Set ID=4 | Length = 12 |
i e e R i s o i e e b i Sl S R S T
| Templ ate I D = 302 | Field Count =1 |
B i s T T i i o S o T Ji I
| 0] I E = sourcel Pv6Address(27) | Field Length = 16 |
e L o i e i S S N S

Figure 3: Tenplate for the third | Pv6 header
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Set ID = 300 | Length = N |
e s o i e e b o i R S

255 | Li st Length= 44 | semantic |

T o R e e e o o T R e e E o o o
Top tenplatel d=301 | Length = 16 |
i T o T i e S S S i S e S
| Pv6 DA |

i i S S i T s i S
| Pv6 DA(conti nued) |

T o e i e s S e e T o NI S S
| Pv6 DA(conti nued) |

i T o T i e S S S i S e S
| Pv6 DA(conti nued) |

T i i S b i S
cond tenplateld=0 | Lengt h 0 |
R Tk o e R e E t i i s o e e sl o R R S
hird tenplatel d=302 | Lengt h 16 |
B e S i o S S S i T S S i S i e
| Pv6 SA |

i i S S i T s i S
| Pv6 SA(conti nued) |

T o e i e s S e e T o NI S S
| Pv6 SA(conti nued) |

i T o T i e S S S i S e S
| Pv6 SA(conti nued) |

i i S S i o i i S R S SR

+

@

+ -+

I
+-
I
+-
I
+-
I
+-
I
+-
I
+-
I
+-
I
+-
I
+-
I
+-
I
+-
I
+-

Fi gure 4: Encoding nultiple-layer headers, Data Set
6. Operational Considerations

It should be noticed that the layer information on different
exportors may be different, since the networking context m ght be
different fromeach exporter and each exporter only knows the | ayer
i nformation |ocally.

6.1. Qperational Considerations for Option 1
To generate Flow Records with I Es for encapsul ation |ayer included,
the metering process SHOULD recogni ze the encapsul ation | ayer of the

corresponding fields in the packet. This is mainly based on | ocal
i npl ementation and the details are out of the scope of this docunent.
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The order of the IEs in the Tenpl ate Records MJUST be guarant eed when
usi ng encaplLayer Top/ encaplLayer 2/ encaplLayer3, that is, the IEs

bel onging to each encapsul ation |layer MJST i nmedi ately foll ow the
correspondi ng encapsul ation layer |IE

Each encapsul ation | ayer |E SHALL NOT appear nore than once in a
Template. |If there’s nore than one encapsul ation layer |IE of the
same type in the Tenplate, the Collecting Process MIST ignore the
Templ ate and the Coll ecting Process SHOULD | og the error

As in [RFC5012], the Information El enents are derived fromfields of

packets or from packet treatnent. For IEs that are not related with

header fields, whether they are covered by scope of the encapsul ation
| ayer IE, they SHOULD be processed follow ng the existing

speci fications.

For | Es of Header Fields that are not in the scope of encapsul ation
layer IE, e.g, there're IEs of Header Fields in the Tenpl ate before
t he appearance of Encapsul ation Layer |Es, they SHOULD be processed
properly based on the default behavior of the Collector, how the
Col I ector woul d process themis out of the scope of this docunent.

Currently only three IEs are defined to neet the traffic nonitoring
requirenents for packets of no nore than three layers. |[If in the
future , there' re packets with four or five or nore encapsul ation

|l ayers in the network and the packet header information of each | ayer
is required to be exported, nore new | Es such as encapLayer 4/
encaplLayer5 MAY be needed

6.2. Operational Considerations for Option 2

Beside the tenplateld O, if the tenplateld used by the

mul ti Layer EcapFields 1E in the data record doesn’t exist, the
col l ector SHOULD i ngore the encapsul ation layer this tenplateld
represents and log an error, and it is RECOWENDED to process the
i nformati on of other |ayers nornally.

For 1 Es of Header Fields that are not included the

mul ti Layer EcapFields I E, they SHOULD be processed properly based on
the default behavior of the Collector, how the Collector would
process themis out of the scope of this docunent.

As in [RFC5012], the Information El enents are derived fromfields of
packets or from packet treatnent. For IEs that are not related with
header fields, whether they are included in the encapsul ati on | ayer
I E, they SHOULD be processed foll owing the existing specifications.
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7. Security Considerations

There are no additional security considerations regarding allocation
of these new | PFI X | Es conpared to [ RFC7012].

8. | ANA Consi derati ons
For option 1, this docunent requests IANA to create new | Es under the

"I PFI X I nformati on El enents” registry [RFC7012] avail able at
[ 1 ANA- | PFI X] .

S ' +
| El enent | Nare | Reference

| 1D | I I
R, o e e e oo o e e - +
| TBDL | encapLayer Top | This docunment |
S D . +
| TBD2 | encapLayer?2 | This document |
Fommma - oo mmeeeemeeaaaas . +
| TBD3 | encaplLayer3 | Thi s docunent |
R, o e e e oo o e e - +

For option 2, this docunent requests IANA to create new | Es under the
"IPFI X I nformation El enents" registry [ RFC7012] avail abl e at
[ 1 ANA- | PFI X] .

R, o e e e e e e e e e e e e e o m o +
| El enent | Nare | Reference |
| 1D | I I
Fomm o - o e e oo oo s +
| TBAl |multilLayerEcapFiel ds| This docunment |
N Fom e e e e oo o S +
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