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Abst r act

Thi s docunent introduces new | PFI X | Es for encapsul ation | ayer
indication to help with the scenario when nonitoring flowwith nulti-
| ayer network encapsul ations.
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1. I nt roducti on

A packet may have multi-layer network encapsul ati ons, and each | ayer
may use the sanme or different network encapsul ati on headers. e.g, IP
in | P encapsul ati on [ RFC2003], which is an I P tunneling nmechani sm
that encapsul ates one | P packet in another |P packet, typical |P-in-
I P scenario includes |IPv4-in-1Pv4, |Pv6-in-1Pv6, |Pv4-in-1Pv6 and

| Pv6-in-1Pv4.

Wth the depl oynent of SRv6, the appearance of packets with |Pv4-in-
I Pv6 or IPv6-in-1Pv6 encapsul ati on becones nore and nobre compn in
the network. And there may be nore than two network encapsul ation

| ayers in one packet as analyzed in section 3.1

When nmonitoring a traffic flowwith nmultiple encapsul ations, e.g | P-
in-1P, a typical use case is to answer the follow ng questions:

* VWhich tunnel are the packets steered into (e.g, identified by the
outmost | P header) ?

* \What are the details of the inner packet (e.g, identified by the
i nnernost | P header) ?

However, based on the existing | PFI X mechanisnms, it is not easy to
differentiate between | Es of different encapsul ation | ayers.

Thi s docunent ainms to solve this problemby introducing new | PFI X | Es
for encapsul ation layer indication
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2.

3.

3.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Thi s docunent nakes use of the terns defined in [ RFC7011], [ RFC8402]
and [ RFC8754] .

The following terns are used as defined in [ RFC7011]:
* | PFI X

* | PFIX Information El ements

* Metering Process

*  Tenpl ate

* Collector

* | PFI X Devi ce

The following terns are used as defined in [ RFC8402]:
* Segnent Routing (SR)

*  Segnent Li st

*  SRvb6

The following terns are used as defined in [ RFC8754]:
*  SRH

Use Cases and Requirenents

1. Use Cases

There may be nore than two network encapsul ation |layers in one
packet. As shown in the figure bel ow.
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CEl sends | Pv6 packets to CE2.

Packet |eaving CEl: |Pv6SA=CEl, DA=CE2>

PE1 perforns SRv6 function H Encaps with SRv6 Policy, and the
corresponding SID list is <SID-R1, SIDT1, SI D PE2>, wherein SID-T1 is
a BSID initiated on node T1.

Packet | eaving PEl: | Pv6<SA=PE1l, DA=SI D- R1><S| D-R1, SI D-T1, SI D-
PE2>| Pv6<SA=CE1, DA=CE2>

When t he packet arrives at T1, based on BSID SID-T1 , T1 perforns
End. B6. Encaps [ RFC8986] and encapsul ate the third 1 Pv6 header onto
the packet with the corresponding SID |list <SID R2, SI D R3>

Packet | eaving T1:1|Pv6<SA=T1, DA=R2><SI D- R2, SI D- R3>| Pv6<SA=PE1, DA=SI D
PE2>| t; SI D-R1, SI D- T1, S| D- PE2>] Pv6<SA=CE1, DA=CE2>

So the packet observed at node R2 has three I Pv6 headers in it.

Based on different goals of the network nonitor, the data collection
scenario may include one of the foll ow ng:

* The network nonitor wants to collect the information of the
out nrost SRH and the inner SRH of the sanme packet.

*  The network monitor only wants to collect the information of the
out nost | Pv6 header

* The network nmonitor only wants to collect the information of the
i nnernost | Pv6 header.

*  The network nonitor wants to collect the SA of the outnost |Pv6

header (i.e, the starting point of the tunnel) and the DA of the
i nnernost | Pv6 header(i.e, the final destination of the packet)
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3.2. Requirenents

Based on the scenarios described in section 3.1, the information
collection requirenents in IPFIX for nmulti-layer encapsul ated packets
i ncl ude:

* Reqg-a: Collecting the same fields fromboth the outer and inner
packet headers at the sane tine.

* Reg-b: Collecting only the fields fromthe inner packet header
* Reqg-c: Collecting only the fields fromthe outer packet header

* Req-d: Collecting different fields fromthe outer and inner packet
headers at the same tine.

Reqg-a can be fulfilled | everaging the existing nechanism As
described in [RFC7011], if the same el enent appears multiple tines in
an |PFI X tenplate, it should be processed in order. For exanple,
when exporting the two source | P addresses of an | Pv6-in-1Pv6 packet,
the first sourcel Pv6Address Information El ement occurrence shoul d be
the | Pv6 address of the outer header, while the second occurrence
shoul d be the address of the inner header

However, Reqg-b, Reg-b and Reqg-d can not be neet using standard nethod
by far. When receiving a | PFl X message with a certain | E(e. g,
sour cel Pv6Address) fromthe I PFI X Device, the collector is not able
to tell which layer this IE belongs to for traffic flowwth nulti-
| ayer encapsul ati ons.

4. | PFIX I Es for Encapsul ation Layer |Information
This section defines several Encapsul ation Layer |IEs for network
encapsul ati on | ayer indication. Wen there is no need to
differentiate between these IEs in this docunent, they will be
collectively referred to as "encapsul ati on |ayer |E".

4.1. encaplLayerTop
A new | E "encaplLayerTop" is defined in this section to indicate which
IEs in the | PFI X nessages bel ongs to the outnost network
encapsul ation | ayer.
Name: encaplLayer Top
El erent I D: TBD1

Description: A 16-bit identifier indicating that the IEs foll ows
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imediately after it till the next Encapsul ation Layer |E bel ong
to the outnost network encapsul ation | ayer (e.g, fromthe outnost
Et hernet header to the first IP header). |If there’ s not any other
Encapsul ation Layer |E exists in the Tenplate, it nmeans that all
the IEs foll owi ng encaplLayer Top bel ong to the out nost network
encapsul ation layer. This IE has a fixed value of OxF

Abstract Data Type: unsignedl6

Data Type Semantics: identifier

Ref erence: This document.

4.2. encaplLayer?2

A new | E "encaplLayer2" is defined in this section to indicate which

IEs in the | PFI X nessages bel ongs to the second network encapsul ation

| ayer.

Name: encaplLayer?2

El erentI D TBD2

Description: A 16-bit identifier indicating that the IEs foll ows
imediately after it till the next Encapsul ation Layer |E bel ong
to the second network encapsul ation layer. |If there’s not any
ot her Encapsul ation Layer IE exists in the Tenplate, it neans that
all the IEs foll owing encapLayer2 belong to the second network
encapsul ation layer. This IE has a fixed value of OxF

Abstract Data Type: unsignhedl6

Data Type Semantics: identifier

Ref erence: This document.

4.3. encaplLayer3

A new | E "encaplLayer3" is defined in this section to indicate which

IEs in the I PFI X nessages belongs to the third network encapsul ati on

| ayer.

Name: encaplLayer3

El ement I D:  TBD2

Description: A 16-bit identifier indicating that the IEs foll ows
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imediately after it till the next Encapsul ation Layer |E bel ong
to the third network encapsulation layer. |If there’ s not any

ot her Encapsul ation Layer IE exists in the Tenplate, it neans that
all the IEs foll owing encapLayer3 belong to the third network
encapsul ation layer. This IE has a fixed value of OxF

Abstract Data Type: unsignhedl6
Data Type Semantics: identifier
Reference: This docunent.

5. Operational Considerations

To generate Flow Records with I Es for encapsul ation |ayer included,
the nmetering process SHOULD recogni ze the encapsul ation | ayer of the
corresponding fields in the packet. This is mainly based on |oca

i npl ementation and the details are out of the scope of this document.

Each encapsul ation |l ayer |E SHALL NOT appear nore than once nore in a
Template. If there’s nore than one encapsul ation layer |IE of the
sanme type in the Tenplate, the Collecting Process MJST ignore the
Tenpl ate and the Coll ecting Process SHOULD | og the error.

As in [RFC5012], the Information El enents are derived fromfields of

packets or from packet treatnent. For IEs that are not related with

header fields, whether they are covered by scope of the encapsul ation
| ayer IE, they SHOULD be processed follow ng the existing

speci fications.

For | Es of Header Fields that are not in the scope of encapsul ation

layer IE, e.g, there're |Es of Header Fields in the Tenpl ate before

the appearance of Encapsul ation Layer |Es, they SHOULD be processed

properly based on the default behavior of the Collector, how the

Col I ector woul d process themis out of the scope of this docunent.
6. Security Considerations

There are no additional security considerations regarding allocation
of these new | PFI X | Es conpared to [ RFC7012].

7. | ANA Consi derations

Thi s docunent requests IANA to create new | Es under the "I PFI X
Information El enents” registry [ RFC7012] avail able at [ ANA-1PFI X].
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S o m e e e e e e e e e e aa oo +
| El errent | Name | Reference |
| 1D | | |
AR, o e e e e oo R +
| TBDL | encapLayer Top | Thi s docunent |
Fomm o - o e e oo oo s +
| TBD2 | encaplLayer2 | Thi s docunent |
N o e e e e oo - S +
| TBD3 | encaplLayer3 | Thi s docunent |
AR, o e e e e oo R +
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