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Abst r act

Thi s docunent introduces new | PFI X | Es for exporting MPLS Network
Action (MNA) information in IPFIX covering both in-stack and post-
stack MNAs.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The Iist of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 26 June 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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I nt roducti on

MPLS Network Actions (MNAs), as introduced in [RFC9789], are used to
i ndi cate actions that inpact the forwardi ng or other processing (such
as nmonitoring) of the packet along the Label Switched Path (LSP) of
the packet and to transfer any additional data needed for these
actions.

Two types of MNAs sol utions are defined:

* MNA Sub-Stack Solution/In-stack Solution: as in
[I-D.ietf-npls-ma-hdr], it is used to carry Network Actions and
Ancillary Data in the MPLS | abel stack. In-stack actions and
ancillary data are contained in a Network Action Sub-Stack (NAS),
which is recognized by a new base Special Purpose Label (bSPL).

* Post-Stack MNA Solution: as in [I-D.ietf-npls-ma-ps-hdr], it is
for carrying Network Actions and Ancillary Data after the MPLS
| abel stack. The Post-Stack MPLS Header (PSMH) consists of two
mai n parts: Post-Stack MPLS Header (PSVMH) Type and Post - St ack
Net wor k Acti on Encodi ng.

When nonitoring a traffic flow with MPLS MNA encodi ng, the follow ng
i nformati on may be required by the network operator.

* VWhat’'s the content of the MNAs carried in the MPLS | abel stack ?

* \VWat’'s the content of the MNAs carried after the MPLS | abel stack
?
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In the existing I PFI X mechani sm npl sLabel StackSection(lE 316) can be
used to carry a series of n octets fromthe MPLS | abel stack of a
sampl ed packet, starting sectionOfset(lE 409) octets into the MPLS

| abel stack, and npl sPayl oadPacket Section(lE 317) carries a series of
n octets fromthe MPLS payl oad of a sanpl ed packet, starting
sectionOfset(l E 409) octets into the MPLS payl oad.

I f npl sLabel St ackSection(lE 316) and npl sPayl oadPacket Secti on(l E 317)
are used to carry the MNA information, additional procedures are
required at the network anal yzer to parse the

nmpl sLabel St ackSecti on or the npl sPayl oadPacket Section infornmation to
see if there’'s any MNA information carried in it and what's the
detailed MNA information. And this would bring extra conplexity in
the networ k anal yzer.

Thi s docunent introduces new |PFI X | Es for exporting MNA infornmation
in | PFI X, covering both in-stack and post-stack M\As.

2. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Thi s docunent nakes use of the ternms defined in [ RFC7/011] and
[ RFC9789] .

The following terns are used as defined in [ RFC7011]:
* | PFI X

* | PFIX Information El ements

* Metering Process

*  Tenpl ate

* Collector

* | PFI X Devi ce

The following terns are used as defined in [ RFC9789]:
*  MPLS Network Action (IMNA)

* Label Stack Entry (LSE)
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* Ancillary Data (AD)
*  Network Action Sub-Stack (NAS)
* Post-Stack Data
3. IPFIX IEs for MNA
This section defines several Encapsulation Layer IEs for MPLS MN\As.
Section 3.1 defines IEs for MNAs carried in the MPLS | abel stack (in-
Stack MNA) and section 3.2 defines IEs for MNAs carried after the
bottom of the MPLS | abel stack (post-Stack MA).
3.1. IPFIX IEs for In-Stack MAs
3.1.1. npl svhaSubSt ack
Nane: npl sMhaSubSt ack
Element I D: TBD1
Description: The MNA Sub-Stack in the MPLS | abel stack with the MNA
Sub- St ack I ndicator excluded. This Information El enent has a
variable length. Miltiple nplsiWhaSubStack | Es can be specified
within a single Tenplate since nultiple MPLS Network Action Sub-
St acks (NASes) may appear in a | abel stack as described in section
3 of [I-D.ietf-mpls-ma-hdr].
Abstract Data Type: octetArray
Data Type Semantics: default
Additional Information: See [I-D.ietf-npls-ma-hdr].
Ref erence: [I1-D.ietf-npls-ma-hdr]
3.1.2. npl smhalLseFor mat B
Nane: npl shWhalLseFor mat B
El ement | D. TBD2
Description: The LSE Format B carried in the MPLS Network Action
Sub- St ack(NAS). As defined in section 5 of
[I-D.ietf-npls-ma-hdr], the second LSE in a NAS MUST be a For nat
B LSE. This LSE contains an initial opcode plus additional fields

that describe the NAS. The size of this Information Elenent is 3
oct et s.
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If multiple nplsivhaLseFormatB I nformation El ements are specified
within a single Tenplate, then they apply to the npl svhaSubSt ack
Information El enents in order: the first nplsWhaLseFormatB applies
to the first nplsWhaSubStack, the second to the second, and so on.
Note that the "closest" npl siWhalLseFormat B and npl svhaSubSt ack
Information El enents within a given Tenplate are not necessarily
related. |If there are fewer nplshhalLseFormatB | nfornmation
El ement s than npl svhaSubSt ack | nformation El enments, then
subsequent npl sMhaSubStack Information El enments have no LSE For nmat
B information in this tenplate. |If there are nore
nmpl sMhalLseFormat B | nfornati on El enents than the nunber of
mpl sMhaSubSt ack | nformation El ements, then the additional
nmpl svhaLseFormat B | nformati on El ements are neani ngl ess.

Abstract Data Type: octetArray

Data Type Semantics: default

Additional Information: See section 4.2 in [I-D.ietf-npls-ma-hdr]
for the definition of LSE Format B.

Reference: This docunent.
3.2. IPFIX IEs for Post-Stack MNAs
3.2.1. maPost St ackMol sHeader Sect i on
Nanme: maPost St ackMol sHeader Secti on
El ement I D. TBD3
Description: The Post-Stack MPLS Header encoded after the Bottom of
the MPLS | abel stack. This Information Elenment has a variable
| engt h.
Abstract Data Type: octetArray
Data Type Semantics: default
Additional Information: See section 3 of [I-D.ietf-npls-ma-ps-hdr].
Ref erence: This document.
3.2.2. maPost St ackMpl sHeader Type
Nanme: maPost St ackMol sHeader Type

El enentI D: TBD4
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Description: This IE carries the Post-Stack MPLS Header Type defi ned
in section 3.2.1 of [I-D.ietf-npls-ma-ps-hdr]. The Post-Stack
MPLS Header type is the top-header for all the Post-Stack Network
Actions that are encoded in the PSVH for each scope. The size of
this Information Element is 4 octets.

Abstract Data Type: octetArray
Data Type Semantics: default

Addi tional Information: See section 3.2.1 of
[1-D.ietf-npls-ma-ps-hdr].

Reference: This docunent.
Qper ational Considerations

For the in-stack MNAs, as specified in [I-D.ietf-npls-ma-hdr], the
presence of the MNA Sub-Stack Indicator is indicated by the MNA Sub-
Stack Indicator which is a Base Speci al - Purpose MPLS Label with val ue
TBA. To generate Flow Records with the in-Stack MNA | Es i ncl uded,
the nmetering process MJST understand the MNA Sub-Stack Indicator. |If
the Base Speci al - Purpose MPLS Label with value TBA is absent in the

| abel stack, when the in-Stack MNA | Es appear in the tenplate record,
the corresponding field in the data record is RECOWENDED to set to
all zeros.

For the post-stack MNAs, since the presence of the Post-Stack MPLS
Header is indicated by the P-bit in the LSE Format B
[1-D.ietf-npls-ma-ps-hdr] which is carried in the | abel stack
followi ng the MNA Sub-Stack I ndicator, the metering process MJST
under stand the MNA Sub- Stack | ndicator and the P-bit in the LSE
Format B. Only when the P-bit is set SHOULD the netering process
capture the post-stack MNA information after the bottom of the stack.

Security Considerations

There are no additional security considerations regarding allocation
of these new | PFI X | Es conpared to [ RFC7012].

| ANA Consi der ati ons

Thi s docunent requests IANA to create new | Es under the "I PFI X
Information El enents” registry [ RFC7012] avail able at [ ANA-1PFI X].
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S e T S RIS +
| Elenent ID | Name | Reference |
R o e e e e e e e e e e aa o - T +
| TBD1 | npl sMhaSubSt ack | This docunent |
S TR S S I +
| TBD2 | npl sMhalLseFor mat B | This document |
S ISRy T T pe e I IRy +
| TBD3 | mmaPost St ackMol sHeader Section | This document |
R o e e e e e e e e e e aa o - T +
| TBD4 | mmaPost St ackMol sHeader Type | This docunent |
S TR O S I +

Table 1: IPFI X Information El enents Registry
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