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1. I nt roducti on

BGP/ MPLS VPN, as described in [RFC4364], is a nmethod that uses BGP to
exchange the routes of a particular VPN anong the PE routers that are
attached to that VPN. And each route within a VPN is assigned an
MPLS | abel .

Typi cal MPLS VPN scenari os incl ude:

* MPLS VPN over MPLS traffic engineering (MPLS-TE) tunnel: The MPLS-
TE tunnel can be built based on RSVP-TE LSP [ RFC5824] or SR-MPLS
Pol i cy.

* MPLS VPN with MPLS best effort tunnel: A single MPLS | abel /SR-MPLS
SID for the FEC on the egress PE is used to tunnel the VPN traffic
over the backbone.

For SRv6 VPN services, [RFC9252] defines procedures and nessages for
SRv6- based BGP services, including L3VPN, EVPN, and Internet

services. SRv6 Service SIDrefers to an SRv6 SID associated with one
of the service-specific SRv6 Endpoi nt Behaviors on the advertising PE
router.

As in [RFC9252], typical SRv6 VPN scenario includes:
* SRv6 service with SRv6-TE connectivity: To provide SRv6 service in
conjunction with an underlay Service Level Agreenent (SLA) from

the ingress PE to the egress PE, the egress PE colors the overlay
service route with a Col or Extended Conmunity [ RFC9012] for
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steering flows for those routes. The ingress PE encapsul ates the
payl oad packet in an outer |Pv6 header with the SR Policy segnent
list associated with the related SLA along with the SRv6 Service
SID associated with the route using the Segnent Routing Header
(SRH) [ RFC8754].

* SRv6 service with best-effort(SRv6-BE) connectivity: The egress PE
signals an SRv6 Service SIDwith the BGP overlay service route.
The ingress PE encapsul ates the payload in an outer |Pv6 header
where the destination address is the SRv6 Service SID provided by
the egress PE. The underlay between the PEs only needs to support
plain | Pv6 forwarding.

When monitoring traffic flows on the ingress PE in a network with BGP

VPN depl oyed, the network nonitor may want to know the follow ng

i nfornation:

* \Which egress PEis the flow forwarded to ?

* Howis the traffic transnmitted through the network ?

Thi s docunent introduces new | P Flow Informati on Export (IPFIX)
informati on el enents to carry the egress PE information in | PFI X

2. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

Thi s docunent nakes use of the terns defined in [ RFC7011], [ RFC8402]
and [ RFC9252].

The following terns are used as defined in [ RFC7011]:
* | PFI X

* | PFIX Information El ements

* Metering Process

* Tenpl ate Record

* Data Record

*  Col | ector
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The following terns are used as defined in [ RFC8402]:
* Segnent Routing (SR
*  Segnent List
*  SRv6
*  SR-MPLS
*  Segnent ldentifier (SID)
The following terns are used as defined in [ RFC9252]:
* SRv6 Service SID
3. New IPFIX IEs for VPN Egress PE I nformation

The foll owi ng subsections defines different types of IEs to fulfill
the requirenent to obtain the egress PE information via |IPFI X

3.1. BGP VPN Next Hop Information
Two new |Es are defined in this section to identify the next hop
address of the BGP VPN route. One for |IPv4 address and the other for
| Pv6 address. The BGP next hop address is an address of the egress
PE router as in [ RFC4364].

3.1.1. bgpVpnNext Hopl Pv4Addr ess
Nane: bgpVpnNext Hopl Pv4Addr ess
El ement I D: TBD1

Description: The 32-bit | Pv4 address on the egress PE which is used
as the next hop address of the BGP VPN route.

Abstract Data Type: default
Data Type Semantics: ipv4Address
Additional Information: Specified in [RFC4364].

Ref erence: This docunent.
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3.1.2. bgpVpnNext Hopl Pv6Addr ess
Nane: bgpVpnNext Hopl Pv6Addr ess
El ement I D. TBD2

Description: The 128-bit | Pv6 address on the egress PE which is used
as the next hop address of the BGP VPN route.

Abstract Data Type: default
Data Type Semantics: ipv6Address

Addi tional Information: See [RFC4659] for nore information about the
| Pv6 Next Hop Network Address.

Reference: This docunent.
3.2. SRv6 Service SID Locator in | PFI X

In the case of SRv6 VPN, another choice to be aware of the egress PE
information is to export the locator information of the SRv6 service
SID, since generally the SRv6 |ocators are well planned in the
network, and different PEs are usually assigned with different

| ocat ors.

[ RFC9487] defines IE "srhSegnentlPv6" and | E
"srhSegnment | Pv6Locat orLength", and it enables the cal culation of the
SRv6 Locator when the two |Es are used together. However, the
requirenent to export the | ocator of the SRv6 service SID can not be
fulfilled using "srhSegnmentl| Pv6" and "srhSegnent| Pv6Locat or Lengt h"
due to the follow ng reasons:

* In the SRv6-TE scenario, the SRv6 service SID woul d be
encapsul ated in the SRH as the | ast segnent(i.e, Segnent List[O0])
of the segnment list in SRH Al though "srhSegnmentl Pv6" is the
128-bit 1 Pv6 address that represents an SRv6 segnment, there's no
mechani smyet to solely export Segment List[O](or any other
segnment besides the active segnent) in the SRH
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* In the SRv6-BE scenario, the SRv6 service SID is encapsul ated as
the destination address of the |Pv6 header by the ingress PE
Theoretically, the I E "destinationl Pv6Address” and
"destinationl Pv6PrefixLength" defined in [RFC7012] can be used to
calculate the the I Pv6 prefix length of the SRv6 service SID. But
if this method is used, the network anal yzer needs to know exactly
which flows are VPN fl ows using SRv6-BE forwarding to distinguish
SRv6 Service SID fromthe normal |Pv6 address carried in the | Pv6
destination address field.

To export locator of the SRv6 Service SID which is advertised via BGP

VPN routes, the following |Es are defined, and this nethod is

appl i cable for both SRv6- TE and SRv6-BE scenari o.

3.2.1. srv6ServiceSi dLocat or

Name: srv6ServiceSi dLocat or

El ement I D:  TBD3

Description: The Locator of the SRv6 Service SID signal ed by the
egress PE via BGP.

Abstract Data Type: default

Data Type Semantics: i pv6Address

Additional Information: See [RFC9252] for nore infornation about the
SRv6 service SID. See Section 3.1 of [RFC8986] for nore details
about the SID fornmat.

Ref erence: This docunent.

3.2.2. srv6ServiceSi dLocat orLength

Nanme: srv6ServiceSi dLocat orLength

El enrent| D TBD4

Description: The length of the SRv6 Locator of the SRv6 service SID
specified as the nunber of significant bits. Together with
srveServiceSid, it enables the calculation of SRv6 Locator of the
SRv6 service Sl D

Abstract Data Type: default

Data Type Semantics: default
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Addi tional Information: See Section 3.1 of [RFC8986] for nore
details about the SID format.

Ref erence: This docunent.
4. Operational Considerations

The | E bgpNext Hopl Pv4Addr ess(18) and bgpNext Hopl Pv6Addr ess(63) define
the 1 Pv4/1Pv6 address of the next (adjacent) BGP hop. |If BGP VPN
route is the only BGP route deployed on the PE, |E 18 and I E 63 MAY
be used to indicate the next hop address of the BGP VPN route.
However, when there're many types of BGP route used in the
network(e.g., BGP VPN [ RFC4364] is used together wth BGP-

LU RFC8277]), it is not clear which type of the BGP route the next
BGP hop carried in IE 18 or IE 63 belongs to. 1In this case, using
bgpVpnNext Hopl Pv4Addr ess and bgpVpnNext Hopl Pv6Address defined in this
docunent to carry the next hop address of the BGP VPN route is nore
appropri at e.

In the multi-as backbones, if inter-AS option A or option B with BGP
next - hop changed are used as described in Section 10 of [RFC4364],
the address of the egress PE can’t be obtained via
"bgpVpnNext Hopl Pv4Addr ess" or "hbgpVpnNext Hopl Pv6Addr ess" since the
next hop address of the BGP VPN route received by the ingress PE is
not the address of the egress PE

5. Security Considerations

There are no additional security considerations regarding allocation
of these new I PFI X | Es conpared to [ RFC7012].

O her security considerations for BGP/ MPLS VPN in [ RFC4364] and for
BGP Overlay Services Based on SRv6 in [RFC9252] apply to this
docunent .

6. | ANA Consi derations

Thi s docunent requests IANA to create new | Es under the "I PFI X
Informati on El enents” registry [ RFC7012] avail able at [ ANA-1PFI X].
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S e T S RIS +
| Elenent ID | Name | Reference |
R o e e e e e e e e m o T +
| TBD1 | bgpVpnNext Hopl Pv4Addr ess | Section 3.1.1 |
S TR e S I +
| TBD2 | bgpVpnNext Hopl Pv6Addr ess | Section 3.1.2 |
S ISRy T e I IRy +
| TBD3 | srv6ServiceSi dLocat or | Section 3.2.1 |
R o e e e e e e e e m o T +
| TBD4 | srv6ServiceSi dLocatorLength | Section 3.2.2 |
S TR O S I +

Table 1: IPFI X Information El enents Registry
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