OPSAVG Y. Liu

I nternet-Draft Chi na Mobile
I ntended status: Standards Track X. Song
Expires: 15 Septenber 2026 T. Zhou

ZTE Corporation
14 March 2026

Export of BGP Prefix Oigin Validation in IP Flow I nformati on Export
(1 PRI X)
draft-1iu-opsawg-i pfi x-bgp-pov-01

Abst ract

Thi s docunent defines an IP Flow Information Export (IPFIX)
Information El enent for nonitoring the state of Resource Public Key
Infrastructure (RPKI) based BGP Prefix Origin Validation. The

I nformation El enent enabl es network operators to collect and anal yze
BGP route validation states (valid, invalid, not-found) to facilitate
the detection of potential route hijacks inproving network
observability and security.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 15 Septenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

The RPKI [ RFC6480] provides a cryptographic framework for validating
the associ ation between | P address bl ocks and Autononpus System (AS)
nunbers. BGP Prefix Oigin Validation, as defined in [ RFC6811],
enabl es routers to verify whether the origin AS of a BGP route
announcenent is authorized to advertise the corresponding IP prefix,
based on Route Origin Authorizations (ROAs) [ RFC9582] in the RPKI

When BGP Prefix Origin Validation is enabled on a router, the router
mai ntains a | ocal cache of Validated ROA Payl oads (VRPs) obtained
through the RPKI-to-Router protocol (RTR) [RFC8210]. For each

recei ved BGP UPDATE nessage, the router extracts the announced |IP
prefix and its origin AS, conpares this tuple against the |local VRP
cache, and assigns a validation state (valid, invalid, not-found)
according to the algorithmspecified in [ RFC6811]. This validation
state can be attached as a |ocal path attribute to the BGP route
entry and influence subsequent routing decisions, such as route
filtering and route preference adjustnent.

Wil e this validation mechani sm enhances BGP security, network
operators currently lack standardi zed nethods to nonitor the

val idation states across their network infrastructure. |P Flow

I nformati on Export (IPFIX) [RFC7011] provides a standard protocol for
exporting flow informati on from network devi ces.
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Thi s docunent defines a new I PFI X I nformation El ement specifically
designed for nonitoring the state of RPKI-based BGP Prefix Oigin
Validation. The elenment enables network operators to collect,

anal yze, and nonitor the validation states of BGP routes across their
network infrastructure.

Ter mi nol ogy
1. Ternms Used in This Docunent
Thi s docunent uses the following terns defined in [ RFC6811].

Val i dat ed ROA Payl oad (VRP): A locally stored object which contains
the content (IP address, prefix Iength, maxi mum |l ength, origin AS
nunber) .

Prefix: (IP address, prefix length), interpreted as is custonary (see
[ RFC4632]).

Route: Data derived froma recei ved BGP UPDATE, as defined in
[ RFC4271] .

Additionally, this docunment uses the terns defined in [ RFC7011].

Observation Point: An Cbservation Point is a location in the network
wher e packets can be observed. Exanples include a line to which a
probe is attached; a shared nedium such as an Ethernet-based LAN, a
single port of a router; or a set of interfaces (physical or |ogical)
of a router.

Exporter: A device that hosts one or nmore Exporting Processes is
ternmed an Exporter.

| PFI X Device: An | PFI X Device hosts at | east one Exporting Process.
It may host further Exporting Processes as well as arbitrary nunbers
of Cbservation Points and Metering Processes.

Informati on El enent: An Information Elenent is a protocol and
encodi ng i ndependent description of an attribute that may appear in
an | PFI X Record. Information Elenments are defined in the 1 ANA "I PFI X
Information El enents" registry (see ANA-IPFIX). The type associ ated
with an Information El ement indicates constraints on what it may
contain and al so determ nes the valid encodi ng mechani snms for use in

| PFI X.

Exporting Process: The Exporting Process sends | PFI X Messages to one
or nore Collecting Processes. The Flow Records in the Messages are
generated by one or nore Metering Processes.
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Col l ecting Process: A Collecting Process receives | PFl X Messages from
one or more Exporting Processes. The Collecting Process m ght
process or store Fl ow Records received within these Messages, but
such actions are out of scope for this docunent.

2.2. Requirenments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. IPFIX 1Es for BGP Prefix Origin Validation

This section defines a new | PFI X I nformati on El enent for nonitoring
RPKI - based BGP Prefix Origin Validation

3.1. bgpPrefixOiginValidationState

Nane: bgpPrefixOiginValidationState

El ement I D: TBD1

Description: This elenment describes the result of conparing a BGP
route prefix derived froma BG UPDATE nessage agai nst VRP
obtai ned from RPKI server. The validation algorithmfollows
[ RFC6811] .
The result of BGP Prefix Origin Validation is used for the active
route of a specific BGP prefix. The validation state value is
carried in an unsigned integer, using code points aligned with
[ RFC8097] for the validation outcones.

0: valid - At |east one Validated ROA Payl oad (VRP) matches the
route prefix and origin AS.

1: not found - No VRP covers the route prefix.

2: invalid - At |least one VRP covers the route prefix, but no VRP
mat ches it.

Val ues 3 - 255 are reserved for future use. Exporting Processes

MUST NOT send reserved values. Collecting Processes SHOULD i gnhore
any received reserved val ues.
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Regarding the potential differences in RPKI validation states from
various perspectives as discussed in RFC 8893, the state reported
by this IEis derived fromthe | ocal device’'s RPKI validation
result and corresponds to the active route present in the LocR B
(Local Routing Information Base). The |IE does not address state

di fferences due to varying perspectives nor represents states
conveyed via extended communiti es.

Abstract Data Type: unsigned8
Data Type Semantics: identifier

Addi tional Information: See [RFC6811] the definition of validation
state of BGP route prefix.

Ref erence: [RFC6811], [RFC8097], [RFC8893], this docunent.
4. Operational Considerations

The Observation Point [RFC7011] for monitoring BGP Prefix Origin
Validation states is typically the router perfornmng the validation
The router acting as an | PFI X Exporter is expected to have BGP Prefix
Origin Validation enabled and properly configured. This includes
establ i shing RTR sessions with RPKI cache servers and ensuring the

| ocal VRP cache is synchronized. When the observed route is non-
active, or when BGP Prefix Origin Validation is not enabl ed or
partially enabled, the I PFI X Collector may design different tenplates
based on nonitoring requirenments to establish a conplete routing
context and enabl e accurate anal ysis.

When network operators design a tenplate for |PFI X export of BGP
Prefix Origin Validation information export, which should conbi ne
wi th other context informations, such as sourcel Pv4Prefi x/

sourcel Pv6Prefi x, sourcel Pv4Prefi xLengt h/ sourcel Pv6Prefi xLength
bgpSour ceAsNunber, as defined in [ RFC7012].

In scenari os of network changes or nmintenance, frequent export of

| PFI X records for BGP validation states may | ead to considerable

over head on router resources and bandwi dth. Operators shoul d bal ance
nmoni toring needs with perfornmance inpact by using threshol ds,

adj usted export intervals, or focused sanpling, such as prioritizing
invalid states, refer to [ RFC5475] for sanpling and filtering
strat egi es.
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5.

7.

7.

Security Considerations

The security considerations for IPFIX in general discussed in
[ RFC7011], and those for RPKI and BGP Prefix Origin Validation
di scussed in [RFC6811] apply to this docunent.

The | PFI X data records containing BG® Prefix Origin Validation state
SHOULD be transported using security protocols (such as TLS, DILS)
and satisfy the nmutual authentication between | PFI X Exporting
Processes and | PFl X Col | ecting Processes as specified in [ RFC7011].
An inplenentation may use BGP Prefix Origin Validation state as the
informati on input for network routing policies. Network operators
shoul d ensure that the data collection and storage of BGP Prefix
Oigin Validation state comply with applicable privacy regul ati ons.

| ANA Consi der ati ons

I ANA is requested to assign a new Infornmation Elenent IDin the | PFI X
I nformati on El enents registry.

I nformation El enent bgpPrefixOriginValidationState with Element 1D
TBDL1.
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