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Abst ract

Many per-packet | oad bal anci ng schenmes have been proposed to nmitigate
networ k | oad i nmbal ances. However, due to the randommess of packet
paths, loss location is challenging in per-packet |oad bal anci ng
networks. An efficient solution is to | everage the alternate packet
mar ki ng techni que. This draft anal yzes the usage and requirenents of
al ternate packet nmarking for packet |oss detection and |location in
per - packet | oad bal anci ng net wor ks.
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This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
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Internet-Drafts are draft docunments valid for a maxi num of six nonths
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

To mitigate network | oad inbal ance, many per-packet | oad bal ancing
schenes have been proposed. These schenes spray packets onto
parall el paths to fundanentally elim nate network | oad inbal ance
However, packet spraying brings challenges for loss detection. In
fl ow based networks, packets with the sane 5-tuple traverse the sane
network path. By collecting | oss packets and replaying their
5-tuples via path tracking tools such as Traceroute or INT, their
networ k paths can be easily obtained for |oss |ocation. However, in
per - packet | oad bal anci ng networ ks, packets with the same 5-tuple may
be randomy routed to different network paths, and the replayed
packets may take different paths, leading to incorrect path tracking
and | oss | ocati on.

One possible | oss |ocation schenme in per-packet |oad bal anci ng
networks is to nonitor packet |oss on switches. However, traditiona
packet | oss nonitoring on switches cannot accurately detect all
packet |oss, such as silent packet loss. To accurately detect al
packet |oss on switches, an efficient nethod is to | everage the

al ternate packet narking technique. The core workflow of alternate
packet marking is as follows: Firstly, packets are periodically and
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1.

alternately marked at the traffic entry points, such as source
network interface cards (NI Cs) or top-of-rack (ToR) switches.
Secondly, in each period, each switch calculates the difference

bet ween the ingress and egress packet counts in the previous period.
At the destination point (the destination ToR switch or NIC), the

mar ks on the packets are cleared before delivery to the service
process. This draft analyzes the usage and requirenents of alternate
packet marking to detect and | ocate packet |oss in per-packet |oad
bal anci ng net wor ks.

1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Use cases in per-packet |oad bal anci ng networks
aa bb aa +---------- + aa bb aa
A B A oo | Switch 1 |----------- +
------------------ R e R |
aaaaaa bbbbbb aaaaaa | | aaaaaa bbbbbb aaaaaa
ACEE T + | aa bb aa +---------- + aa bb aa | ACEE T +
----- | Entry |-----4----------] Switch 2 |-----------4-----| DST |-----
TS + | - > S + - > | TS +
— | —
| aa bb aa +---------- + aa bb aa |
AR | Switch x |----------- +
— S + —
Figure 1
Figure 1 illustrates the workflow of alternate packet marking and

| oss counting in per-packet |oad bal ancing networks. During period
A, packets are marked with flag "a" at the entry point. These marked
packets are sprayed onto parallel paths, and the sw tches count all

i ngress and egress packets labeled "a". During period B, packets are
marked with flag "b", and the switches count all packets |abeled "b".
Since no packets are labeled "a" in period B, their count remains
unchanged. Each switch then calcul ates the difference between the
nunber of ingress and egress packets |abeled "a" to deternine the

total packet loss in period A. In the next period A the swtches
count packets |abeled "a" and cal culate the difference of packets
| abel ed "b". This process is repeated in subsequent periods. The
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al ternate marking ensures that the packet count in the |last marking
peri od remai ns unchanged, allow ng for an accurate | oss counti ng.
This method can effectively detect nearly all packet loss in

swi tching, including silent |oss, which can hardly be detected by
traditional packet |oss nonitoring on swtches.

2.1. Monitoring all packet |oss on sw tches

By marking all packets within the cluster alternately and cal cul ating
the difference between the nunber of ingress and egress packets on
each switch, all packet loss in switching can be accurately detected.
In addition, this nethod enables accurate |loss rate nonitoring for
each switch, which can be used to identify abnormal swi tch devices

2.2. Monitoring packet |oss of certain services

Services typically have varying degrees of sensitivity to packet

| o0ss. Sone services, such as distributed storage and distributed
training, are highly sensitive to packet |oss. For these services,
it is necessary to detect and | ocate every packet |oss. Conversely,
some services, such as audio and video streamng, are |less affected
by packet loss. For these services, focusing only on severe packet
| oss events is typically sufficient. By nmarking packets in |oss-
sensitive services nerely, switches can focus on packet | oss event
only in these services.

2.3. Locating packet loss in probing systens

Net wor k probi ng systens typically proactively construct probe packets
to nmeasure network |atency and packet loss rates. By replaying the
anomal ous probe 5-tuples (tinmeout or high latency) via path tracking
tools, such as Traceroute or INT, these systens can further |ocate
the anomal ous device. However, in per-packet |oad bal anci ng

networ ks, the replayed probes may take different paths, resulting in
an incorrect fault location. Wth alternate probe packet marking,
the |1 oss of probe packets can be accurately | ocated.

2.4. Low overhead requirements

First, this method requires traffic entry points to identify and mark
specific packets. Then, all switches in the cluster nust recognize
mar ked packets and determine their ingress and egress counts.

Finally, at the destination point, the narks on the packets nust be
cleared before they are delivered to the service process. These
steps introduce additional processing and | atency overhead.
Furthernore, if an extra header is used for packet marking,

addi tional bandwi dth overhead will be incurred. Therefore, the
mar ki ng met hod shoul d have m ninal overhead to nmininize its inmpact on
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net wor k perf or mance.
2.5. Conmpatibility requirenents

This nmethod requires all entry/destination points to identify
speci fic packets and add/renove packet labels. In addition, it
requires all switches in the cluster to identify and count marked
packets. Therefore, the scheme should be conpatible with nost
existing switches to mninize depl oyment over head.

3. Use cases in packet-sprayi ng networks

The alternate packet marking method, a typical hybrid performance
moni toring technol ogy, has been standardi zed via a series of |ETF
RFCs to enabl e hi gh-precision packet | oss detection and |ocalization

[ RFC8321] laid the foundation for alternate packet marking. It

di vides service flows into one-bit-nmarked, alternating bl ocks and
cal cul ates packet loss by counting the differences between adjacent
measur enent points. [RFC8321] supports passive and hybrid nodes, and
can be applied to I P, MPLS, and Et hernet networks. However, its poor
anti-out-of-order performance limts its use in high-precision
applications. To address this issue, [RFC9341] obsol eted [ RFC8321]
as an enhanced standard. The new standard (1) introduces unique
block IDs to address out-of-order and retransmni ssion interference,
(2) standardizes latency and jitter neasurenent with D bits, and (3)
unifies counting alignment. [RFC9341] greatly inproves the

measur enent accuracy.

As a suppl enent to [ RFC9341], [RFC9342] supports multicast scenarios
with multi-receiver synchronization. [RFC9343] defines |IPv6
encapsul ati on of alternate marking information that can be inserted
into the hop-by-hop or destination options header. Therefore, it can
be applied to | Pv6/ SRv6 networks. In terns of supporting RFCs,

[ RFC7799] cl assifies neasurenent nmethods and provides a basis for
alternate marking. [RFC6374] (MPLS OAM enables alternate marking in
MPLS networks. In practice, iFIT builds on [ RFC9341] and [ RFC9343]
and is widely used in smart netropolitan area networks and data
center networKks.

4. | ANA Consi derati ons
There are no | ANA consi deration introduced by this draft.
5. Security Considerations

There are no security issues introduced by this draft.
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