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Abst r act

Thi s docunent defines a profile for using QAuth Transaction Tokens in
Agent -t o- Agent (A2A) communi cation scenarios. The profile specifies
how A2A call chain context can be enbedded w thin Transaction Tokens
to maintain agent identity, authorization context, and execution flow
across distributed agent workl oads within trusted donmi ns.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 April 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

The QAuth Transaction Tokens specification
[1-D.ietf-oauth-transaction-tokens] provides a nmechani sm for
propagating user identity and authorization context across workl oads
during the processing of programmatic requests. This capability
aligns naturally with the requirenments of Agent-to-Agent (A2A)
communi cati on systens [ A2A- SPEC], where autononous agents coordi nate
through call chains while maintaining security of the call context.

Thi s docunent explores the relationship between these two
specifications and proposes a profile that enables Transacti on Tokens
to carry A2A-specific context information.

2. Term nol ogy
Thi s docunment uses terns fromboth the QAuth Transacti on Tokens
[1-D.ietf-oauth-transaction-tokens] and Agent-to-Agent [A2A- SPEC]
speci fications.

3. Rationale

A2A systens involve conplex call chains where autononous agents
i nvoke other agents to acconplish tasks. These call chains require:

* Preservation of original requestor identity and origina
aut hori zati on cont ext

* Propagation of execution context across agent boundaries
* Auditability and traceability of the entire call chain

* Security boundaries between different agent capabilities
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The Transaction Token framework addresses similar concerns for API/
wor kl oad call chains within trusted domains. Transaction Tokens are
short-lived, signed JWs that assert the identity of a user or a
wor kl oad and assert an authorization context. There are many
benefits if A2A calls are carried by Transacti on Tokens:

* Preserved Call Context and ldentity: Transaction tokens are signed
JWI's, providing i mutable informtion about the user or workl oad,
certain paranmeters of the call, and specific contextual attributes
of the call. Agentic systens execute nulti-step, cross-domain
actions where conversational state can sonmetines drift fromthe
originally authorized intent, creating "context rot" that
underm nes | east-privilege guarantees and auditability. The use
of transaction tokens can preserve the original call context and
prevent "context rot".

* Decreased Scope and Purpose: Transaction tokens enforce that the
requested scope and purpose of a transaction are equal to or |ess
than those of the subject token. Agentic systens often divide the
mai n tasks into a sequence of multiple sub-tasks. This mechani sm
all ows for granul ar perm ssion nodels that m nimze risks
associ ated with overreach and excessive user privacy exposure.

* Ephenerality: Agentic systens frequently spawn short-Ilived,
task-triggered workflows. Transacti on Tokens are expected to be
short-lived (mnutes). The adoption reduces reliance on
long-lived credentials and limts replay and | ateral use.

4. Transaction Token Request

In [I-D.ietf-oauth-transaction-tokens], Txn-Token Request defined a
set of paraneters, in which the followi ng can be used for profiling.

* subject _token REQUI RED. The val ue MJST represent the subject of
the transacti on.

- This data field carry the orginal QAuth access token issued by
the user. It SHOULD be signed by the original user.

* request _details OPTIONAL. This paraneter contains a base64url
encoded JSON obj ect which represents additional details of the
transaction that MJUST remain i nmutabl e throughout the processing
of the transaction by nultiple workl oads. The Transaction Token
Service uses this information to construct the tctx claim

- This data field carry the original A2A request call fromthe
user, which MUST NOT change throughout the whole call chain.
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- This will encapsulate the "User Input" in the "Message" struct
fromthe A2A Protocol.

* request _context OPTIONAL. This paraneter contains a base64url
encoded JSON obj ect which represents the context of this
transacti on.

- This data field carry appended observati ons/cont exts/ deci si ons
that can be changed by each hop of Al Agent.

- This will encapsulate all other fields in the "Message" struct
fromthe A2A Protocol, such as "Agent Thinking", "Status
Updates", "Metadata"...

5. Transaction Token C ai ns

* purp: REQU RED A String defining the purpose or intent of this
transaction. The purp claimcaptures the exact purpose of this
particul ar transaction.

- In the A2A profile, this claimwll be a String "a2a. Task.id"
fromthe A2A Protocol, as an unique identifier for the task.

* tctx: OPTIONAL A JSON object that contains values that remnain
i mut abl e t hroughout the call chain. The value of this claimis a
JSON obj ect that contains nanme/val ue pairs (wherein the val ue
could itself be an object), which together assert the details that
remain i nmutabl e through the call-chain where this Txn-Token is
used.

- This claimwi Il contain the exact contents in the
"request _details" of the transaction token request, which will
be the "User Input" in the "Message" struct fromthe A2A
Prot ocol .

* rctx: OPTIONAL A JSON object that describes the environmental
context of the requested transaction.

- This claimw |l contain the exact contents in the
"request _context" of the transaction token request, which will
be all other fields in the "Message" struct fromthe A2A
Protocol, such as "Agent Thinking", "Status Updates",
"Met adata”. ..
6. Security Considerations

Thi s docunent has no further security considerations.
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7. | ANA Consi
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derati ons

Thi s docunent has no | ANA acti ons.
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