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Abstract

Thi s docunent provides an architecture overvi ew of NASR entities,
i nteractive procedures and nessages.
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1. Introduction

In the current network depl oyments, communicating entities inplicitly
rely on peer entities and use paths as determined by the contro

pl ane. These available path(s) are inplicitly trusted.

Conmuni cating entities have very little information about the
entities in the paths over which their traffic is carried, and have
no avail able nmeans to audit the entities and paths, beyond basic
properties like latency, throughput, and congestion. However,

i ncreased denmand in network security, privacy, and robustness nakes
tools for enabling visibility of the entities’ security
characteristics a necessity.

Pat h- agnostic traffic signing and encryption has been the prinmary
met hod to ensure data confidentiality, integrity and authenticity
today. However, with the increasi ng amobunt of attacks, and

vul nerabilities, new emerging threats are inmposing requirenents that
go beyond the data security currently provided. Wulnerable factors
i ncl ude:

* Unaut hori zed data duplication, caused by
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- Routing/forwarding detour to unintended devices or areas
- Insecure network devices or unauthorized root access
- M ddl ebox decryption/inspection
* Capture-nowdecrypt-later attacks, caused by
- Exploitation of vul nerable cryptographi c engi neering
- Post-Quantum attacks
* Pattern or behavioral analysis, etc.

Wth these additional security and privacy requirenents, there is a
need to provide enhanced or added services beyond the pure
encryption-based data security; requiring better visibility of the
security characteristics of the underlying network el ements.
Specifically, to satisfy the visibility of the network el ements’
security state, proof that data is traversed through network el enents
(devices, links and services) that satisfy security posture clains to
avoi d exposure of unqualified elements is needed.

The RATS (Renpte ATtestation procedureS) working group has provided a
framewor k and approaches to assess and establish the trustworthiness
of a single device, hence offering an initial building block.

However, a conprehensive framework that attests to a network --
meani ng networ k-1evel elenents’ trustworthiness proofs and
verification nethods are | acking.

The Network Attestation for Secured foRwarding (NASR) working group
is chartered to address the chall enges associated with proving state
and characteristics of a network path are conpliant to a set of
clains, so as to achieve predictable and verifiable forwarding
behavior. The work will build as nmuch as possible on existing
standards and i npl enentations, focusing on conmbining themin a clear
and coherent manner to address secured forwardi ng use cases such as
those identified and described in the NASR use cases and requirements
docunent .

Thi s docunent introduces the architecture, entities, interactive
procedures, and nessages sent between the entities, so to achieve the
NASR obj ecti ve.

2. Use Cases

Pl ease refer to the use cases identified in
[1-D.liu-nasr-requirenents-01]
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3.

4.

4.

Ter mi nol ogy
Pl ease refer to the termnologies identified in
[1-D.richardson-nasr-term nol ogy-01]. Term nol ogy from RATS
Architecture docunment [ RFC9344] al so appli es.

NASR wi | | | everage RATS inpl ementati ons and specifications, including
but not limted to [I-D.ietf-rats-ar4si-06][I1-D.ietf-rats-corim04].

Architectural Overview

Single client - single operator (An Oversinplification)

R No oo
Pat h | |
Request | | Report
| |
+-V-----=---- +- -+ F-- - - - +
| | Path Attestation | |
| Orchestrator | Result (PAR) | Verifier |
| S~ + |
T + Fom e e - - Ayupp———
| |
| Path | Path
| Evidence | Evidence
| (PE) | (PE)
F-V--- e e e - - + I i + +------ +----+
I I I I I
| Attester oo > Attester...+----- > Attester |
I I I I I I
oo s + Fom e o - + Fom e +
Update with Update with
i ndi vi dual evi dence i ndi vi dual evi dence
( AR/ RE/ PaT) ( AR/ RE/ PaT)

Figure 1. NASR Architecture-- Oversinplified (a data plane/ BGP-LS
exanpl e)

Fig. 1 is an oversinplification to ease understanding of the concept.
In a single client - single operator scenario, a client (Relying
Party) sends a Path Request containing his security or
trustworthiness requirenments of a connectivity service. The
Orchestrator, run by the operator, would choose qualifying devices
(Attesters) and send out an enpty Path Evidence inquiry (using data
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pl ane protocol |ike BGP-LS). The Attesters update the Path Evi dence
with its own Raw Evidence or Attestation Results one-by-one. The
Verifier verifies the filled Path Evidence, produce a Path
Attestation Result (PAR), and sends it back to the Relying Party.
The Relying Party now have confi dence over the trustworthiness of
received network. After the end-to-end service is delivered, during
service, Proof-of-Transits are also created by each Attester, being
sent in-band accunul atively or out-of-band, to detect unexpected
forwardi ng devi ati on.

Al ternatively, the Path Evidence can be collected t hrough nmanagenent
protocol s |i ke NETCONF/ YANG The orchestrator aggregates individual
evi dences of each attester device on the candidate path, then send
the Path Evidence to the Path Verifier, who then produces a Path
Attestation Result back to the Relying Party. \When the attester
devices are made by different vendors, multiple verifiers may be

needed.
S RIS +
| _ |
| Relying Party |<------ +
| | Path Attestation
R + | Result (PAR
S S +
| Path Verifer |
| |
AR, Neeeo o +
| Path Evidence (PE)
S S +
I I
| Orchestrator |
L. _____ A_N_N______ L_
S S I S +
L L L
| I'ndividual | I'ndividual | I'ndividual
| Evidence 1 | Evidence 2 | Evidence 3
| | |
+----- +----- + +----- | ----- + +----- +----- +
I I I
--+ Attester 1+----+ Attester 2+----+ Attester 3+---
I I I I I I
N + N + N +

Figure 1.1. NASR Architecture-- Oversinplified (a managenent pl ane/
YANG exanpl e)
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4.2. Milti Cient - Milti Operator
o e e e e e e e e e e e e e e +
I I
| dient X |
| Pat h A +
| +----mme - +Evi dence| Relying |
| | Attester |<------- + Party |
| +--+------- + AT S
Fom e e e e e e oo oo S TR R +
| Update Answer| | Path
| Path Report| | Request
| Evidence |
S S +
I I || I
| | | | Operator 1|
I I (. I
| +--v-------- + RE e e A + | RE
| | - > R
| | Attester | | Orchestrator | |
| | Vendor A <------- + <--mme---
[ e + AR R R + | AR
e S +
| Update | Intra
| Path | ISP
| Evidence | API
o m e e e e e e e e a oo - R +
I I I I
| | | Operator 2|
I I I I
| +--v------- + RE  +------ Vo------- + | RE
| | B > T -
| | Attester | | Orchestrator | |
| | Vendor B <------- + O
[ e e + AR A + | AR
dememdemeeeemeaeeaaaaaas . +
| Update | Pat h
| Path | Attestation
| Evidence | Resul t (PAR)
Fom e e e e e e oo oo TS +
| Pat h | |
| +--v------- +Evi dence+---+------- +
| | Attester +-------- > Rel ying |
| e + | Party | |
| S +
| dient Y |
O +
Liu, et al. Expi res 4 Septenber 2025

March 2025
S +
I I
I I
| Vendors |
I I
I I
I I
I I
| +---------- +|
> Verifier ||
|| Vendor A ||
++ | |
| Fom e e e oo - +|
I I
I I
I I
I I
I I
I I
I I
I I
| +------ma--- +|
> Verifier ||
|| Vendor B ||
++ | |
| +----------- +|
I I
I I
I I
I I
I I
o mm e e oo +

[ Page 6]



Internet-Draft NASR- Ar chi t ect ure March 2025

Figure 2. NASR Architecture

In a nore generalized scenario, due to geographic distances, a single
operator cannot span across a long distance to deliver an end-to-end
service-- nmultiple operators collaborate to deliver it. The Custoner
A woul d send the Path Request to the Operator nearest to him
(Operator 1). Operator 1 pass down the Path Request to the

col | aborating operators, through an intra-1SP API. QOperators of

di fferent domai ns choose qualifying devices to altogether orchestrate
the path.

Relying Party (custoner) then sends the Path Evidence inquiry to
check and attest to this path. Follow ng the sane procedure, the
client of other side would return the Path Attestation Result back,
through the operators. The Operator 1 would send back a

conpr ehensi ve answer/report to the dient.

Al so, the operators may have het erogeneous network devices from
different vendors. Since vendors provide Verifier software/hardware
and Reference Values, Verifiers can be depl oyed either outside the
operators (Fig 2) or inside of the operators (Fig 3).

Liu, et al. Expi res 4 Septenber 2025 [ Page 7]



March 2025

I nternet-Draft NASR- Ar chi tecture
o +
I I
| dient X |
| Path +----------- +
| +----a--- +Evid.| Relying |
| | Attester |<----+ Party | ]
| +--+---a-- - + A e
o S S +
| Update Answer| | Path
| Path Report| | Request A
| Evidence | | Vendors |
T R + | |
I I || I I I
I I || Operator 1 I I I
| | [ Ho-ooo- - + | | |
| +--ve--eo--- + RE +---+--v---+ RE | Verifier| | R +|
| | +----> +----> of | | || Verifier |]
| | Attester | | Orches- | | Vendor  <-+---++ Oaner |
| | Vendor A <----+4+ trator <----] A | | || Vendor A |]
| N S —— + AR +------ +---+ AR +-------- +| |+ ----------- +|
Fom e e e e e oo oo o e e e e oo oo - + | |
| Update | Intra Verifier |
| Path | ISP Sof t war e/ Har dwar e |
| Evidence | AP Ref erence Val ue |
T T . + | |
I I I I I I
| | | Qperator 2 | | |
I I I Ho-eooo o + | I I
| +--v-------- + RE +------ v---+ RE | Verifier| | | +----------- +|
| | +----> +----> of | | || Verifier |]
| | Attester | | Orches- | | Vendor  <-+---++ Oaner | ]
| | Vendor B <----+ trator <----| B | | || Vendor B ||
| N + AR +---/"---o - + AR +-------- +| |+ ----------- +|
Fom e e e e oo o e e e e e oo oo + | |
| Update | Path | |
| Path | Attestation Fomm e
| Evidence | Result (PAR
o Fomm oo - +
. Path | |
| +--v------- +Evid. +---4------- + |
| | Attester +----- > Rel ying |
| e + | Party | |
| e +
| dient Y |
o e e e e e e e e e e e e e e +
Figure 3. Verifier deployed in operators
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5.

Rol es
The existing roles from RATS Architecture docunment [RFC9344] appli es.

* Attester: The definition in [RFCO344] applies. Additionally, it
can be performed by either a physical device or a virtual
function. The Attester can update Path Evidence with his
Attestation Result/Raw Evi dence/ Proof of Transit.

- Produces: (updated) Path Evidence

* Relying Party: The definition in [RFC9344] applies. Additionally,
it creates Path Request to the Orchestrator, and receive Reports
from Orchestrator as an auditable result, conparing the actually
recei ved network service versus the requested PR attri butes.

- Produces: Path Request
- Consunes: Report
In the case where an Attester is deployed in the custoner prenises,
the Relying Party could also start the unfilled Path Evidence inquiry
at his side.
New rol e(s) are defined bel ow
* Ochestrator: Arole perfornmed by an entity (typically a
controller or a special device) that perforns two functions: path
orchestration and path attestation. The input and output of
different functions are different.

- Path Orchestration: The Orchestrator receives a Path Request
fromthe Relying Party. After path computation/orchestration,
he creates configurations to be distributed to the Attesters/
devi ces.

o0 Consunes: Path Request
0 Produces: Configurations

- Path Attestation: The Orchestrator receives a Path Request from
the Relying Party, send unfilled Path Evidence (PE) inquiry to
Attesters, collects Path Attestation Result (PAR) fromthe
Verifier, and send PAR back to the Relying Party.

0 Consunes: Path Request, Path Attestation Result

o Produces: (unfilled) Path Evi dence
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* Verifier: Arole performed by an entity that appraises the
validity of filled Path Evi dence about a set of Attesters and
produces Path Attestation Results to be used by an Orchestrator.
- Consunes: (filled) Path Evidence
- Produces: Path Attestation Results

6. Conceptual Messages

The existing artifacts from RATS Architecture docunent [RFC9344]
applies. New conceptual nessage(s) are defined here.

* Path Request: A set of claimnms, describing the properties of a
network path that a Relying Party requested.

- Consuned By: Orchestrator
- Produced By: Relying Party

* Path Attestation Result: The output generated by a Verifier,
including infornmati on about a set of Attesters, where the Verifier
vouches for the validity of the results.
- Consured By: Relying Party
- Produced By: Verifier

* Path Evidence: The output generated by the Ochestrator and a set
of Attesters, to be appraised by a Verifier. Path Evidence may
i nclude each Attester’s raw Evidence [ RFC9344], Attestation
Results, Proof-of-Transit, or other proof suggesting correctness
of functioning of each Attester.
- Consuned By: Verifier
- Created By: Ochestrator
- Updated By: Attester(s)

* Report: An auditable result that conpares the actually received
network service versus the requested PR attri butes.

- Created By: Orchestrator

- Consuned By: Relying Party
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7.

10.

Orchestration

The orchestration process collects client’s path requests and out put
configurations. The Ochestrator/Controller then distribute themto
the attester/device using NETCONF/ YANG or other control plane

protocols. In the first case, a new YANG nodul e needs to be defi ned.
o e e e e e a oo +
| |

Pat h Request | Orchestrator/ Controller |

-------------- >| |
S S +

| Pat h and Security Configuration
| ( YANG NETCONF)

Security Considerations
TODO Security
I ANA Consi derations
Thi s docunment has no | ANA acti ons.
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