MPLS Y. Liu
I nternet-Draft ZTE
I nt ended status: Standards Track 23 June 2025
Expires: 25 Decenber 2025

MNA for Metadata in SR-MPLS Service Progranm ng
draft-1liu-npls-ma-sr-service-netadata-01

Abst r act

Thi s docunment defines MPLS Network Action(MNA) encoding to carry
metadata in SR service progranming with SR-MPLS data pl ane.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 25 Decenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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functionality required to inplenent service segnents and achi eve

service programrng in SR-enabled MPLS and | Pv6 networks.

Met adat a[ RFC7665] provi des contextual information about the data

packets which traverse a progranmred service path.

However, there's yet no standard nmethod to carry service netadata
with the SR-MPLS data pl ane, which nmake the solution for service

programm ng in SR-MPLS inconpl ete

MPLS Network Action (MNA) [I-D.ietf-npls-ma-fwk] is used to indicate

action for Label Switched Paths (LSPs) and/or MPLS packets,

and to

transfer data needed for the action. [I-D.ietf-npls-ma-hdr] defines
the MNA sub-stack solution for carrying Network Action Indicators and

Ancillary Data in the | abel stack.

Thi s docunent defines MPLS Network Action(MNA) encoding to carry

met adata in SR service programm ng with SR-MPLS data pl ane.

Ter mi nol ogy
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2.1. Acronyns
HBH: Hop- By- Hop
| 2E: I ngress-To- Egress
I HS: I ngress-To-Egress (12E), Hop-By-Hop (HBH) or Sel ect Scope
I SD: I n-Stack Data
PSD: Post - Stack Data
PSH: Post - St ack Header
LSE: Label Stack Entry
MPLS: Ml tiprotocol Label Switching
IMNA: MPLS Network Action
2.2. Requirements Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOTI' RECOVMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all

capital s, as shown here.

3. MPLS Network Action |ISD encoding for Metadata in SR MPLS Servi ce
Pr ogr anm ng

The netadata in SR-MPLS Service Progranming is placed as part of the
I SD bl ock in an MPLS | abel stack according to the MNA encodi ng
principles defined in [I-D.ietf-npls-ma-hdr]. Two types of netadata
for SR-MPLS service programm ng are defined: fixed-length service
met adata and vari abl e-1 ength service netadat a.

3.1. Fixed-Length Service Metadata

The format of fixed-length service netadata is shown as foll ows,
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0 1 2 3
01234567890123456789012345678901
i T o T i e S S S i S e S
MNA Label | TC |9 TTL |
R e i i e T S e s i i e T S S R o
code = TBA1l | Servi ce Metadat a | RITHS] S| U NASL | NAL |
i I i S e bt T S R S e e e i it S S R S e S 2
Servi ce Met adat a | S| |
i T i T S e i S R g ol S I R S S
Servi ce Met adat a | S| |
R e i i e T S e s i i e T S S R o
Servi ce Metadat a | S| |
i I i S e bt T S R S e e e i it S S R S e S 2

1

1

1

+
I
+- +-
| Op
+- +-
| 1]

+- +-
| 1]

+- +-
| 1]

+- +-

Wher e:

* The MNA Label is defined in [I-D.ietf-npls-ma-hdr].

* S the Bottom of Stack field [ RFC3032].

* (Opcode: TBAl, indicating the fixed-length service netadata.

* RIHS and U fields are set as specified in
[1-D.ietf-npls-ma-hdr].

* NASL: The Network Action Sub-Stack Length (NASL) as specified in
[I-Dietf-npls-ma-hdr]. The value is 3.

* NAL: Network Action Length as specified in
[I-Dietf-npls-ma-hdr]. The nunber of extra LSEs used for
Servi ce nmetadata encoding. The value is 3.

* Service Metadata: 102-bit field to carry nmetadata. No assunption
is made by this docunent on the structure or the content of the
carried met adat a.

3.2. Variable-Length Service Mtadata

It should be noticed that although it is called "variable-length",
the length of this service netadata MJST NOT be changed on the fly.

The format of variable-length service netadata is shown as foll ows,
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| MNA Label | TC |9 TTL |
i I i S e S it SN DR SR S
| Opcode = TBA2 | NMD O ass | Type | RITHS] S| U NASL | NAL |
I T S i i T s i S S
~1] Servi ce Met adat a | S| ~
B i s T T i i o S o T Ji I

Wher e:

*

The MNA Label is defined in [I-D.ietf-npls-ma-hdr].
S: the Bottom of Stack field [ RFC3032].
Opcode: TBA2, indicating the variable-length service netadata.

R IHS and U fields are set as specified in
[I-D.ietf-npls-ma-hdr].

NASL: The Network Action Sub-Stack Length (NASL) as specified in
[I-D.ietf-npls-ma-hdr].

NAL: Network Action Length as specified in
[I-D.ietf-npls-ma-hdr]. The nunber of extra LSEs used for
Servi ce met adata encodi ng.

Met adata Class (MD Class): Defines the scope of the Type field to
provi de a hierarchical nanmespace.

Type: Indicates the explicit type of netadata being carried. The
definition of the Type is the responsibility of the MD d ass
owner .

Service Metadata: The field | ength depends on the val ue of NAL.

Post - St ack MNA Encodi ng for Metadata in SR-MPLS Service Progranm ng

The presence of Post-Stack Header is indicated in an In-Stack Network
Action Sub-stack as defined in [I-D.ietf-npls-ma-ps-hdr] and is
shown as bel ow.

Liu
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| MNA Label | TC |S TTL |
i i i T i I S i e s o o i i
Opcode | Dat a | PITHS| S| U NASL | NAL |
R s i e R i e oI S e S e S R i Tk T S S R S R i S
I

I

+-

| Label | TC |1 TTL
B i s T T i i o S o T Ji I
~ Post - St ack Servi ce Met adat a ~
Sl SR R R ol SR SN S N S R SR S SR S S S SR S S S SR S S S S S
~ Opti onal Payl oad + Paddi ng ~
R et e s i o e s i i

The MNA Label is defined in [I-D.ietf-npls-mma-hdr].

P flag is set as specified in [I-D.ietf-npls-ma-ps-hdr]

The I HS scope field defined in [I-D.ietf-nmpls-ma-hdr] is used to
indicate that |2E or HBH or Sel ect processing is required for the
Net work Action and Ancillary Dat a.

S: the Bottom of Stack field [ RFC3032].

U set as specified in [I-D.ietf-npls-ma-hdr].

NASL: The Network Action Sub-Stack Length (NASL) as specified in
[I-D.ietf-npls-ma-hdr].

NAL: Network Action Length as specified in
[I-D.ietf-npls-ma-hdr]. The value is O.

Opcode: TBA3, In-Stack Network Action for the service netadata in
PSH.

Data (10 bits, next to the Opcode field) in the LSE contains the
of fset for PSH for this In-Stack Network Action in 4-octets units
after BOS LSE to the start of the correspondi ng Post-Stack Network
Action Opcode. Due to the Post-Stack Header type top-header,

m ni mum val ue for the offset is 1 (i.e, 4-octets).

Post - St ack Service Metadata: the service netadata carried in PSH,
see section 4.1 and section 4. 2.

Post - St ack Fi xed-Length Metadata in SR-MPLS Servi ce Progranm ng

The encodi ng of the post-stack variable-length service netadata is
shown as foll ows,
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4.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Post - St ack MNA Header |
Sl SR R R ol SR SN S N S R SR S SR S S S SR S S S SR S S S S S
| MNA- PS- OP | RI R PS- NAL | Servi ce Metadat a |
R et e s i o e s i i

I I
| Servi ce Met adat a |
I I
- I

T T S

Wher e:

*

2.

Liu

Post - St ack MNA Header: the top-level header for all the Post-Stack
Networ k Actions that are encoded as defined in
[1-D.ietf-npls-ma-ps-hdr].

MNA- PS- OP: TBA4 for post-stack fixed -l1ength service metadata.

R (2 bits): Reserved bits.

PS-NAL (7 bits): Post-Stack Network Action Length in 4-octet units
as in [lI-Dietf-npls-ma-ps-hdr]. This excludes the first
4-octets starting PS-MNA-OP. The value is 3.

Service Metadata: 14-byte field carrying the service netadata. No
assunption is nmade by this docunent on the structure or the
content of the carried metadata.

Post - St ack Vari abl e-Length Metadata in SR-MPLS Service Programm ng

The encodi ng of the post-stack variable-length service netadata is
shown as foll ows,

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Post - St ack MNA Header |
A R R SR SR S R S R SR S S S S S SR S S S S S S S ok S
| MNA- PS- OP | RI R PS- NAL | MD Cl ass | Type |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
~ Servi ce Met adat a ~
R R S S N S R SR o T T S S T R S ik S S S e S S

Wher e:
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* Post-Stack MNA Header: the top-level header for all the Post-Stack
Network Actions that are encoded as defined in
[I-D.ietf-npls-ma-ps-hdr].

*  MNA-PS-OP: TBA5 for post-stack variable-length service netadata.
* R (2 bits): Reserved bits.

* PS-NAL (7 bits): Post-Stack Network Action Length in 4-octet units
as in [I-Dietf-npls-ma-ps-hdr]. This excludes the first
4-octets starting PS-MNA-OP.

* Metadata Cass (MD Cass): Defines the scope of the Type field to
provi de a hierarchi cal nanespace.

* Type: Indicates the explicit type of netadata being carried. The
definition of the Type is the responsibility of the MD d ass
owner .

* Service Metadata: Metadata for SR-MPLS Service Programm ng, the
Il ength of field depends in the value of PS-NAL.

5. | ANA Consi derati ons
5.1. In-Stack MPLS Network Action Opcodes
I ANA is requested to assign codepoints fromits Network Action

pcodes registry (creation requested in [I-D.ietf-npls-ma-hdr]) as
specified in Table 1.

| TBAL | In-Stack Network Action for | |
| | Fixed-Length Service Metadata | This document |
| | in |SD | |

| TBA2 | In-Stack Network Action for | |
| | Vari abl e-Length Servi ce Metadat a| This docurnent |

| | in |SD | |
S ' . +
| TBA3 | In-Stack Network Action for | Thi s docurent |
| | Service Metadata in PSH | |
R o e e e e e e e e e e e o m o S +
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5.2. Post-Stack MPLS Network Action Opcodes

I ANA is requested to assign codepoints for the Post-Stack Network
Action for the post-stack service netadata fromthe Post-Stack
Net wor k Acti on Opcodes registry (to be created by in
[I-D.ietf-npls-ma-hdr]).

| TBA4 | Post-Stack Network Action for | This docunent|
| | Fixed-Length Service Metadata | |

| TBA5 | Post-Stack Network Action for |This docunent|
| | Vari abl e- Lengt h Servi ce Met adat a| |

6. Security Considerations

Security considerations discussed in [I-D.ietf-npls-ma-fwk],
[I-D.ietf-npls-ma-hdr], [I-D.ietf-npls-ma-ps-hdr] and
[1-D.ietf-spring-sr-service-progranmng] apply to this docunent.
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