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Abst ract

The managenment of Web PKI certificate resources presents a challenge
when the m salignment of ownership and managenent rights over
certificate resources of one organization creating a risk of
uni l ateral suspension and revocation by anot her conpeting

organi zations. This situation undernmines the stability of critica
infrastructure and affects the integrity of authentication systens.
To address these concerns, this docunment proposes a mechani smt hat
all ows Internet browsers to create a custom zed managenent vi ew of
certificate resources, enabling themto override the verification
results fromspecific certification authorities as needed. This
approach enhances security, facilitates stakehol der collaboration,
and preserves the operational integrity of foundational industry
syst ens.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 18 Decenber 2025.
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1. Introduction

The current SSL/TLS certificate architecture faces chall enges due to
the increasing centralization of major certificate authorities (CAs),
which are controlled by a fewinstitutions. Mny critical systens
wor | dwi de depend on these centralized CAs, making their verification
processes vul nerable to external influences from OCSP, CRL, and CT
systens that may have conpeting interests. This reliance can lead to
mal i ci ous revocation of certificates, rendering inportant industry
services inaccessible and inpacting the foundational econony of a
nati on.

The mi salignnment of ownership and managenent rights over certificate
resources of one organization (can be a nation or a |arge group)
creates a risk of unilateral suspension and revocation by another
conpeting organi zati ons (can be also a nation or a |large group).
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Addressing this issue requires developing a certificate resource
managemnent technol ogy that is conpatible with existing authentication
systens while allow ng organi zations to replace the certificate
verification results provided by certain certification authority CAs
when necessary. Currently, no specific standards exist for these
scenari os, some Internet browsers may provide related configurations
that ignore all certificate errors or are simlar to whitelists.
However, generally ignoring all SSL/TLS certificate verification
errors i s considered unsecure and poses serious security risks.

Thi s docunent proposes a straightforward mechani smfor |nternet
browsers to create a | ocal custom zed nmanagenent vi ew of Wb PKI
certificate resources. It enables organizations to overwite
certificate data or verification results fromcertain CAs when
needed, thus retaining control over their critical certificates. By
i npl ementing this local preservation nechanism organizations can
mtigate the risks associated with malicious revocation or the
failure to reissue expired certificates. Users can independently
assess the validity of certificates, ensuring the stable operation of
essential systems and enhancing the overall network security across
various industries.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. Design CGoals

The | ocal Web PKI certificate resource preservation mechanismains to
achi eve two main goals.

1. After the basic certificate verification process defined in
RFC5280 is conpleted, if a specified error occurs, such as a
certificate being revoked or expired, the organizational user
(can be nation or a |arge group) can autononously deci de which
certificates are valid.

2. As needed, organi zational user can define their own untrusted
certificates, regardl ess of whether they are verified as
legitimate or not during the standard verification process.

4. The local Wb PKI certificate resource preservati on nechani sm based
on Internet browser
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4.1. Local Web PKI Certificate Resource Preservation Process in
Internet Browser Certificate Verification

S + . + S + . +
I o I _ I I o I I o
| certificate | | basic | | certificate | | verification

| chain | <-->| verification|<-->|preservation|<-->| result |
I I | (RFC5280) | I I I I
S TR + . + S TR + . +

Figure 1: the certificate preservation process based on |Internet Browser

The process of Web PKI certificate resource preservati on based on
Internet Browser is shown in Figure 1. After conpleting basic
certificate verification followi ng [ RFC5280] in the browser, the
browser uses the "Local CertVWiteFilters" defined in section 4.2 to
verify whether the serial nunber "Serial Nunber" of the target |eaf
certificate exists in the whitelist certificate filter field
"CertWhiteFilters"” of the current |local certificate preservation
repository, or whether the subject nane "subjectNane" of the target
| eaf certificate exists in the whitelist certificate filter field
"CertWhiteFilters" of the current local certificate preservation
repository, or if the subject alternative nane extension
"subj ect Al't Name" of the target l|leaf certificate exists, to verify
whet her the subject alternative nane exists in the whitelist
certificate filter item"WiiteCertFilters" of the current |oca
certificate preservation repository. As |long as one of the above
conditions is net, it is matched to the whitelist certificate filter
field "CertWiiteFilters" of the current |ocal certificate
preservation repository. |If a specific error nunber "ErrorNo" is
found during the basic certificate verification process, such as the
target leaf certificate being revoked or expired, the current target
| eaf certificate should be considered valid.

According to the definition of "Local CertBl ackAssertions" in

Section 4.2 of the local certificate preservation repository, verify
whet her the serial nunber "Serial Nunber” of the target |eaf
certificate exists in the blacklist certificate assertion field

"Cert Bl ackAssertions" of the current |local certificate preservation
repository, or verify whether the subject name "subject Name" of the
target leaf certificate exists in the blacklist certificate assertion
field "CertBl ackAssertions" of the current |ocal certificate
preservation repository, or if the subject alternative nane extension
of the target |eaf certificate exists, verify whether the
"subj ect Al t Nane" exists in the blacklist certificate assertion field
"CertBl ackAssertions" of the current |ocal certificate preservation
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repository, or verify whether the issuer nane "lssuer" exists in the
current local certificate preservation repository’s bl ackli st
certificate assertion field "CertBl ackAssertions”, Alternatively, if
the issuer alternative nane extension of the target leaf certificate
exists, verify whether the "issuerA tNane" exists in the current

| ocal certificate preservation repository’s blacklist certificate
assertion field "CertBl ackAssertions". As long as one of the
conditions is net, regardless of whether any errors occur during the
basic certificate verification process, the current target |eaf
certificate should be considered invalid and the browser user should
be given a correspondi ng network certificate status pronpt.

4.2. Local certificate preservation repository

Thi s mechani sm defines and introduces the format of the certificate
preservation repository based on JSON-formated file. The local Wb
PKI certificate resource preservation nmechanismor service in the
certificate verification process of Internet browsers that conply
with this mechanismshall conply with the format specification
defined in this section. This mechanismuses ASN. 1 Specific
Encoding Rules (DER) to encode the basic fields of the foll ow ng
certificate paraneter itens and formthe specific certificate
paraneter data structures. ASN. 1 DER encoding is an encodi ng system
for the tag, length, and value of each element. For certificate
preservation repository based on JSON-fornated file, its loca
whitelist certificate filters "Local CertWiiteFilters" and bl ackli st
certificate assertions "Local CertBl ackAsserti ons” nenbers are
specified in JSON format [ RFC8259]. JSON nenber not defined here is
not allowed to be used in certificate preservation repository file.
The inplementation of Internet browsers nust treat any deviation from
this specification as an error. For the functional version update
related to this specification in this document, this mechani sm
increments the "Version" field in the JSONfile to indicate the
version and functional differences of the local certificate
preservation repository.

The certificate preservation repository file fornmat based on JSON
format is as foll ows:
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“Version” : 1,

“Local CertWiteFilters” :{
“ErrorNo” : ERR_CERT_REVCKED,
“CertWiteFilters” : ][],

b,
“Local Cert Bl ackAssertions” : {
“Cert Bl ackAssertions” :[],

The "Version" nenber is set to 1 and encoded as a nunber in this
st andard versi on.

For the local whitelist certificate filter nenber

"Local CertWiiteFilters" in the certificate preservation repository
file, Internet browser users can configure zero or nore whitelist
certificate filter entries "CertWiteFilters" that have passed the
basic certificate verification |l ogic, where each whitelist
certificate filter entry in "CertWiteFilters"” can include the
"Serial Number" of the certificate, the "Serial Nunber" of the
certificate, and/or the "subjectNane" of the certificate. This
mechani sm suggests that each whitelist certificate filter entry
shoul d contain an explanatory note "conment", so as to explain the
rel evant matching information to Internet browser users as nuch as
possible and facilitate their understandi ng.

In file format, the content of the local whitelist certificate filter
menber "Local CertWhiteFilters" is represented as the val ues of the
menbers "ErrorNo" and "CertWhiteFilters". The menber "ErrorNo"
describes the type of certificate error that occurs in the basic
certificate verification logic, which is a positive integer with a
val ue of a nunber in JSON format. |Its default value is

ERR CERT_REVCKED (val ue 201, the types and value definitions of basic
certificate errors defined in this mechani smcan be found in
Appendi x A). Any algorithminplenmentation that conplies with this
mechani sm can extend and define its own error types. The nemnber
"CertWhiteFilters"” is represented by an array of zero or nore

obj ects, each entry nmust contain at |east one of the follow ng
menbers, or a conbi nation of these nenbers.

1. "serial Nunber": the serial nunber, is of type INTEGER, and in
JSON format, its value is a nunber.
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2. "subjectNane": the subject nane, is of type Name. |In JSON
format, its value is the Base64 encoding of the certificate' s
subj ect name, without the trailing character '=". This neans
that the value of this nmenber is an ASN. 1 byte string (OCTET
STRING w thout an ASN. 1 tag and length field.

3. "subjectAltNane": the alternative name for the subject, is of
type CGeneral Names. |In JSON format, its value is the Base64
encoding of the certificate' s subject alternative name, with no

trailing character '=', neaning that the value of this nenber is
an ASN. 1 byte string (OCTET STRING without an ASN. 1 tag and
I ength field.

4. "comrent": a configuration itemrelated annotation, whose val ue

is astring in JSON format, used to explain the annotation of
this configuration item

For the local blacklist certificate assertion nenber

"Local Cert Bl ackAssertions" in the certificate security repository
file, Internet browser users can configure zero or nore bl ackli st
certificate assertion device entries "CertBl ackAssertions” that have
passed the basic certificate verification |ogic, where each bl acklist
certificate assertion entry "CertBl ackAssertions" can include the
"Serial Nunber" of the certificate, the "subjectName" of the
certificate, the "subject Al tNane" of the certificate, the "issuer"
name of the certificate, and/or the issuer alternative nane
"issuer Al t Name" of the certificate. This mechani smreconmends that
each blacklist certificate assertion entry contain an explanatory not
"coment", so as to explain relevant matching i nformation to Internet
browser users as nuch as possible and facilitate users’
under st andi ng.

In terms of format, the content of "Local CertBl ackAssertions", a

| ocal blacklist certificate assertion, is represented as the val ue of
a "CertBl ackAssertions" nenber, which is an array of zero or nore
objects. Each entry nust contain at |east one of the follow ng
menbers, or a conbination of the foll owi ng nenbers.

1. "serial Nunber": the serial nunber, is of type INTEGER, and in
JSON format, its value is a nunber.

2. "subjectNane": the subject nane, is of type Nane. |In JSON
format, its value is the Base64 encoding of the certificate's
subj ect name, without the trailing character '=". This neans
that the value of this menmber is an ASN. 1 byte string (OCTET
STRING w thout an ASN. 1 tag and length field.
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3. "subjectAltNane": the alternative name for the subject, is of
type CGeneral Names. |In JSON format, its value is the Base64
encoding of the certificate' s subject alternative name, with no
trailing character '=', neaning that the value of this nenber is
an ASN. 1 byte string (OCTET STRING without an ASN. 1 tag and

I ength field.

4. "issuerNanme": the issuer nanme, is of type Nane, and in JSON
format, its value is the Base64 encoding of the certificate
i ssuer’s nane, without the trailing character '=, neaning that
the value of this nmenber is an ASN. 1 byte string (OCTET STRI NG

without an ASN. 1 tag and |length field.

5. "issuerAltNane": the alternative name for the issuer, is of type
General Nanmes, with field formats specified in RFC 5280. In JSON
format, its value is the Base64 encoding of the certificate
issuer’s alternative nane, followed by no trailing character "=,
meani ng that the value of this nenber is an ASN. 1 byte string
(COCTET STRING without an ASN. 1 tag and length field.

6. "comment": a configuration itemrelated annotation, whose val ue
is astring in JSON format, used to explain the annotation of
this configuration item

It should be noted that in actual systens, multiple |ocal certificate
preservation repository files based on JSON format nmay be supported
for simultaneous use. To ensure consistency in local functionality,
the configuration of nultiple |ocal certificate preservation
repository files nust ensure that there are no conflicts. In other
words, the Internet browser should check the |ocal whitelist
certificate filter field "Local Cert\WhiteFilters" and the |oca

bl acklist certificate assertion field "Local CertBl ackAssertions" in
each local certificate preservation repository file to ensure that
there are no overl apping configuration entries, and al so ensure that
there are no overl apping configuration entries in the local whitelist
certificate filter field "Local Cert\WhiteFilters" and the |oca

bl acklist certificate assertion field "Local CertBl ackAsserti ons"
between different |ocal certificate preservation repository files.

If a conflict is detected, an error should be reported to the user
who created the relevant |ocal certificate preservation repository
file. Internet browsers should de-duplicate nultiple |Ioca
certificate preservation repository files as a collection. |If there
is any overlap between the local whitelist certificate filter field
“Local CertWiiteFilters” and the local blacklist certificate assertion
field “Local CertBl ackAssertions” between the local certificate
preservation repository files, the entire collection nust be

rej ected.
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The summary of all nenbers and types supported by the JSON-formated
| ocal certificate preservation repository file in this mechanismis
as foll ows:

“Version” : Type Int,

“Local CertWiiteFilters” : {
“ErrorNo” : Type Int,
“CertWhiteFilters” [

{
“serial Nunber” : Type Int,
“subj ect Name” : "<Base 64 of sonme subject Name>",
“subj ect Al t Nane” : "<Base 64 of some subjectAlt Name>",
“commrent” : Type String,

}

1.

} 1
“Local Cert Bl ackAssertions” : {
“CertBl ackAssertions” : [

{
“serial Number” : Type Int,
“subj ect Nanme” : "<Base 64 of sone subject Name>",
“subj ect Al t Nane” : "<Base 64 of some subjectAlt Name>",
“issuerName” : "<Base 64 of sone issuerNanme>",
“issuer Al tName” : "<Base 64 of some issuerAl t Name>",
“comrent” : Type String,

}

1,
}
}

5. Appendix A

The neaning of the following errors can be literally seen from comon
br owsers.

1. ERR CERT | NVALID: 201, The certificate is invalid, such as
incorrect format, unsupported fields, etc.

2. ERR SSL_PI NNED KEY_NOT I N CERT _CHAIN. 202, The certificate used
on the website does not match the HTTP public key of the built-
in certificate, which my cause the website to be hijacked. It
is necessary to check the website’s DNS analysis to restore
normal HTTPS access; It is also possible that the HPKP Googl e
Chrone error is due to incorrect settings.
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Li u,

ERR_CERT_REVOKED: 203, The certificate used by the website has
been revoked. The certificate issuing authority has revoked the
certificate due to changes in enterprise information or

viol ations of website content. The certificate has been added
to the certificate revocation list CRL. W need to reapply for
the certificate and deploy it correctly.

ERR CERT_AUTHORI TY_I NVALI D: 204, The website is using a
certificate issued by an invalid certificate authority. This
error indicates that the root certificate of the certificate
used by the website is not trusted by the browser, which may be
due to the user using a self-signed certificate or the root
certificate of the certificate being revoked. The solution is
to reapply for a certificate issued by a certificate authority
trusted by the browser.

ERR _CERT_COMMON NAME | NVALI D: 205, The certificate used by the
website does not match the domain name, and the domai n nane
supported by the certificate does not match the website donain
nane. In other words, the website used the wwong certificate.
The solution is to reapply for a new SSL certificate with the
sane domai n nane as the website.

ERR_CERT_WEAK_SI GNATURE_ALGCRI THM 206, The website certificate
uses an insecure signature algorithm and the digital signature
algorithmis used for identity verification between

communi cation parties. |If the insecure SHA-1 signature
algorithmis used, the browser will report an error, and the
SHA- 256 signature al gorithm should be used.

ERR_CERT_DATE_| NVALI D: 207, SSL certificate has expired. The
certificate has expired and been deleted. Applying for a new
certificate and installing it correctly can solve the error

ERR CERT _VALIDI TY_TOO LONG 208, The validity period of the
website certificate is too long. As tine goes by, the |ongest
Iifespan of public trust certificates gradually shortens.
According to the Baseline Requirenments for the |Issuance and
Management of Publicly-Trusted TLS Server Certificates after
version V2.0.8, SSL/TLS Certificates issued before 15 March 2026
SHOULD NOT have a Validity Period greater than 397 days and MJST
NOT have a Validity Period greater than 398 days; SSL/TLS
Certificates issued on or after 15 March 2026 and before 15
March 2027 SHOULD NOT have a Validity Period greater than 199
days and MJUST NOT have a Validity Period greater than 200 days;
SSL/TLS Certificates issued on or after 15 March 2027 and before
15 March 2029 SHOULD NOT have a Validity Period greater than 99
days and MUST NOT have a Validity Period greater than 100 days;
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10.

11.

12.

13.

Li u,

SSL/TLS Certificates issued on or after 15 March 2029 SHOULD NOT
have a Validity Period greater than 46 days and MJUST NOT have a
Validity Period greater than 47 days. For the purpose of
calculations, a day is neasured as 86,400 seconds. Any anount

of time greater than this, including fractional seconds and/or

| eap seconds, shall represent an additional day. For this
reason, SSL/TLS Certificates SHOULD NOT be issued for the

maxi mum permi ssible time by default, in order to account for
such adj ust nents.

ERR _CERT_NO REVOCATI ON_MECHANI SM 209, The certificate does not
have a revocati on nechani sm neaning there is no CRL or OCSP
reference. This error may pose a security risk as the browser
cannot verify whether the certificate has been revoked. Miinly,
some CAs issue short-termcertificates, so they do not provide a
met hod to revoke them Sonme internedi ate boxes (such as Pal o
Alto Networks or Cisco firewalls) or antivirus software on
conmputers are used on the network, which will intercept HTTPS
and replace certificates with their own certificates.

ERR_CERT_UNABLE_TO CHECK REVOCATI ON: 210, If the local browser
has enabl ed the Required Online Revocation ChecksForLocal Anchors
policy and the CRL of the website certificate does not conply
with the requirements of RFC 5280.

ERR_CERTI FI CATE_TRANSPARENCY_ REQUI RED: 211, It is specific to
Googl e Chrome, mainly because the website certificate has not
yet been added to the transparency | og by the issuing authority.
There are two situations where the certificate is not added to
the transparent log. The first scenario is that the issuing
authority did not add the certificate, possibly due to their
negl i gence. The second scenario is that the website owner nay
have requested the certificate authority not to add their
certificate to the | og

ERR_CERT_SYMANTEC LEGACY: 212, Coogle Chronme no |onger trusts
Symantec certificates issued before June 1, 2016. Symantec has
sold its CA business to Digicol and no | onger issues SSL
certificates, so the likelihood of encountering this error is
very | ow.

ERR_CERT_NAME_CONSTRAI NT_VI CLATI ON: 213, The dommi n nanme of the
certificate does not conply with the rules and viol ates the name
constraints in the certificate. This error may occur when the
nane constraint of the certificate is not met, which may be due
to configuration errors or unauthorized use.
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14. ERR_CERT_KNOWN_| NTERCEPTI ON_BLOCKED: 214, This error indicates
that a known SSL/TLS interception attenpt has been bl ocked.
VWen a third party attenpts to intercept a secure connection,
this situation may occur, endangering the user’s privacy and
security. You need to investigate the potential security
software or network configuration that caused this interception
and ensure a secure connection

15. ERR _CERT_WEAK KEY: 215, It indicates that using weak keys for
encryption in certificates poses a security risk. This
vul nerability nmay expose users to potential security risks. To
address this error, website adninistrators need to update their
certificates with nore powerful key algorithnms to inprove
security.

16. ERR_CERT_STATUS_NON_UNI QUE_NAME: 216, Wen the website
certificate is mssing a unique thene nane, it indicates that it
does not have a unique name and is generally not mapped to an
error. It is considered a warning to downgrade SSL Ul .

6. | ANA Consi derations
This meno includes no request to | ANA
7. Security Considerations

Thi s mechani sm defines the reference specification for the Internet
browser to locally preserve and nmanage the custom zed Wb PK
certificate resources, and provides a sinple nmechanismto enable the
Internet browser (in its inplementation form it nay also be a
browser proxy) to establish a |ocal custonized managenment view of the
Web PKI certificate resources, and to overwite the certificate data
or verification results published by certain certification authority
CAs when necessary. This mechani sm addresses the security issues of
domai n nane certificate resources in network infrastructure, nanely
the risk of unilateral suspension and revocation of certificate
ownership due to the msmatch between ownershi p and nmanagenent rights
of certificate resources; Ceverly resolving the contradiction

bet ween unity and autonony, key infrastructure inprovenent and
stability, conpatible with the contradiction between existing and
snoot h substitution, conpatible with existing authentication systens,
enabl i ng stakeholders in the network to snmoothly replace existing

aut henti cation, cope with the inpact of nalicious revocation of
important industry certificates, and ensure the safe and nornal
operation of inportant industry systens. For this reason, Internet
browsers (relying parties or their agents) confornming to this
mechani sm can aut ononously deci de and process any certificate and its
verification results asserted by the |ocal certificate preservation

Liu, et al. Expi res 18 Decenber 2025 [ Page 12]



Internet-Draft Certificate Preservation for Internet Br June 2025

8.

8.

8.

dat abase according to | ocal managerment requirements. This mechani sm
is applicable to the inplementation and application of the Internet
browser certificate resource preservation system based on Wb PKiI
and it is applicable to ensuring the snooth operation of the secure
network access related to the business of an organization, w thout
bei ng subj ect to the managenment and control of other organizations
that may have conpetitive interests; The Internet browser |oca
certificate preservation specifications defined in this section are
uni versal, and can also be applied to other simlar network security
applications and environnents of different types based on PK
mechani sm
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