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Abst ract
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Too Big Extension to limt reassenbly operations being perforned by
the egress security gateway.

Thi s extension enables an egress security gateway to notify its

i ngress counterpart that fragmentation is happening or that the
received (and potentially reassenbl ed) ESP packet is too big and thus
cannot be decrypted. In both cases, the egress node provi des Maxi mum
Transmi ssion Unit (MIU) information. Such information enables the

i ngress node to configure appropriately its Tunnel Maximum

Transmi ssion Unit - also designhated as MIU or Tunnel MU (TMIU) - to
prevent fragnentation or too big packets to be transmtted.
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1. Introduction

Reassenbling fragnents at the egress security gateway requires

addi tional resources which under heavy load results in service
degradations. Then, as detailed in [RFC4963], [RFC6864] or

[ RFC8900], fragmentation is considered fragile and not sufficiently
robust at high data rates. Typically, the 16-bit 1Pv4 identification
field is not |arge enough to prevent duplication making fragnentation
not sufficiently robust at high data rates. In IPv6 the 32 byte
identification field reduces such collisions.

Figure 1 depicts various fragmentati on scenarios that can occur when
Tunnel Transit Packets (TTP) are encapsul ated over an |Psec tunnel
The | Psec packets exchanged between the ingress and the egress
security gateway are designated as Tunnel Link Packet (TLP).
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Sour ce Security Security Destination
or Gat eway Gat eway or
Sender (I'ngress node) (Egress node) Recei ver
+- -+ +-- -+ +-- -+ +-- -+
| ] + + + | | + + + + + | | + + + + | |
+--+ routers +---+ routers +---+ routers +---+

L LTSI >

N

B B
| I Ps| I Pd| Data] Tunnel Transit Packet | I Ps| I Pd| Dat a|
oo m e - - (TTP) e

1) No fragnentation

A S R S

| 1Pi|1Pe|] ESP| I Ps|IPd| Data] Tunnel Link Packet
B LI Epep R (TLP)

2) Md-tunnel (performed by a router on N)
(only for 1 Pv4 DF=0 TLP)

R L -
| 1Pi|1Pe| ESP| I Ps||Pd| Da] (TLP)
I L S N

R e &

|1Pi|IPelta] (TLP)

T

3) Inner fragnmentation (perforned by the Ingress node)
(only for 1Pv4 DF=0 TTP)

S &
| 1Pi|1Pe|lESP|IPs|IPd| Da|] (TLP)
S S
e e S
| 1Pi|1Pe| ESP|IPs|IPdltal] (TLP)
e S

4) CQuter fragnmentation (perforned by the Ingress node)
(IPv4 or IPv6 TLP)

R e Ty
| 1Pi|IPe|ESP|IPs|IPd|Dal (TLP)
T T S

oo -+ -

|[1Pi|IPelta] (TLP)

e

Liu, et al. Expires 23 April 2026 [ Page 3]



Internet-Draft LMIA and PTB Notification Cct ober 2025

5) Source fragmentation
(1 Pv6 or |Pv4)
R e &
|1 Ps|IPd| Da] (TTP)
T
e
| 1Ps| 1 Pd|ta]
R R o

Figure 1: Illustration of Different Type of Fragnentation. |Ps
(resp. IPi, IPe, IPd) designates the | P addresse of the Source,
(resp. the Ingress node, the Egress node, the Destination). The

I Psec tunnel is considered as an ESP tunnel. The IP payload is
represented as 'Data’. Fragnentation is illustrated in splicing
"Data’ into 'Da’ and 'ta’. The figure does not show a difference

bet ween Data being encrypted or not, and the presence of the ESP
header indicates the payload is encrypted.

Reassenbling is performed by the egress node in two cases. Firstly
when md tunnel fragmentation happens (see 2) Figure 1) -- in which
case the TLP header or outer header is using IPv4 with its Do not
Fragment bit set to O (DF=0). Secondly when Quter fragnentation is
performed by the ingress node (see 4 in Figure 1). The main

di fference between the two scenarios is that with Quter
fragmentation, the ingress node is aware that the egress perforns
some reassenbly operations. Note also that in both cases,
reassenbling the TLP in itself does not prevent the TTP to be
processed by | Psec unless the reassenbl ed TLP exceeds the effective
MIU to receive (EMTUR) - that is the maxi mum size of the | Psec
prot ected packet that can be accepted by the egress node to perform
the ESP encapsul ati on.

Figure 2 summarizes the various operations perforned by the egress
node according to the size of an | Psec encapsulated TTP. The opti nal
size of the TTP is the maxi mum TTP si ze that avoids fragnentati on and
the corresponding TTP size is designated as Tunnel maxi mum atonic
packet (TMAP). The resulting | Psec encapsulated TTP (or LTP) is

desi gnated as Link maxi mum atom ¢ packet (LMAP) LTP. The difference
between the two sizes is related to the | Psec encapsul ati on over head.
LTP snaller than the LMAP will not generate any fragnentation. LTP

| arger than the LMAP, but smaller than the EMTU R will be fragnented
and reassenbl ed by the egress node. The TTP will be transnitted.

LTP (eventual ly reassenbled) with a size greater than EMIU R cannot

be handl ed by the egress node and will not be transmtted. Note that
in this case and unless specified explicitly the link considered is
the physical |ink between the ingress and egress node.
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TMAP TMIU
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| | (4) Cuter |
A R R e > | Psec encapsul ated TTP
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Figure 2: Fragnentation and Packet Too Big as a function of the
TTP size or LTP size. encap designates the | Psec overhead.

Thi s docunent enables a egress node to informthe ingress node that:
* a received packet is fragnmented (via an | KE LMAP notification)

* a packet received is too big to be processed by |IPsec (via an | KE
PTB noti fi cati on)

As depicted in Figure 3, by supporting this extension, the ingress
and egress node commit thenselves in optimzing the processing of the
I Psec tunnel and in linmting reassenbly operation being perforned at
the egress node. Mdre specifically, the ingress security gateway
limts as nmuch as possible the use of outer fragmentation and comits
to set their TMIU value so that TTP are not fragnented/reassenbl ed

In addition, for TTP with | Pv4 addresses and DF=0, the ingress node
commits to performinner fragnmentation to prevent reassenbly at the
egr ess node.

The nmechanismis especially useful when the tunnel between the

i ngress and egress nodes is using | Pv4d outer |P addresses with DF=0
as the fragnentation may occur while the ingress may not be aware of
it.

The nechani sns enabl es al so enable to informthe | Psec encapsul at ed
TTP is too |l arge and cannot be processed by | Psec. A LTP packet may
be to big if it exceeds the LMIU or the EMIU R. \Wen one of these
boundaries is exceeded, both are returned to the ingress node so, the
i ngress node can clearly understand why the packet has been dropped.

A packet may neet the LMIU requirenent, but may not neet the EMIU R
requi renent.

Wth IPv4 outer I P addresses with DF=0, the egress Security Gateway
may receive a serie of fragments that individually do not exceed the
MIU (and as such do not generate any LTP | CMP PTB) reassenble a
fragmented | Psec encapsul ated. That reassenbl ed packet may exceed
the size to be processed by IPsec. Simlarly, even without
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fragmentation, the LTP MIU may exceed the capacity of the |Psec
hardware in which case a | Psec encapsul ated nay not generate a LTP

| CMP PTB but may not be further processed. Even though MIU val ues
may be sent via a LTP I CMP PTB nessage, we do envision that the
conmmuni cati on of the LMIU via an I KE notification may provi de sone
advant ages over sinply relying on LTP | CMP nessages. However, please
note these advantages are only secondary and only nentioned here as
an information. At first the |IKE channel is authenticated channel
that ensures the LMIU is 1) received by the ingress Security Gateway,
2) is integrity protected and 3) can be appropriately bound to the
corresponding SA. An |ICWP PTB nessage when sent fromthe egress
Security Gateway is not protected and when UDP encapsul ation is used
(see {sec-sec}) and nmay not carry the SPI of the |IPsec encapsul ated
TTP (see {sec-df1}). However, these advantages are only provided by
the egress interface and so that mechani sm cannot be used by any

ot her node, and so cannot be used for PMIU di scovery. Secondly, the
| KE notification MAY be sent together with the TTP | CMP PTB sent by
the router. This may inprove the network | atency and optinizes the
use of the security gateway resources, especially when the SA has
been set for multiple Sources. |In fact the TTP I CMP PTB sent by the
egress router is sent specifically to the sending source, and so one
can expect the I CvP PTB being sent to every source. By sending the
notification via IKE, the information is received by the ingress
Security Gateway which can take action globally for all Sources
associ ated to the SA. This prevents the | arge packet greater than
the MIU to be encrypted and sent to the egress router for nothing.

Thi s docunent does not discuss these optim zations.

1.1. Illustrative exanple
This section describes an illustrative exanple to provide a high
| evel overview.
Sour ce Security Security Destination
or Gat eway Gat eway or
Sender (I ngress node) (Egress node) Recei ver
+- -+ +---+ +---+ +---+
| | + + + |1 | + + + + + | | + + + + | |
+--+ routers +---+ routers +---+ routers +---+
Qo m oo >
N
1) Md-tunnel (perforned by a router on N)
(only for 1Pv4 DF=0 TLP)
T
| 1Pi|1Pe|l ESP| I Ps||Pd| Da|] (TLP)
T e
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T
|1Pi|IPelta] (TLP)
N SRS

2) Egress node detects fragnmentation

- a) it collects IPVersion the IP version of the first fragment
as well as FragLen, the fragnment |ength

- b1l) If all segments can be reassenbl ed and the reassenbl ed
packet is properly decrypted a Link Maxi mum At oni c
Packet Notification (LMAP) is sent on the | KEv2 channel

[ 1 KEv2]
<--- N( LMAP [ | PVersion, FraglLen] )

- b2) If the packet is too big and cannot be fully processed, an
addi ti onal Packet Too Big Notification (PTB) that specifies
the Link MIU (LMIU) of the router conponent of the egress
node (on network N) as well as the effective MIU to receive
(EMITU_R). Both are configuration paraneters
An | CVMP PTB nessage nmay al so be sent by the egress node.
This is considered as independent fromthe fact that the
egress Security Gateway is sending an | KE PTB or not.

Note that this ICMP may not contain even the SPI, and so is
likely to not carry sufficient information to the ingress node,
so any action be taken

[ KEv2]

<--- N( LMAP [ | PVersion, FraglLen] )

N( PTB [LMIU, EMIU_R]
[ ESP]
<--- ESP( ICWP PTB)

3) Upon receiving the LMAP or optionally the ingress node
a) Update the TMIU so that the Source perfornms source fragnentation
with TTP packets that are not fragnented
Source fragnentation
(1Pv6 or |Pv4)
T
|1 Ps|IPd Da] (TTP)
e T
R R o
| I Ps| 1 Pd|tal
e e -

b) Perforns inner fragnentation TTP packets that exceeds the TMIU
and will generate some fragnents

I nner fragnentation (performed by the Ingress node)

(only for 1Pv4 DF=0 TTP)

i S F S
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|1 Pi|IPe| ESP| I Ps|IPd| Da|] (TLP)
e S
ot m e e e e oo e -
| 1Pi|1Pe| ESP|IPs|IPdltal] (TLP)
. S

In both cases the egress node does not proceed to reassenbly operations

1.

2

R R S
| IPs| I Pd| Da] (TTP)
S

om oo oo

|1 Ps|IPd|tal

e S

Figure 3: Overvi ew mechani sm
Rel at ed wor ks

This work differs from([l-D.ietf-intarea-tunnels] in that
[I-D.ietf-intarea-tunnel s] which considers the router conmponent -
carrying the TTP - and the interface conponent - handling LTP -

i ndependent. | ndependence of the Tunnel MIU (for TTP) and |ink | ayer
MIU for (LTP) is provided by performng outer fragnmentati on when
needed. [RFC4301] takes another view considering the router
component can adapt to the specific needs of the interface conponent.
In our case, the router MIU can be changed so the source sends PTP of
an expected TMAP size. Note however, that a significant difference
bet ween MPA and MIU is that fragnmentation is considered as a nornal
operation and that | CMP Packet Too Big (PTB) is only expected when
the router is not able to handl e the packet - that is when the
(reassenbl ed) packet exceeds the MIU (or nore explicitly the
effective MIU to receive (EMIU R) or the Link MU (LMIU)).
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The extension described in this docunent follows [RFC8900] s
recomrendat i ons where each | ayer handl es fragnmentation at their |ayer
and to reduce the reliance on IP fragnentation to the greatest degree
possi ble. This docunent does not describe a Path MIU Di scovery
(PMIUD) procedure [RFC1191] nor an Execute Packetization Layer PMIuD
(PLMIUD) [ RFC4821] procedure. PLMIUD work has been started in
[1-D.spiriyath-ipsecnme-dynamni c-i psec-pmtu]. This docunment remains
focused on providing information on the state of the egress node to
the ingress node. This Information is fragmentation rel ated and
includes the notification that fragnentation is being observed as
well as the EMTU R and LMIU val ue - which are configuration
paraneters. This docunent lets the ingress node interpret these

pi eces of information and take the necessary actions. PLMIUD is mnuch
more conpl ex especially as | Psec considers multiple channels such as
| KE and | Psec protected data and is required to handl e bl ack holing
scenari os.

Sendi ng LMITU when a too big LTP is received by the egress router is
simlar to an | CMP PTB except that the nessage is carried over the

| KEv2 channel, and we ensure that sufficient information (like the
SPI) is provided to the ingress node so the appropriated traffic

sel ectors can be identified by the ingress node - see Section 1.3 for
nmore details. EMIUR is not sent by a LTP | CVP PTB packet.

1.3. Wiy not using DF=1 to avoid Md fragnmentation ?

One can reasonably question why setting the I1Pv4 DF=1 is not
sufficient to avoid fragnentation. Wile DF=1 avoids fragnmentation,
it can easily fall into black holing scenarios, unless one can ensure
that | CMP PTB nessages are effectively received with sufficient

i nformati on by the ingress node to take appropriate actions. This is
not the case in practice, which is the reason DF is very commonly set
to O.
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Suppose the Don't Fragnent bit to 1 in the | Pv4 Header of the Tunne
Li nk Packet. |If that packet becones | arger than the |ink Maxi mum
Transm ssion Unit (LMIU), the packet is dropped by an on-path router
and an | CVMPv4 nessage Packet Too Big (PTB) [ RFCO792] is returned to
the sending address. The |CVMPv4 PTB nessage is a Destination
Unreachabl e nessage with Code equal to 4 and was augnented by

[ RFC1191] to indicate the acceptable MIU.  Unfortunately, one cannot
rely on such a procedure as in practice some routers do not check the
MIU and as such do not send | CMPv4 nmessages. |n addition, when

| CMPv4 nessages are sent these nessages are unprotected, and nmay be
bl ocked by firewalls or ignored. This results in |IPv4 packets being
dropped wi thout the security gateways being aware of it which is also
designated as black holing. To prevent this situation, |Pv4 packets
often set their DF bit set to 0. |In this case, as described in

[ RFC0792], when a packet size exceeds its MIU, the node fragnents the
i ncom ng packet in nmultiple fragnents.

In addition to the above reasons DF=1 is not appropriate for ESP
there is another inportant reason that | CVMP does not work al nost
compl etely for ESP.

Figure 4 describes the |CWv4 PTB as defined in [RFCL191] and to be
useful to the ingress node, the | CMP PTB should at |east carry the
SPI that would identify the incoming traffic associated to that | CWwW
PTB. This information is carried in the “Internet Header + 64 bits
of Original Datagram Data” field which in our case carries the tunne
I P header with an additional 8 bytes.

0 1 2 3
01234567890123456789012345678901
L e i S e I S ek i S N SR S
| Type = 3 | Code = 4 | Checksum |
B i s T T i i o S o T Ji I
| unused = 0 | Next - Hop Mru |
i i S s S i M S N SR S SR
| I nternet Header + 64 bits of Oiginal Datagram Data |
I i I S s S I i

Fi gure 4: |1 CVP PTB

When ESP is encapsulated in UDP or TCP, the 8 bytes correspond to the
UDP header and the TCP header is even larger. As a result, the SP
cannot be derived fromthe 8 bytes being provided and the ingress
node cannot identify the traffic selector and proceed to the next

st ep.
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Note al so that when the SPlI is identified, the ingress node may not
exactly know whi ch Source has generated the | CVP PTB as the SA
traffic selector is defined by a range of I P addresses and as such
may contain nultiple Sources. The Path MIU is propagated to the
Source as described in [ RFC4301], Section 8.2, that is to say by by
updating the PMIU i nformati on of the SA and upon receiving a packet
that matches that SA and whose size exceeds the PMIU of the SA

di scard that packet and sends back an | CVP PTB nessage to the Source.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Tunnel, I ngress node, Egress node, Ingress Interface, Egress
interface, Tunnel Transit Packets (TTP), Tunnel Link Packet (TLP)
Li nk MTU (LMIU), Tunnel MU (TMIU), Tunnel maxi num atom ¢ packet
(TVAP), effective MIU to receive (EMIU R) are defined in
[I-D.ietf-intarea-tunnels].

3. Link Maxi mum At om ¢ Packet and Packet Too Big Support Negotiation

During an | KEv2 negotiation, the initiator and the responder indicate
their support for the Link Maximum Atom ¢ Packet and Packet Too Big
Ext ensi on by exchangi ng the LMAP_AND PTB_SUPPORTED noti ficati ons.
This notification MJST be sent in the | KE_ AUTH exchange (in case of
mul tiple | KE_ AUTH exchanges - in the first | KE AUTH nessage from
initiator and in the last | KE_AUTH nessage fromresponder). |[|f both
the initiator and the responder send this notification during the

| KE_AUTH exchange, peers may notify each other with an |IPv4 Link
Maxi mum At om ¢ Packet Notification when fragnentation is observed.
Upon receiving such notifications, the peers may take the necessary
actions to prevent such fragnmentation to occur.

Initiator Responder

<-- HDR SA, KEr, N
HDR, SK {IDi, AUTH,
SA, TSI, TSr,
N( LMAP_AND_PTB_SUPPORTED)} -->
<-- HDR, SK {IDr, AUTH,
SA, TSi, TSr,
N( LMAP_AND_PTB_SUPPORTED) }
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4.

Sendi ng a Li nk Maxi mum At omi ¢ Packet Notification

The egress security gateway detects fragnentation occurred when it
receives an initial fragnent; e.g. with the Flags’ Mre Fragnment Bit
set to 1 and the Fragment Offset set to 0. Upon receiving such a
packet, the egress node deternines the IP version (IPVersion) and the
fragment | ength FraglLen). For an | Pv4 packet, FraglLen is the Total
Length field (see [ RFC0791]). For an |IPv6 packet FraglLen is the

Payl oad Length (see [ RFC3200], Section 3. Note that these val ues
have different neanings as with an | Pv6 fragnent, FragLen does not
include the | Pv6 header but only the payl oad.

The egress node sends the LMAP notification payl oad that contains
| PVersi on and FraglLen.

The egress node SHOULD send a naxi mum of one LMAP notification per
(reassenbl ed) received packet. However, since this extension is
especially expected on nodes dealing with high traffic rates, the
notification is expected to be sent at reasonable rates per Security
Associ ations. More specifically, the use of the I KEv2 provides a
reliable channel which makes sendi ng redundant notifications
unnecessary. Then, the notification rate needs to account for the
time the egress node adjusts the TMIU, and that TMIU renai ns

i npl emented. Mbre details are provided in Section 10.

Egress Security Gateway I ngress Security Gateway

HDR SK { N(LMAP)} -->
Recei ving a Link Maxi mum At om ¢ Packet Notification

Upon receiving a LMAP notification, the ingress node derives the
tunnel MAP (TMAP) fromthe Link MAP (LMAP) derived by the FragLen and
| PVer si on.

if IPVersion is 4:
LMAP = FraglLen
elif IPVersion is 6:
LMAP = FraglLen + 40
TMAP = LMAP - outer |P header - encapsul ati on over head

Fi gure 5: Conputation of TMAP
wher e

I PVersion: The IP version of the fragnment provided by the LMAP
notification (see Section 4).
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FragLen: The Fragnent |ength provided by the LMAP notification (see
Section 4).

LMAP: For an | Pv4 packet, LMAP is directly provided by the fragnent
|l ength of the LMAP Notification. For an |IPv6 packet, LMAP needs
to adds the | Pv6 Header |l ength (40 bytes) to the fragnent |ength
of the LMAP Notificati on.

outer | P header: The IP header of the LTP encapsul ati on over head:
contains the ESP header, the ESP Trailer including the variable
Pad field. When the padding is mnimzing the Pad Len, the
encapsul ati on header is set to 14 (+ the size of the ICV). The
overhead SHOULD al so estimate | P options or |P extensions.

The ingress security gateway SHOULD propagate the TMAP as the tunnel
MIU back to the Source so the size of future TTP packets does not
exceed the TMAP - eventually perform ng source fragnentation. To do
so, the ingress node sets the LMIUto TMAP for all traffic designated
by the SA. In this case the LMIU is the MIU associated with the Iink
of the router interface of the ingress node that faces the Source’s
network. Upon receiving a TLP larger than the TMAP, the packet is

di scarded and an | CMP PTB nessage is returned to the Source which
then perforns Source Fragnmentation (5) (See Section 8.2.1. of
[RFC4301]). It is worth mentioning that only future packets will be
i npact ed, and not those causing fragnentation.

VWhen the TLP is an |1 Pv4 packet with DF=0, the ingress node SHOULD
perform Source Fragnentation of the TTP, al so represented as |nner
Fragrmentation (3), sending chunks that do not exceed TNAP.

Figure 11 in Section 4.2.2 of [I-D.ietf-intarea-tunnels] w th tunnel
MIU set to TMAP achi eves both recommendati ons, while Figure 12 in
Section 4.2.2 describes the inner fragnentation.

6. Sending a Packet Too Big Notification

A packet can be rejected because the size of the LTP exceeds the LMIU
(of the router conponent) or when the (reassenbled) LTP exceeds the
EMIU R (of the interface component) and so | Psec decapsul ati on cannot
be done.

When the LTP size exceeds the EMTU R, the egress node SHOULD send a
Packet Too Big (PTB) notification that includes the EMTU R and the

LMIU. In addition, if the packet results froma reassenbly
operation, the egress node MJIST send a LMAP notification with the
LMAP. |f the packet does not result froma reassenbly operation, the

egress node MUST NOT send a LMAP notification.
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Egress Security Gateway I ngress Security Gateway

HDR SK { N(PTB) } -->
7. Receiving a Packet Too Big Notification

Upon receiving a PTB notification, the egress node conmputes the
Tunnel MU (TMrU) as foll ows:

TMIU = EMTU R - outer |IP header - encapsul ati on over head
if LMAP notification is not received:

TMAP is derived fromthe LMAP notification
el se:

TMAP = LMIU - outer |P header - encapsul ati on over head
TMAP = m n( TMAP, TMIU )

Fi gure 6: Computation of TMIU
with the sane notation as in Figure 5:

EMIU R The value provided in the PTB notification related to the
MIU associated to the egress interface (see Section 6)

LMIU : The value provided in the PTB notification related to the
LMIU associated to the egress router (see Section 6)

The ingress node SHOULD proceed with TMAP as described in Section 5
The ingress node MIUST ensure the size of the TTP do not exceed the
comput ed TMIU and MJST ensure the size of the LTP do not exceed the
LMIU provided in the PTB notification.

8. Payl oad Description
Figure 7 illustrates the Notify Payl oad packet format as described in
Section 3.10 of [RFC7296] with a 4 bytes path all owed MIU val ue as

notification data. This format is used for both the
LMAP_AND PTB SUPPORTED, LMAP and PTB notificati ons.
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Notification Data

1 2 3
01234567890123456789012345678901
i T s T i T S S I S i (T S S S e S
| Next Payload |C RESERVED | Payl oad Length

R i i S S T e S S i ok ol SR R S S
| Protocol ID | SPI Si ze | Notify Message Type
R e i S S i i o e S e T i i S

I

I

+

s i S S S O s s S R S s i ok oI S TR R S
Figure 7: Notify Message For nat

The fields Next Payload, Critical Bit, RESERVED and Payl oad Length

are defined in [RFC7296]. Specific fields defined in this docunent

are:

Protocol ID (1 octet): set to zero.

SPI Size (1 octet): set to zero.

Notify Message Type (2 octets): Specifies the type of notification
message. It is set to TBD1 for the LMAP_AND PTB_SUPPORTED
notification, TBD2 for the LMAP notification and TBD3 for the PTB
notification.

Notification Data: Specifies the data associated to the notification
message. It is enpty for the LMAP_AND PTB SUPPORTED notifi cation
or a 4 octets that contains the MIU value for the LMAP and PTB
notification - as represented in Figure 8 and Figure 9.

01234567890123456789012345678901

B T S i T s i i e e SEI S

| I PVers | Reserved | FraglLen |

I S i o T s S S S e s s T

Figure 8 Notification Data for LMAP

wit h:

| PVersion (4 bits): The IPversion of the received packet

Reserved: Reserved bytes MJST be set by the egress node to zero and
MJST be ignored by the ingress node.

FragLen (2 bytes): The FraglLen value (see Section 4)
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10.

01234567890123456789012345678901
e T o S S I i S SR S T T T S IR S S A
| LMIuU |
T T T S S T Kl T eSS
| EMIU R |
T S i e S S T S T S S S i

Figure 9: Notification Data for PTB
wit h:
LMIU (4 bytes): The LMIU of the egress router
EMIU R (4 bytes): The EMIU R of the egress interface
I ANA Consi derati ons
I ANA is requested to allocate two values in the "I KEv2 Notify Message
Types - Status Types" registry (avail able at
https://ww. i ana. or g/ assi gnment s/ i kev2- par anet er s/

i kev2- paranet ers. xht m #i kev2-paraneters-16) with the foll ow ng
definition:

| Value | NOTIFY MESSAGES - STATUS TYPES |
| TBDL | LMAP_AND SUPPORTED |
| TBD2 | LMAP |
| TBD3 | PTB |
e o e e e e e eeeaoaoo- +

Security Considerations

Thi s docunent defines an | KEv2 extension to enable an egress node to
notify an ingress node that fragnmentation is happening as well as the
observed fragnment length. In addition, the extension al so enabl es an
egress node to notify an ingress node that a packet too big has been
di scarded, together with sone conplementary information to
appropriately update the Mru

These pieces of information are transferred over the authenticated

| KEv2 channel which ensures the origin of the nmessage. Assuning the
egress node is trusted, the ingress node can trust what is being
reported effectively observed (like fragmentation is happening, the
observed fragnment |ength, a packet too big has been received) by the
egress node and that sone information are effectively accurate such
as the egress LMIU and EMTU R Wen fragnmentati on happens and a LMAP
notification is being sent, the egress node MJST send the
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notification once the reassenbl ed packet has been decapsul ated. This
ensures that fragnentati on has been perfornmed over an authenticated
TLP and ensures the TLP has not been forged by any attacker. Wth

I Pv6, only outer fragnentation is permtted so, the ingress node can
val idate the provided informati on. However, sending the notification
after the | Psec decapsul ati on enabl es the egress node to detect
potential injection attacks and prevent sendi ng an unnecessary
notification, that may be part of a DDoS attack targeting the ingress
node itself. Wth IPv4 an attacker could set the DF=0 which would
all ow any md tunnel fragnentation. |Psec (ESP or AH) does not cover
the DF flag, so the egress cannot trust the fragnent |ength observed
has not been forged, and the security considerations related to MU
di scovery [ RFC0791], [RFC8900], [RFC4963], [RFC6864], [RFC1191] apply
here. Note that information carried by the LMAP notification is
never carried by ICWP, and all LMAP may share with ICMP is that this
information will be used to update the MIu

The egress node may not be able to decrypt the encrypted TTP packet
if the full encrypted TTP cannot be built. One possibility is that
too many fragnents are being sent over a too |long period of tine
(sloworis-like attacks) (see [ RFC8900], Section 3.7). Another
possibility is that one fragnent exceeds the LMIU or that the
reassenbl ed (unverified) encrypted TTP exceeds the EMIU R In both
cases, a PTB notification SHOULD be sent and if fragnmentation is
observed a LMAP MUST be sent together with the PTB notification
Information carried by the PTB (LMIU and EMIU R) can be trusted.
Wthout this extension this information woul d have been carried by

ICVP. | n many deploynents, the | CVP channel may be unprotected and
| CMP packets nay be discarded by firewalls and never reach the egress
node. In addition, the description provided by

[I-D.ietf-intarea-tunnels] tends to indicate that the | CVP channe
remai ns between the router components of the ingress and egress nodes
and as such are not provided to the interfaces component. Finally,
as detailed in Section 1.3 an | CVMP PTB nessage contains a portion of
the encrypted ESP packet, which nay not sufficient to deduce the SP
and associated traffic selectors, and as such prevent the ingress
node to identify the traffic flow that generates the fragnmentation

In any case, this results in the information not being available to
take the appropriate action. Sending the PTB notification over |CW
sol ves these issues and eases the correlation with the LMAP
notification. 1In terns of trust, when sufficient information may be
sent both on the | KEv2 channel and via a protected | CMP PTB nessage,
the use of the PTB notification achieves sinilar trust as the one
observed with an | CMP PTB nessage sent over an |Psec protected
channel . For that reason, the | CMP nmessages SHOULD be protected by

I Psec. The use of two different paths nay provide sone additiona
reliability as the sanme information is taking two different paths and
that | KEv2 wi ndows ensures the the information is received - as
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11.

12.

12.

opposed to the (encrypted) | CVMP nessage that can be dropped.

However, information carried by the LMAP notification cannot be
trusted and sinmilar security considerations related to MU di scovery
[ RFCO791], [RFC8900], [RFC4963], [RFC6864], [RFC1191] apply here.

During high packet rates, this notification for each of these packets
is likely to be used by an attacker to trigger a DDoS attack to both
egress and ingress nodes. As a result, the egress node SHOULD be
able to configure the maximumrate at which the notifications are
sent. This includes the ability to indicate that LMAP notifications
(wi thout PTB) are not sent when the outer |P addresses are of version
| Pv6. The reasoning is that with | Pv6, the egress node observes
outer fragmentation, in which case the ingress node is already aware
of it. In addition, an egress node SHOULD be able to configure a
threshold for nunber of alerts per SAs before a notification is sent,
arate limt per SA
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