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Abst ract

In sone use cases, an SRv6 policy’'s segnent |list ends with the
policy endpoint’s node SID, and the traffic steered (over policy)

al ready ensures that it is taken to the policy endpoint. In such
cases, the SIDIist can be optim zed by excluding the endpoi nt Node
SID when installing the policy.

Thi s docunent specifies a BGP extension to indicate whether the
endpoint’s node SID needs to be included or excluded when installing
the SRv6 Policy. This optimzation can inprove the forwarding
efficiency of data packets when End SID and Service SID are present.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft docunments valid for a maxi num of six

mont hs and nmay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."
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1. Introduction

Segnment Routing (SR) [RFC8402] allows a node to steer a packet flow
al ong any path. A Segnent Routing Policy (SR Policy) [RFC8402] is
an ordered list of segnents that represent a source-routed policy.
The headend node is said to steer a flowinto an SR Policy. The
packets steered into an SR Policy have an ordered list of segnents
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associ ated with that SR Policy witten into them Segment Routing
Policy Architecture [ RFC9256] updates [RFC8402] as it details the
concepts of SR Policy and steering into an SR Policy. [RFC3986]
describes the representation and processing of this ordered list of
segnents for Segment Routing over |Pv6 (SRv6). [RFC9830] docunent
specifies how BGP may distribute SR Policy candi date pat hs.

In sone use cases, an SRv6 Policy’s SID list ends with the policy
endpoint’s node SID, and the traffic steered (over policy) already
ensures that it is taken to the policy endpoint. |In such cases, the
SID list can be optim zed by excluding the endpoi nt Node SID when
installing the policy. [I-D. draft-ietf-spring-srv6-policy-sid-
|ist-opt] specifies procedures to indicate whether the endpoint’s
node SI D needs to be included or excluded when installing the SRv6
Pol i cy.

Thi s docunent specifies a BGP extension to indicate whether the
endpoi nt’s node SID needs to be included or excluded when installing
the SRv6 Policy. This optimnization can inprove the forwarding
efficiency of data packets when End SID and Service SID are present.
2. Term nol ogy

The following termnologies are used in this document.

SR: Segnent Routing

SRv6: SR for |Pv6

SRH: Segment Routing Header

SID: Segment ldentifier

CE: Custoner Edge

PE: Provi der Edge

VPN: Virtual Private Network

PSP: Penul ti mate Segnent Pop

3. Extension

IFN-flag (Install Final Node-sid flag) is proposed in the Candi date
Pat h Admi ni strative Flags Sub-TLV specified in [I.D draft-1in-idr-

sr-policy-adm n-flags]. The bit position for the flag is to be
defined by | ANA
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A flag is introduced in the Candidate Path Admi nistrative Flags Sub-
TLV [I.D draft-lin-idr-sr-policy-adm n-flags] to advertise the | FN
flag property:

Val ue: TBD
Description: IFN-flag (Install Final Node-sid flag)
wher e:

- IFN-flag (Bit TBD): indicate the endpoint node SIDis
included in installing SID list(s) of the Candidate Path (CP)
when set.

* |f set to 1, the endpoint node SID MJST be included when
installing the SR Policy SID list(s) used to carry the data
traffic.

* |f set to O, the endpoint node SID MJUST NOT be incl uded
when installing the SR Policy SID list(s) used to carry the
data traffic.

- The unassigned bits in the Flags field MIST be set to zero
upon transm ssion and MJST be ignored upon receipt.

4. Qperation

When the controller distributes the SRv6 Policy configuration to the
head node through BGP, set the IFN-flag is proposed in the Candidate
Path Administrative Flags Sub-TLV specified in [I.D draft-lin-idr-
sr-policy-adn n-fl ags].

After receiving the SRv6 Policy configuration with the | FN-Fl ag (set
to zero) of the Candidate Path Administrative Flags, the ingress
node will not sinultaneously arrange the End SID and Service SID of
the egress node into the SRH. Segnent Li st of packet.

For data packets forwarded to VPN through this SRv6 Policy, the
SRH. Segnent Li st will not encapsulate the End SID corresponding to
the egress node in the SIDIist of SRv6 Policy.

If the forwarding path does not include the service SID of the

egress node, then the End SID of the egress node shoul d be
encapsul ated in SRH. Segment Li st .
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For OAM detection packets of the SR policy, the SRH SegnentList is
encapsul ated according to the SIDlist of the SR policy, only
encapsul ati ng node Sl Ds.

5. Use Case
Taking Figure 1 as an exanpl e, describe how SRv6 data packets and

OAM packets are forwarded in the SRv6 network based on the optim zed
Segnment Li st arrangenent nechani sm

o m e e oo - +
| Controller |
o e e oo oo +
/ \
/ \
/ \
+-- -+ +-- -+ +-- -+ +-- -+ +-- -+ +-- -+
| CE1| ----| PEL|----- | P1]----- | P2|----- | PE2| - - - | CE2|
+-- -+ +-- -+ +-- -+ +-- -+ +-- -+ +-- -+
2::2 3::3 4::4 5.:5
End. DT4 SID:. 5::100
Figure 1

CE1 and CE2 are VPN access devices that connect to the | Pv6 backbone
network through PE. PE1 has a locator 2::/64. Pl has a |ocator
3::/64. P2 has an End SID 4::4 with PSP Fl avor. PE2 has a | ocator
5.:/64 and a VPN SID 5::100. The traffic fromCEl to CE2 is
forwarded al ong the path PEl->Pl->P2->PE2.

P2 needs to performthe PSP behavior to renove the SRH extension
header .

The controller calculates the SRv6 forwarding path fromPE1L to PE2
based on the collected topol ogy and configuration infornmation, and
distributes the SRv6 Policy to PELl through BGP. The Endpoi nt address
is 5::5 of PE2. There is only one candi date path. The candi date path
contains a Segnent list <3::3, 4::4, 5::5> with IFN-Fl ag set zero in
in the Candidate Path Administrative Flags Sub-TLV.

PE2 advertises a BGP VPN route to PELl, and the next hop of the BGP
route is the endpoint address 5::5. After receiving the BGP route,
PE1 iterates to the SRv6 Policy using the color and the next hop of
the route.

There are two types of packets sent from PElL to PE2: data packets
and OAM packets.
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5.1. Data packet Processing to VPN

After PEl receives the data packet fromCEl to CE2, it |ooks up the
VPN i nstance routing table and iterates to SRv6 Policy.

PE1 adds the SRH extension header to the packet and encapsul ates the
Segment List of the SRv6 Policy. The Segrment List in the SRH

ext ensi on header is encapsulated as <3::3, 4::4, 5::100>, and the SL
is set to 2.

The Segnment List in SRHis shown in Figure 2

Fommmaa - +
Segment List[0] | 5::100 | ==> PE2's End.DT4 SID
Fomm oo +
Segnent List[1] | 4::4 |
S I +
Segnment List[2] | 3::3
Fommmaa - +
Figure 2

The segment |ist optimzation nethod proposed in this docunment is
suitable for both SRv6 SID conpressed [ RFC9800] and non- conpressed
scenarios. |If the END SID and VPN SID of the egress node share a
common Locator-Block with a sequence of consecutive nodes, the SIDs
of the egress node can al so be arranged in a conpressed Segnent

Li st.

In order to inprove conpression efficiency and reduce the overhead
of SRv6 packet header, the conpressed Segnent List can only contain
the conpressed VPN S| D.

As shown in Figure 3, PEl, P1, P2, and PE3 share the common Locat or-
bl ock A:0:0:0/64 (represented by LB in Figure3).

+-- -+ +-- -+ +-- -+ +-- -+ +-- -+ +-- -+

| CE1| ----| PEL|----- | P1]----- | P2|----- | PE2| - - - | CE2]

+---+ +---+ +---+ +---+ +---+ +---+
LB: 2:1:: LB:2:2:: LB:2:3:: LB: 2: 4.

End. DT4 SID: LB: 2: 100:
Figure 3

The conpressed Segment List optimzed in SRHis shown in Figure 4.
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R S S S S +
| AO0:0:0 | 2:2 | 2:3 | 2:100] 0
R R, R, R, R +
64bits 16bits 16bits 16bits
Figure 4

5.2. OAM Packet Processing to the Egress Node

If the head node enables OAM function and detects a fault in the
SRv6 Policy forwarding path, PEL will send OAM detecti on nmessages to
PE2, such as BFD packets.

The OAM det ection nessage sends by PEl1 encapsul ate the segnent |i st
corresponding to the SRv6 Policy. Since the message does not need to
be sent to VPN, the Segnent List of the SRH extensi on header is
encapsul ated as <3::3, 4::4, 5::5>,

The Segment List in SRHis shown in Figure 5.

B +
Segnment List[0] | 5::5 | ==> PE2's End SID

E +
Segnent List[1] | 4::4 |

T +
Segnment List[2] | 3::3

B +

Figure 5

6. | ANA Consi derations

IFN-flag (Install Final Node-sid flag) is proposed in the Candi date
Pat h Admi ni strative Flags Sub-TLV specified in [I.D draft-1in-idr-
sr-policy-adm n-fl ags].

- IFN-Flag(Bit TBD): indicate the endpoint node SID is included
ininstalling SIDIlist(s) of the Candidate Path (CP) when
set.

* |f set to 1, the endpoint node SID MJIST be included when
installing the SR Policy SID list(s) used to carry the data
traffic.

* |f set to O, the endpoint node SID MJUST NOT be incl uded

when installing the SR Policy SID list(s) used to carry the
data traffic.
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7. Security Considerations

The security considerations of BGP [ RFC4271] and BGP SR policy
[ RFC9830] apply to this docunent.

The Candi date Path Administrative Flags Sub-TLV, as defined in the
rel evant draft, introduces a flag to advertise the IFN-flag
property. This flag indicates whether the endpoint’s Node SID shoul d
be included or excluded during the installation of the SRv6 Policy,
which ultimately influences packet forwarding behavior

Consequently, when configuring, querying, or reporting the | FN-fl ag
via BGP, it is essential to inplenment safeguards to protect this

nm ssion-critical or comercially sensitive information.
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