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Abst ract

The BGP Monitoring Protocol (BWMP) provides a convenient interface
for obtaining route views by nonitoring BGP sessions. BMP operates
over TCP and is unidirectional (fromclient to server). QUC
provides nmultiple sinultaneous streans to carry data in one
direction, enabling much better efficiency and perfornance for both
peers, in particular unidirectional streans can provide reverse data
protection for the sender. QU C al so provides shorter handshake and
i ncl udes TLS. This docunment describes howto use BMP over the QU C
transport protocol, named BMPoQUI C.
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1. Introduction

The BGP Monitoring Protocol (BWMP) [RFC7854] defines a standard
mechani sms for obtaining route views by nonitoring BGP sessions. BW
operation uses TCP as its transport protocol to provide reliable
communi cati on. BMP establishes connection relationshi ps between

nmoni tored router and nonitoring station using a TCP session
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In BMP nessage comuni cation, in order to sinplify the

i mpl ementation, only the nonitored router reports messages to the
moni toring station, and the station does not send nmessages to the
router [ RFC7854]. In other words, the BMP communication is actually
unidirectional (fromrouter to station). As a consequence, the
direction fromthe nonitoring station to the nonitored router may be
used as an interface for malicious attacks on the router. As BW
supports nore and nore types of routes to be reported, the nunber of
reported BMP messages is al so increasing, which also brings huge
chal l enges to TCP data transm ssion pressure.

QUI C [ RFC9000] is a UDP-based nultiplexed and secure transport
protocol that provides connection-oriented and stateful interaction
between a client and server. It can provide |ow | atency and
encrypted transport with resilient connections.

QUI C uses nultiple simultaneous streans to carry data in one
direction. Each streamis a separate unidirectional or bidirectiona
channel consisting of an ordered stream of bytes. In Addition, each
streamhas its own flow control, which linmt bytes sent on a stream
together with flow control of the connection. Anong them the
unidirectional streamis very consistent with the nessage
transm ssi on nechani sm of BMP

Therefore, QU C is a proper transport protocol for the nessage
transm ssi on nechani sm of BMP. This docunent specifies how to use
QUI C as the secure transport protocol for BM

2. Term nol ogy and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

In this docunent, the terms "client" and "server" are used to refer
to the two ends of the QU C connection. The client actively
initiates the QU C connection. The terns "nmonitored router" and
"nmonitoring station" are used to refer to the two ends of the BWP
session. The router sends BMP nessages to the station, but the
station does not respond to the router

* Client: The endpoint that initiates a QU C connection, typically
a BMP nonitored router.

* Server: The endpoint that accepts a QU C connection, typically a
BMP nonitoring station.
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3. Connecti on Managenent
3.1. Connection Establishnent

QUI C connection establishnent is described in [ RFC9000]. During
est abl i shing connection, BMP over QU C (BMPoQUI C) support is

i ndi cated by selecting the Application-Layer Protocol Negotiation
(ALPN) [RFC7301] token as listed in the I ANA Section 7 in the TLS
handshake.

The nonitored router MUST al so act as the client neanwhil e the
nmonitoring station nust also act as the server

The nonitored router should be the initiator of the QU C connection
to the nonitoring station neanwhile the nonitoring station acts as a
connecti on acceptor.

Early Data (al so known as 0-RTT) [ RFC9001] provi des weaker security
than standard TLS, |acking forward secrecy and replay attack
protection, while BMP information contains sensitive routing

i nformati on. Therefore, BMPoQUI C i npl enentati ons MJUST NOT support
Early Data. Servers MJST reject "early data" extensions in
ClientHell o nessages, and clients MJUST NOT attenpt to send O-RTT
dat a.

3.2. Connection Term nation
3.2.1. QUIC Connection Term nation Process

The typical QU C connection termination process is described in
[ RFC9000] .

3.2.2. BMPoQUI C Consi derations for Connection Term nation

When a BMP session is inplemented based on a QU C connection, the
idle tinmout should be disabled or the QU C max_idle_ tinmeout should
be set appropriately in order to keep the QU C connection persistent
even if the BMP session is idle.

When a BMP nonitoring station receives a termnation nessage, it
will graceful close the BMP session. The station SHOULD cl ose the
associ ated QU C connection

When a BMP nonitored router is detecting the interruption of the

QUI C connection, it SHOULD send a term nati on nessage to the BW
nmoni toring station.
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4. Stream mappi ng and usage

There are seven kinds of BMP main nessage sent from nonitored router
to nonitoring station, nanely route nonitoring nessage, statistics
report nessage, peer down notification nmessage, peer up notification
message, initiation nessage, termnation nessage and route mrroring
message [ RFC7854]. The seven kinds of BMP nessages need to be napped
into QU C streans.

QUI C [ RFC9000] is a UDP-based nultiplexed and secure transport
protocol that provides connection-oriented and stateful interaction
between a client and server. It can provide |ow | atency and
encrypted transport with resilient connections.

QUIC uses StreamID to identify the stream The |east significant
bit (0x01) of the streamID identifies the initiator of the stream
(client-initiated with the bit set to 0). The second | east
significant bit (0x02) of the stream ID distinguishes between
bidirectional streanms (with the bit set to 0) and unidirectiona
streans.

No BMP nessage is ever sent fromthe nonitoring station to the

moni tored router. The nonitored router MAY take steps to prevent the
monitoring station fromsending data or it MAY silently discard any
unrecogni zed data sent by the nonitoring station. So BMP nessages
fromnmonitored router (as a client) SHOULD be mapped into

uni directional stream whose streamtype is 0x2, or nmapped into

bi directional stream whose streamtype is 0x0, according to the
above.

4.1. Miulti-stream Sel ection

VWhen a router has many peers and a | arge nunber of routes, if the
rel ated BMP nessages are reported through an i ndependent stream the
conmmuni cati on pressure of this streamw || be very large and the
efficiency will be very low In order to reduce the comunication
pressure and i nprove the comunication efficiency, nmultiple streans
can be allocated to carry BMP nessages according to the number of
peers or Address Family ldentifier/Subsequent Address Famly
Identifier (AFI/SAFI).

Thi s docunent introduces three nmulti-stream selections (section 4.2,
section 4.3 and section 4.4), which can be freely chosen by network
operator or user according to the level of conplexity involved in
configuring BGP. And the extent of conplexity in BGP configuration
is al so decided by the network operator
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According to [ RFC7854], Initiation Message MUST be sent as the first
message after the BMP session comes up, meaning that the nonitoring
station MJUST firstly receive the Initiation Message after the BWP
session cones up. So when using peer stream or per-AFlI/SAFl stream
to send BMP nessages, it nust be ensured that the Initiation nessage
is the first message sent on each BMP stream neaning that an
Initiation message nmust be sent first for every BMP stream

est abli shnent. Wen using function streans with control stream it

al so nmust guarantee that nessage ordering by design inplementation

In the future, the information TLV of the Initiation nessage nmay be
expanded to carry the nmulti-streamtype (peer stream per-AFl/ SAFI
stream function streans with control stream etc.), allow ng the
server (collector) to know, based on the multi-streamtype, what

ki nds of BMP messages will be conveyed in the current stream In
addition, a term nation nessage can be sent on any stream which
term nates the entire BWMP session and cl oses the QUI C connection
along with all of its opened streans.

4.2. Peer Stream

In order to reduce the comunication pressure and inprove the
conmmuni cation efficiency, multiple unidirectional streams can be
al l ocated by router according to the nunber of BGP peers of the
router, and each streamis used to transmit the BMP nessage of the
specified peers, as shown in Figure 1.

R + R +
| Peer 1 | |
| R >| StreamO0 |
| Peer 2 | | |
Fomm e oo - + S +
oo + . +
| Peer x | | |
| I >| Streamn-1 |
| Peer y | I I
R + o e e - +

Figure 1. Peer Stream Structure

The nunber of streans can be configured as needed, and the
correspondi ng rel ati onshi p between peer and stream can be mat ched
through configuration. For example, if there are five peers, when
three streans are created, the streamO could carry the bnp nessages
of the peer 1 and peer 2, and the stream 1 could convey the bnp
messages of the peer 3 and peer 4, and the stream 2 could send the

Liu, et al. Expires July 07, 2026 [ Page 6]



I nternet-Draft Usi ng BMP over QUI C connection January 2026

bmp nessages of the peer 5. The default number of streams is 1,
meani ng that by default, streamO is created for all peers.

4.3. Per-AFI/SAFlI Stream

When multiple peer streans are used, each streammay carry different
type (AFI/SAFI) routes fromrouter, which nmay make the informtion
seema bit nmessy. So a unidirectional QU C stream can be created for
Per- AFl/ SAFI to carry the routes of the specific AFlI/SAFlI, as shown
in the figure below. The unidirectional streamO is al ways created
as a common streamto carry BMP nessages which may or may not

i nclude AFI/SAFI information. If the comon streamis used to carry
the peer-rel ated BVWP nessages, the Peer up Notification nessage MJST
be sent prior to the other peer-rel ated BVWP nmessages.

S + R +
| Common [----mmmm e >| StreamO0 |
. + . +
. + . +
| AFIl / SAFI 1 [=---mmmm e - >| Stream 1 |
o e + o e e - +
. + . +
| AFl / SAFI n I L >| Streamn

oo o - + S +

Figure 2: Per AFI/SAFI Stream Structure

In order to minimze resource occupation, it is recomended to
create a streamfor the AFI/SAFI when any BGP peer of the AFI/ SAFI
isin the up state. OF course, after creating the AFl/SAFlI stream or
common stream an lnitiation Message MUST be sent first before

sendi ng the Peer up Notification message.

When per-AFI/ SAFl streans are used to transmt BMP nessages, it is
necessary to distingui sh which BMP nessages can be categorized by
per - AFl / SAFI and Determ ne how to send BMP nessages for non-per-
AFI / SAFI .

* For Route Monitoring nessage, it is per-AFlI/SAFl route nessage,
and it SHOULD be carried over correspondi ng AFl/SAFI stream

* For Route Mrroring nmessage, if the nmessage includes BGP PDU and
the BGP PDU can di stinguish AFI/SAFI information, it includes the
AFl / SAFI ; otherw se, it does not include the AFI/SAFI. So it SHOULD
be carried over the comobn stream (stream 0).
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* For Statistics Report nessage,
AFI/ SAFIl, it
AFI / SAFI

* For
containing nultiple AFlI/SAFIs,
correspondi ng AFl/ SAFI streans,

i ncl udes the AFI/ SAFI
So it SHOULD be carried over the commopn stream (stream 0)

Peer up Notification nessage,
and it SHOULD be carried over al
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if the stat type is based on per-
If not, it does not include the

it could include open nessage

and MJUST be sent before sending

i ncl ude
correspondi ng

as it does not
be carried over al

streams or comon stream which carry Peer up Notification

ot her BMP messages which include peer information
* For Peer down Notification nessage,

AFI / SAFI information, it SHOULD

AFIl / SAFI

nmessage

If BGP still uses TCP as the transport protocol,

Stream structure can be used sel ectively.

t he Per AFI/ SAFI
If BGP uses QUIC as the

transport protoco
recommended that the Per AFI/ SAFI

[1-D.draft-retana-idr-bgp-quic],

it is
Stream structure should be used in

BMPoQUI C connection because of the inplenentation that per-AFl/ SAFI

streans (function channels) are

al so used to carry routing

information in one BGP over QUIC (BoQ connection

4.4. Function Streans with Contro

In order to ensure the timng of BMP messages,

Stream

t he above two

solutions (section 4.2 and section 4.3) nust send an Initiation

nessage or
streamis designed
D.draft-retana-idr-bgp-quic],

BMPoQUI C connection, one contro
channel s are used to carry BMP i

bel ow.

o +

| Control Channel | <-----
o e e e e e e e e oo o - +

o e e e e e e oo oo oo +

| Function Channel 1 |------
e e e e e oo +

o e e e e e e e e oo o - +

| Functi on Channel n | ------
Fom e e e e a e e oo +

Fi gure 3: BMP Channel Structure

Liu, et al.
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Peer up/down nessage on each stream which may al so
i ncrease the network | oad. Therefore,
Li ke the design of BGP over QU C (BoQ [I-
t he per-peer or per-AFl/ SAFI
(function channel s) and the associated contro
channel) for the BMP session are called "BMP channel s".

the solution with contro

st reans
stream (contro

I n one
channel and one or nore function
nformation, as shown in the figure

oo +
-------- >| Stream O |
o e e - +
R +
———————— >| Stream1l |
Hommmmmeeo +
o e e - +
———————— >| Streamn |
Hommmmea +
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On a BMPoQUI C connection, the BMPoQUIC client first establishes a
bidirectional streamfor the "BMP control channel". The control
channel is used to send the associated status control information,
such as BMP session state control nessages (lnitiation Message and
Term nation Message) and BGP peer relationship state control
messages (Peer up Notification nessage and Peer down Notification
message). The control channel is also used to carry the associ ated
control response information for keeping the order of BMP nessages.
In addition, the control channel is used to carry the periodic and
| ow | oad nessage, such as Statistics Report nessage.

When the BGP route association information with high |oad is needed
to send, the function channel is created to deliver the key non-
status BMP nessages by monitored router, such as Route Monitoring
message, and Route Mrroring nmessage.

The Control channel always uses QUIC stream 0, which is a client-
initiated bidirectional stream The Function channels, which are
initiated by a nonitored router, are unidirectional streans.

4.4.1. Fram ng Layer

In QU C layer, BMPoQUI C nessage are carried by QU C STREAM franes.
In BMPoQUI C | ayer, the two BMPoQUI C Frane types are defined, nanely
Data and Control Data, according to the BMP channel s.

Data franmes have follow ng fornmat:

BMPoQUI C Data Franme Format {
Type (8) =0,
Length (24),
Frame Payload (...)

}

Control Data franmes have followi ng fornmat:

BMPoQUI C Control Data Frame Format {
Type (8) = 1,
Length (24),
Sequence Number (32),
Frame Payload (...)

}

Type: one octet, identifying the frame type.

Length: a 24-bit unsigned integer that describes the Iength in bytes
of the frane payl oad.
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Sequence Nunber: a 32-bit unsigned integer that indicating the
sequence nunber of sending the control data by nonitored router.
After the sequence nunber increases to 2732-1 by nonitored router,
the next sequence nunber returns to O.

Frame Payl oad: BMP nessages

When the monitoring station needs send response message in contro
channel, the Length is set to 0 and the Sequence Nunmber is sane with
correspondi ng BMP nessage fromthe nonitored router

4.4.2. Interactive Process

After the control channel is created, the Initiation Message is
first sent over control channel. Only when the response nessage
corresponding to the initialization nessage is received by the
moni tored router, the other BMP nessages are allowed to be sent by
the nmonitored router.

When the Peer up Notification nmessage is sent over the contro
channel, and its response nessage fromthe nonitoring station MJST
be received, the nonitored router can create function channels by
using unidirectional QU C streans. O before the nonitored router
needs send ot her peer-rel ated BVMP nessages over function channels,
the correspondi ng function channel nust be created. These function
channel s are used to carry the rel evant non-status BMP nmessages with
hi gh | oad for specific peer or AFl/SAFlI. So these function channel s
i ncl ude one Per-Peer common function channel and several Per-Peer
Per - AFl / SAFI function channels according to the AFl/SAFls of the
OPEN i nformati on contained in the Peer up Notification nessage

[ RFC7854] .

The Per-Peer common function channel can be used to carry nessages
related to peer and need to be sent on the sanme channel, such as
Route Mrroring nmessage. For Route Mrroring nessage (regardl ess of
whether it can get AFI/SAFlI or not), it SHOULD be carried over the
Per - Peer common function channel to prevent inpacting the

transm ssion efficiency of Route Mnitoring messages in the Per-Peer
Per - AFl / SAFI function channel, because Route Mrroring nessage may
be extrenely verbose.

For Statistics Report nessage (regardless of whether it can get
AFl / SAFI or not), since it may be a periodic nessage with | ow | oad,
and different statistics may have some correlation. So it SHOULD
al ways be carried over the control channel to maintain better
atomicity of all statistics.
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The Per-Peer Per-AFl/SAFI function channel SHOULD be used to
transmt messages only related to AFl/SAFI for a specific peer, such
as Route Mnitoring message.

As a Peer down Notification nessage is sent over the control
channel, the router SHALL close all the related function channels.
After the Peer down Notification nmessage was sent, the response
message to the previous peer up nessage should be ignored. In the
future, the Peer down Notification nmessage may be expanded to

i nclude AFI/SAFI information, allowing the router to notify peer
down event of the specified AFI/SAFI for a peer.

4.4.3. Use Case

In Monitored Router, the IPv4 unicast peer 1.1.1.1 is nonitored. The
Moni tored Router and Mnitoring Station establish a BMPoQUI C
connection, than the rel evant processing flowis shown in the figure
4.

| Monitored |[<------------------ > Monitoring |
| Router | | Station |

1. Connection | |
Est abl i shment | 3. Send Initiation |
2. Create CC |-------------- CC---------- >| 4. Receive
(Stream 0) | | Initiation
| 5.Send Initiation Response |
6. Receive | <----mmmeme- - CC----mmm--- |
Initiation |
Response |
| 8.Send Peer Up Notification|
7. Peer 1.1.1.1 Up|-------------- CC---------- >| 9. Recei ve Peer
| Up Notification
10. Send Peer Up Response |
11. Receive Peer
Up Response

I

|

| 12.Create FC-1 (Stream 1)
| Send Rel at ed Message

I

I

I

I
(RM) I

I

I I
| 12.Create FC-2 (Stream 2) |
| Send Rel ated Message |
I I
I

I

I

I
| 12. Send SR Message
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R CC------mm-- >|

I I

13. Peer 1.1.1.1 | 14.Send Peer Down |
Down | Noti fi cation |
-------------- CC----------3]

15. Cose FCG1/2 | |
I

16. dose | 17.Send Term nation |
Connecti on [-------------- CC---------- >|

Figure 4: Typical Use Case

In figure 4, CCis the Control Channel, and FC is the Function
Channel. RM is the Route Mrroring Message, and RMO is Route
Monitoring Message. SR is the Statistics Report Message.

5. Endpoi nt Authentication

BMPoQUI C uses QUI C which uses TLS version 1.3 or greater. Therefore,
the TLS handshake process can be used for BMPoQUI C endpoi nt

aut hentication. A third-party authenticati on nechani smcan al so be
appl i ed for BMPoQUI C endpoi nt authentication, such as a TLS client
certificate.

6. Operational Considerations
The decision to use BMPoQUI C i nstead of the TCP-based nechanismin
[ RFC7854] is an operational decision, and an inplenmentation MJST
provide a configuration nmechanismto enable BMPoQUI C on the BMP
sessi on.
Sone connectivity problens (such as blocking UDP) could result in a
failure to establish a QU C connection. Wen this happens, nonitored
router SHOULD attenpt to establish a TCP-based BMP sessi on.

When using nultiple stream a configuration MAY be inplenented to
select to use which nulti-stream sel ection.

7. 1 ANA Consi derati ons
Thi s docunent creates a new registration for the identification of
BMPOQUIC in the "Application Layer Protocol Negotiation (ALPN)
Protocol 1Ds registry established in [ RFC7301].
The "BMPoQ' string identifies BMPoQU C

*  Protocol: BWMPoQUIC
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* |dentification Sequence: 0x42 0x4d 0x50 Ox6f O0x51 ("BMPoQ')
* Specification: This docunent
8. Security Considerations

Thi s docunent replaces the transport protocol |ayer of BMP from TCP
to QU C The basic protocol specification of BMP is not nodified,
and therefore the new security risks are not introduced to the basic
BMP protocol. BMPoQUI C enhances transport-layer security for BMP
session according to [ RFCO000].

Thi s docunent does not require to support third-party authentication
(e.g., backend Authentication) due to the fact that TLS does not
specify this way of authentication. If third-party authentication is
needed, TLS client certificates are recommended to be used here.
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