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Abst ract
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support diverse applications.

This | ETF draft proposes the Agent Coll aboration Protocols (ACPs)
architecture, which includes conceptual domains, functiona
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fromtheir access to collaboration, supporting agent trusted
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1.

I nt roducti on

Wth the rapid devel opment of artificial intelligence (Al),
particularly | arge | anguage nodel (LLM technol ogy, the nunber of Al
agents has grown dramatically. Wth the capability of autononous
per ception, decision-nmaking, and execution, agents’ applications are
becomi ng increasingly w despread.

To overcone the limtations of single-agent systenms, and to break
free fromthe constraints of proprietary multi-agent frameworks
devel oped by various vendors, the Internet of Agents (l10A) has
energed. |0A ainms to enable seanl ess connectivity and efficient
col I aborati on among agents, through standardi zed conmuni cati on
protocol s and interfaces.

This draft proposes the functional architecture of Agent

Col | aboration Protocols (ACPs) [ACPs-G thub], which is designed for
I 0A to enabl e wi de-area connectivity, cross-domain interoperability,
and secure col | aboration anong het erogeneous agents. The nmain
characteristics of ACPs are as foll ows:

* Milti-centralized architecture, which consists of nmultiple
aut ononous donmi ns, each donmain containing its own nmanagenent
nodes (such as registration, authentication, and di scovery
functions), to support efficient, reliable, and manageabl e | arge-
scal e agent interconnection scenari o0s.

* Standardi zed communi cati on nechani sns with peer-to-peer and
groupi ng node, allowi ng agents to self-organi ze and negoti ate
aut ononously, to facilitate rapid and accurate information
exchange, as well as efficient task Col |l aboration

* Robust registration and authenticati on nechani sns, to ensure the
trusted access of agents and prevent unauthorized access and data
br eaches.

* Reliable registration and nanagenent of agent capability, along
with intra-domain and cross-domain di scovery based on capability
mat chi ng, to support universal and efficient discovery of
col | aborative agents.

* Real-tinme nonitoring of agent status and behavior, to support nore
compl ex application requirenents such as agent auditing and
transacti ons.

ACPs cover all stages of agents in the oA fromtheir access to
col laboration, to construct the key infrastructure for agent
conmmuni cation, task collaboration and resource all ocation
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2

Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Ter mi nol ogy

Agent: An agent is a software or hardware entity w th aut ononous

deci si on- naki ng and execution capabilities, capable of perceiving the
envi ronment, acquiring contextual information, reasoning, and

| earning. Agent can performtasks independently or collaboratively
with other agents. Each agent is created by a specific agent

provi der and needs to conpl ete processes such as registrati on and

aut henti cation before providing services to obtain a legitimte
identity and rel evant credentials.

Agent ldentity Code (AIC): AICis a certifiable, globally unique
identity that represents the identity of an agent. AIC MAY contain
the following information: the registration service center, the agent
provi der, the serial nunber of agent entity and instance, and the
check code

Agent Capability Specification (ACS): ACS is a detailed description
of an agent’s capabilities and information that can be saved and
retrieved. ACS MAY use the JSON [ RFC8259] format, typically
including the following information: AIC, the functional capabilities
of agent, the technical characteristics, and the service interfaces.

Agent Credential: Agent Credential is a tamper-resistant data object
i ssued by a credential authority (e.g., certificate, token) , used by
an agent to prove identity attributes and/or authorization to a

relying party.

Tool: A tool is a device, software conponent, or service that
provi des a specific function and can be accessed and used by an
agent .

Agent Aut ononmous Domai n: Agent Autononous Dormain is an administrative
and governance donmai n organi zed and nmanaged by a specific |0A service
provider. It MAY include service functions such as identity
managenent, credential nanagenent, capability description managenent,
agent di scovery, nessage distribution, and agent nonitoring.
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4. ACPs Architecture from Functi onal Perspective

This section defines a functional architecture for agent autononous
domain in oA The interconnection environment is divided into

di fferent conceptual dommins. Each conceptual domain includes
several functional conmponents, and there are different interfaces
bet ween functional conponents.

4.1. ACPs Architecture Overvi ew

The overall functional architecture of ACPs is as foll ows.

o + o +
| Identity Managenent | | I'nterconnection Service
| Dormai n | | Dormai n |
I I I I
| L + Heee---- + |-------- | L + Heee---- + |
| | AMF | | CWF | | | | ADWF | | ADF | |
| Fommm - - + - -- + | | Fommm - - + - -- + |
| Fommm - + | | Fommm - +  H------- + |
|| TVF | I | | MF | | DIMF | |
| S R + | | S R + - + |
S O + S O +

I I

I I

I I
o e o oo e e e e e meea—aa- oo +
| Agent Dormai n |
I I
| S R + +------ + +------ + +------ + +------ + +------ + |
| | AIMF | | ADMF | | TAF | | AIF | | TAF | | AMF | |
| S + F------ + F------ + F------ + F------ + F------ + |
o e o oo e e e e e meea—aa- oo +

I I

I I

I I
S S + S S +
| Resource Access Domain | | User Domain |
I I I I
I teo- - + I I I
I | TSF | I I I
I to----- + I I I
o + o +

Figure 1: ACPs functional architecture

The agent interconnection environnent is organized into five
conceptual domai ns
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1. User Domain

2. Agent Domain

3. ldentity Managenent Donai n

4. Interconnection Service Donain
5. Resource Access Domain

The |ines between conceptual donmmins represent information exchange
rel ati onshi ps.

Domai ns are not necessarily physical network segments; they represent
responsi bility and governance boundaries. A deploynent MAY col | apse
mul tiple donmains into one system or MAY distribute them across
mul ti pl e organi zati ons.

4.2. Conceptual Domains
4.2.1. User Domain

The User Domain is the set of users and user environnents that
initiate tasks and consune final results. A user MAY be a person or
an organi zati on.

4.2.2. Agent Domain

The Agent Donain contains agents and agent-side functions required
for agent interconnection and collaboration, such as agent
description, agent interaction, agent identity maintenance,

i nterconnecti on authentication, and tool access.

The agent is the core execution unit of agent interconnection and
col laboration. An agent is typically provided and operated by an
agent provider. Agents in this domain MJST be able to present
identity and conply with authentication / authorization decisions
when interacting with other domains.

4.2.3. ldentity Managenent Donmain
The ldentity Managenment Donmain contains functions for identity
i fecycl e managenent, credential |ifecycle nmanagenent, and identity

verification. It provides services for registering agents, issuing
credentials, and verifying identity clains during interconnection.
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4.2.4. Interconnection Service Domain

The I nterconnection Service Domain contains functions that enable
agents to find and col | aborate with each other, including agent
capability description managenent, agent di scovery, and nessage
distribution for group interactions.

4.2.5. Resource Access Donmin

The Resource Access Dommin contains tool and resource service
functions that agents can invoke, such as tool registries, tool
execution services, data services, and other external resources.

4.3. Functional Conponents

The functional conponents are grouped by conceptual dommins. The
list belowis a quick index. The detailed descriptions are provided
in Table 1.

User Donmi n
- User

Agent Donain
- Agent
- Agent ldentity Miintenance Function (Al MF)
- Agent Description Mintenance Function (ADMF)
- Interconnection Authentication Function (IAF)
- Agent Interaction Function (AlF)
- Tool Access Function (TAF)
- Agent Monitoring Function (AM)

Identity Managenent Dormai n
- Agent ldentity Management Function (Al MyF)
- Credential Managenent Function (CWMyF)
- ldentity Verification Function (IVF)

I nt erconnection Service Domain
- Agent Description Managenment Function (ADMyF)
- Agent Discovery Function (ADF)
- Message Distribution Function (NDF)
- Domain Trust Managenent Function (DTMgF)

Resource Access Donmin
- Tool Service Function (TSF)

Figure 2: Functional conponent index by conceptual domain
(informative)
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aut hori zation and policy |
i nput; consune results. |

| Concept ual | Functional | Function Description |
| Dormai n | Components | |
[ gttt ————— e —————————— e —p—_——————
| User Domain | User | Initiate tasks; provide |
I I
I I

| | Execute tasks; maintain |
| | local identity and |
| TAF, AlF, | capability description; |
I I I
I I I

TAF, AMF interact with other agents;
access tools; record |ogs.
o e e e e oo - o m e e e oo - o e e e e e e e ememao - +
| Identity | Al MgF, | Manage identity and |
| Managenent | CwgF, IVF | credential lifecycle; |
| Dormai n | | verify identity clains and
I I I I

credential status.

| Manage/ publish capability

| descriptions; enable |
| discovery; support group |
| nessagi ng and donain |
| federation policies. |

oo mmeeemeeaaaas I T T e +
| Resource Access | TSF | Expose and control access |
| Dormai n | | to tools/resources; obtain |
| | | results. |
. O +

Table 1: Functional conponents sunmary

The functional boundaries defined here are intended to support
interoperability and clear interface definition. A deploynent MAY
realize a functional conponent as software, hardware, or a nanaged
service, and MAY consolidate multiple functional conponents into one
product .

4.3.1. Functional Conponents in the Agent Donain
*1. Agent ldentity Mintenance Function (Al MF)*
AlMF maintains the agent’s identity information (e.g., AIC) and
credentials. AlIM- SHOULD support secure storage and update of
identity.

*2.  Agent Description Miintenance Function (ADWF)*
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ADMF mai nt ai ns agent capability description information (e.g., ACS)
used for interconnection. It supports creating, updating, and

wi t hdrawi ng descriptions. ADMF SHOULD ensure that descriptions
remain consistent with the agent’s current identity and capability
state.

*3. Interconnection Authentication Function (IAF)*

| AF perforns authentication and authorization checks for

i nterconnection, including nmutual verification of peer agents and
val idation of presented credentials. |AF SHOULD support multiple
aut henti cati on nmechani snms. Depl oynments are RECOVMENDED to use
standardi zed security protocols such as TLS 1.3 [RFC8446] and nut ual
aut henti cati on where appropri ate.

*4. Agent Interaction Function (A F)*

Al F provi des standardi zed interaction senantics for agent-to-agent
comruni cation. It is responsible for session establishnment, nessage
exchange, task/context managenment, and applying security
requirenents. AlF SHOULD support at |east one of point-to-point and
grouping interaction patterns between agents.

*5.  Tool Access Function (TAF)*
TAF provides the agent-side capability to invoke tools and resources
in the Resource Access Domain. It supports discovering avail able
tools, invoking a selected tool, handling tool results, and enforcing
access control deci sions.
*6. Agent Monitoring Function (AM)*
AMF exports nonitoring and | oggi ng data produced by the agent and
agent-side functions. |t SHOULD support integrity protection and
privacy controls.

4.3.2. Functional Conponents in the Identity Managenent Domain
*1. Agent ldentity Managenent Function (Al MgF)*
Al MgF perforns identity |ifecycle managenent for agents, including
al | ocation, update, and de-registration of AlCs. Al MyF MIUST define
the policies for uniqueness and governance of issued AICs withinits
scope.

*2. Credential Managenent Function (CwWF)*
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CMgF i ssues and manages Agent Credentials associated with AICs. CWF
SHOULD support credential issuance, renewal, suspension, revocation,
and status query.

*3. ldentity Verification Function (IVF)*

IVF verifies identity clainms and credential validity for relying
parties. |VF MAY be offered by the sane operator as CWgF or by an

i ndependent third party. |VF SHOULD support validation of credentia
authenticity, validity period, and status (e.g., revoked/suspended).

4.3.3. Functional Conponents in the Interconnection Service Donain
*1. Agent Description Managenent Function (ADWF)*

ADMgF manages the lifecycle of agent capability descriptions in the
i nterconnection ecosystem It supports accepting capability
description subm ssions, validating required fields, review ng and
approvi ng publication policies, publishing descriptions, and de-
listing descriptions.

*2. Agent Discovery Function (ADF)*
ADF enabl es capability-based di scovery of candi date partner agents.
It receives discovery queries, matches them agai nst avail abl e agent
descriptions, and returns a candi date set. ADF SHOULD support in-
domai n di scovery; and cross-domain discovery is OPTIONAL, within a
configured trust scope.
*3. Message Distribution Function (MDF)*
MDF provi des nessage distribution services for group interactions,
such as publish/subscribe or queue-based delivery. MDF is typically
used when agents interact in groupi ng node.
*4. Domain Trust Managenment Function (DTMF)*
DTMgF mai ntains trust rel ati onshi ps between autononmous donmains (e.g.,
trusted peer domain lists, federation policy). |If present, it
constrains cross-domain di scovery and service-to-service
i nteractions.

4.3.4. Functional Conponents in the Resource Access Domain

*1. Tool Service Function (TSF)*
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TSF provides access to tools and resources for agents. TSF SHOULD
support tool registration or exposure, tool invocation handling,
result return, and access control enforcenent. TSF MAY represent a
single tool, a tool gateway, or a tool execution environnent.

4.4, Reference Interfaces

The reference interfaces between functional conponents are identified
as ACP-1F-XX. An ACP-I1F interface definition specifies what
information i s exchanged and what behavior is expected. 1t does not
mandat e a specific protocol

4.4.1. Core Interfaces

I
de-regi ster an AlC, |
synchroni ze identity |
lifecycle state. |

[ S sl s s e sl
| Interface | Function | Function | Interface description
| 1D | A | B I I
[ el e sl oo ool e
ACP-1F-01 | Al M | Al MyF | Apply for / update /

I I I

I I I

I I I

| ACP-1F-02 | Al MF | CWgF | Apply for / renew/ |

| | | | revoke Agent |

| | | | Credentials bound to an

| | | | AIC |

S TS TS o e e e e e e e e oo oo +
ACP-1F-03 | AF I VF Verify a peer agent’s

I I
| clainmed identity and |
| presented credentials; |
| obtain a verification |
| result / assertion. |

| Coordinate identity-to-

| credential binding; |
| synchronize identity |
| and credential status. |

| ACP-1F-05 | CwmgF | T'VF | Query credential status

| | | | and validation material |

| | | | (e.g., issuer keys, |

| | | | revocation state). |

N Fomm oo - Fomm oo - St +
ACP-1F-06 | ADWVF ADMgF Submit / update /

Descriptions; receive

| |
| withdraw Agent |
I I
| publication status. |
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4. 4.

Li u,

2

| Synchronize published

| Agent Descriptions and

| nmetadata for discovery |
| indexing. |

| Agent-to-agent |
| interaction (session, |
| task, nessage exchange)

| under an agreed |
| interaction node. |

| Goup interaction via

| message distribution |
| (create / join group, |
| publish / subscribe, |
| deliver nessages). |

| Tool / resource |
| invocation (discover |
| tools, invoke tools, |
| obtain results, manage

| context). |

Table 2: Reference interfaces summary
Interface Semantics

*Identity and credential interfaces (ACP-1F-01..05)* provide the
basis for trust establishnent. |nplenmentations SHOULD support
auditability of lifecycle operations.

*Description and di scovery interfaces (ACP-1F-06..07)* enable
capabi |l i ty-based agent discovery. |Inplenentations SHOULD support
versi oning and de-listing of descriptions.

*Agent interaction interfaces (ACP-1F-08..09)* define how agents
exchange tasks, nmessages, and context. |Inplenentations SHOULD
support confidentiality, integrity, replay protection, and access
control

*Tool access interface (ACP-1F-10)* enables secure invocation of

external tools or resources. |Inplenentations SHOULD support
| east-privilege access and result integrity.
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5. Typical Operational Scenarios
This section illustrates how the functional architecture with
conceptual dommins, functional conponents, and interfaces is applied
in typical operational scenarios.

5.1. Agent Onboarding: ldentity, Credential, and Capability Description

A typi cal agent onboardi ng workfl ow i ncl udes:

1. The agent (via AIMF) registers identity with AlMF (ACP-1F-01)
and obtains an AlC

2. The agent (via AlM) obtains credentials from CMgF (ACP-1F-02).
CMgF and Al MgF coordi nate binding and status (ACP-1F-04).

3. The agent (via ADMF) submits an ACS to ADMpF (ACP-1F-06). The
ACS links to the agent’s AIC and includes access and capability
i nformati on.

4. ADMgF publishes the ACS and synchronizes to ADF (ACP-1F-07) for
di scovery i ndexi ng.

5.2. Agent Discovery and Partner Sel ection

In ACPs, the interaction between agents is task-driven, based on
whi ch agents can be divided into two roles:

* Leader: Agent who issues tasks and organi zes interactions. There
shoul d only be one Leader in a conplete task execution process.

* Partner: Agent who accepts tasks and provi des services. After
Partner receives a task fromthe Leader, it executes and returns
the execution result.

A typical agent discovery workflow includes:

1. A Leader determ nes required capabilities for a task.

2. The Leader queries ADF with constraints derived fromthe task
(di scovery request semantics are realized by ADP).

3. ADF returns a ranked candi date set of Partner agents.

4. The Leader (via |IAF) authenticates selected Partners (ACP-1F-03)
before starting interaction.
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5.3. Agent Interaction with Point-to-point and G oupi ng Mdde

In AIP, there are three interaction nodes between the Leader and the
Partner: peer-to-peer node, grouping node and hybrid node.

* peer-to-peer node: In this nobde, the Leader nmintains separate
conmuni cati on connections with each Partner, ensuring context
i solation. Each nessage in this node has only one sender and
receiver.

* @Gouping node: In this node, interaction nessages between agents
are distributed through a nessage queue. A nessage in this node
has only one sender but may has multiple receivers.

* Hybrid node: In this node, the Leader and Partner may interact
directly or through the nessage queue according to the Leader’s
task pl anni ng.

In point-to-point node, the Leader and each Partner conmunicate
directly via ACP-1F-08.

I n groupi ng node, a nessage distribution service (MDF) is used.
Agents create/join groups and exchange nessages via ACP-1F-09, while
still using ACP-1F-03 for authentication / authorization decisions.

5.4. Tool |nvocation

When an agent needs external tools / resources, a typical too
i nvocati on workfl ow i ncl udes:

1. The agent uses TAF to discover available tools (locally cached or
via TSF).

2. The agent invokes a tool (ACP-1F-10).

3. TSF executes or brokers the tool and returns results to the
agent .

5.5. Agent Mbnitoring
If agent nonitoring is required, agents and services export logs /

events via AMF. Mnitoring data can be used for troubl eshooti ng,
policy enforcenent, auditing, and governance.
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9

9

Concl usi ons

This draft introduces the Agent Coll aboration Protocols (ACPs)
architecture for Internet of Agents. By defining a functiona
architecture with conceptual donmins, functional conponents and
reference interfaces, ACPs can support trusted registration, identity
aut henti cation, agent discovery, agent interaction, tool invocation,
and agent monitoring. ACPs address the core requirements for
interoperability and secure coll aboration anobng het er ogeneous agents.
The long-termgoal of the ACPs is to enable I0A to serve as the
critical infrastructure for agent collaboration on conplex tasks, as
well as to support the future | arge-scale and di verse applications.

Security Considerations

Thi s docunent focuses on the Agent Col | aboration Protocols
architecture for 10A. Security of oA is not detailed in this
docunment. Security considerations relevant to deploynment with

mul ti ple agent service providers are suggested to be deeply di scussed
t hrough ot her proposals.

I ANA Consi derations
Thi s docunent nakes no request for | ANA action.
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