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Abst ract

Thi s docunent specifies how DNS-based Service Discovery (DNS-SD) can
be used as a discovery and resolving nethod for mappi ng service
identifiers to specific addresses within the CATS framework. It
details extensions to DNS-SD to support CATS-specific service

di scovery requirenents and descri bes how the di scovery mechani sm
integrates with other conponents of the CATS architecture to enable
compuati ng-aware traffic steering.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 6 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

The Conputing-Aware Traffic Steering (CATS) framework
[I-D.draft-ietf-cats-framework-07] is designed to enable traffic
steering that takes into account both network conditions and
conputing resource availability. A key requirenent of this franmework
is providing a discovery and resol ving nmethod for the napping of a
service identifier to a speficic address
[I-D.draft-ietf-cats-usecases-requirements-06]. where conputing
resources are avail abl e.
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Thi s docunent specifies how DNS-based Service Discovery (DNS-SD)

[ RFC6763] can be extended and used to fulfull this requirement within
the CATS framework. DNS-SD provides a standardi zed nechani sm f or
service discovery using existing DNS infrastructure, naking it well-
suited for integration with the CATS architecture.

The approach outlined in this docunent enabl es:
* Publishing of conputing service availability through DNS-SD

* Discovery of appropriate CATS service instances based on service
and resource requirenents

* Resolution of CATS service identifiers to specific network
addr esses.

* Advertisenent of CATS service capabilities and paranmeters using a
dedi cat ed, strucutured Resource Record.

* Dynamic and secure updates of service availability and
characteristics.

Thi s docunent describes the necessary extensions to DNS-SD to support
CATS-speci fic parameters and how t he di scovery mechani smi ntegrates
wi th ot her conponents of the CATS franework

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

3. Term nol ogy

Thi s docunent uses the terns defined in [ RFC6763] and
[I-D.draft-ietf-cats-framework-07].

4. Service Instance Nanes for CATS

CATS service instances MJIST be identified using DNS-SD service
i nstance nanme following the format defined in RFC 6763 [ RFC6763]:

Service I nstance Nane = <l|nstance>. <Servi ce>. <Domai n>

wher e

Liu, et al. Expires 6 May 2026 [ Page 3]



Internet-Draft DNS-based Service Discovery for Conputin Noverber 2025

4.

4.

* the <Instance> portion is a user-friendly name for the instance

* the <Service> portion indicates the name of a specific type of
service

* the <Domai n> portion indicates the domain name where the service
regi stered

1. Service Nanes

As defined in RFC 6763 [ RFC6763], the <Service> portion of a Service
I nstance Name consists of a pair of DNS | abel s

_<Servi ce-name>. <Proto>

where <Service-name> is a synbolic name of the desired service, and
_<Proto> is the synbolic nane of the desired transport protocol

For services using TCP, the second label is " _<tcp>", and for
services using any transort protocol than TCP, the second | abel is
_<udp>

Thi s docunent defines the following primary types of service for CATS
services

* _cats-inference. _tcp (for M inference services)

* cats-storage. tcp (for storage services)

* _cats-conputing. _tcp (for general conputing services)
2. Service Instance Nanes

Servi ce instance nanes in CATS foll ow the DNS-SD conventi on:

<i nst ance- name>. servi ce- nane. _t cp. <domnai n>

Wher e:

* <instance-name> is a user-friendly nane for the service instance
* <domain> is the DNS donain in which the service is registered
For exanpl e:

edge-inference-1. cats-inference. tcp.exanple.com
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The instance name SHOULD be unique within the domain to avoid
conflicts.

4.3. Service Paraneters and CATSPARAM Recor ds
In RFC RFC 6763 [ RFC6763] requires that every DNS-SD service MJST
have a TXT record in additon to its SRV record, with the same nane,
even if the service has no addtional data to store and the TXT record
contains no nore than a single zero Byte. However, it is widely
recogni zed that using TXT records will introduce security issues such
as being abused by nmalwares. To avoid the security and parsing
i ssues associated with TXT records, this docunment defines a new DNS
Resource Record type, CATSPARAM for advertising CATS services
par anmet ers
The CATSPARAM RR is associated with a service instance nane and
contains a structured set of key-value paers representing the service
instance's capabilities and state.

The RDATA for a CATSPARAM record consists of a series of paraneters
bl ocks. Each block is a key = value pair, represented as a |ength-
prefix string. This format allows for extensibility while

mai ntaining a clear structure.

The foll owing paraneters are defi ned:

* "cpu": CPU capacity in normalized units (integer)

* "meni': Menory capacity in MB (integer)

* "lat": Expected processing latency in milliseconds (float)

* "load": Current load |evel (0-100) as a percentage (integer)

* "gpu": GPU availability and type (string)

* "accel": Other accelerator availability and type (string)

* "vers": Service version (string)

* "caps": Capabilities as a comma-separated list (string)

* "prio": Priority tier (integer, |ower values indicate higher
priority)

* "cost": Relative cost metric (integer)

* Mavail": Availability status (0O=offline, 1=online, 2=degraded)
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4.4. SRV Records for Service Location

5

5.

For each service instance, an SRV record MJST be published according
to RFC 2782 to enable clients to |ocate the service. The SRV record
format for CATS services instance is:

<i nstance- nane>. cats._tcp. <domai n> I N SRV <priority> <wei ght> <port >
<t ar get >

Wher e:

* <priority> represents the priority of the target host (| ower
val ues indicate higher priority)

* <weight> is used for | oad bal ancing anong targets with the sane
priority

* <port>is the TCP port where the service is available
* <target> is the hostnanme of the machine providing the service
For exanpl e:

edge-inference-1. cats. tcp.exanple.com SRV 0 5 8080
conput el. exanpl e. com

Integration with CATS Framewor k
1. Relationship with CATS Control Pl ane

The DNS- SD di scovery mechanismintegrates with the CATS control plane
in the foll owi ng ways:

* The CATS control plane MAY act as a discovery client, querying for
avai | abl e conputing services and nai ntai ni ng a dat abase of
avai |l abl e resources.

* The CATS control plane MAY facilitate service registration by
providing interfaces and automation for DNS record nmanagenent.

* The CATS control plane MAY inpl enent advanced sel ection al gorithns
that consider both the paraneters advertised via DNS-SD and
addi tional network and conputing netrics.

* For centralized deploynents, the CATS control plane MAY provide a
proxy service that nmedi ates between clients and the DNS-SD
infrastructure
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5.2. Service Paraneter Advertising

Servi ce paraneters advertised through DNS-SD TXT records provide
inputs to the CATS franmework’s deci sion-making process for traffic
st eeri ng.

The conputing service MJIST ensure that advertised paraneters
accurately reflect the current state and capabilities of the
computing resource. Paraneters SHOULD be updat ed when significant
changes in resource availability or characteristics occur.

The CATS control plane MAY augnent the DNS-SD paraneters with
addi tional information from other sources when making steering
deci si ons.
5.3. Dynam ¢ Updates
Conputing services MJST update their DNS-SD records when significant
changes in availability or capabilities occur. These updates can be
performed through:
* Standard DNS Dynam c¢ Update nechani sns [ RFC2136]
* DNS Update Leases [RFC7553] for tine-limted registrations
* Milticast DNS (nDNS) for |ocal network scenarios
The frequency of updates SHOULD be bal anced to reflect accurate
i nformati on while avoi ding excessive DNS traffic. Services SHOULD
i npl ement a danpeni ng mechanismto avoid frequent updates for m nor
or transi ent changes.
For highly dynam c paraneters |like current |oad, services MAY
i mpl ement a threshol d-based update policy, only updating the DNS
records when the paraneter crosses predefined threshol ds.
6. Service Discovery Process and Protocol Flow

The DNS-SD for CATS protocol flow can be shown in the follow ng

figure.
S IR + S IR + S IR + S IR +
| CATS | | DNS | | CATS | | CATS |
| Service | | | CSMA | | dient |
TS + S R + S R + S R +

Phase 1: Registration | | |
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13. CONNECT( I P address, port) |
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6.1. Registration Phase

Regi stration can be perforned using authenticated DNS update
mechani sns [ RFC2136] or Dynani ¢ DNS update protocols.

For each CATS service

1. Create a PTR record pointing fromthe service type to the service
i nstance nane

2. Create an SRV record specifying the host and port for the service
3. Create a CATSPARAM record containing the CATS-specific paraneters

4. Send a DNS_UPDATE nessage to the DNS server to add or update
these records to the zone file.

5. Register to the CSMA with service nanme, instance nanme and
par aneters

The DNS_UPDATE message MJST be aut henticated using TSIG or SI G 0) as
described in Section 9. To prevent name collision, the update
transacti on SHOUDLD use preconditions. For a new service, the update
MUST assert that the PTR, SRV and CATSPARAM record names do not

al ready exi st (NXDOVAI N precondition).

The CATS control plane MAY facilitate this registration process
through an appropri ate managenent interface.

6.2. Discovery Phase
Clients requesting CATS services initiate the di scovery process by
querying for PTR records matching the appropriate service type. For
exanpl e:
_cats-inference. _tcp. <donmai n>
The response includes the list of matching service instance nanes.
The client then queries for the SRV and CATSPARAM records associ at ed
with each service instance to obtain location infornation and service
paraneters

6.3. Selection and Resol ution Phase
After obtaining the list of available services and their paraneters,

the client or the CATS control plane perforns service sel ection based
on the application requirenents and the adverti sed paraneters.
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The sel ection process MAY consi der

* resource capabilities (CPU, nenory, GPU, etc.)

* Current load and availability

* Expected |l atency and performance netrics

* Priority and cost considerations

* Specific capabilities required by the application

Once a suitable service is selected, the client resolves the hostnane
fromthe SRV record to an | P address using standard DNS A or AAAA

queries, and establishes a connection to the service using the
specified port.

6.4. Deregistration Phase

7

7

When a service instance is term nated or becones permanenetly
unavail able, is MJST be deregistered. This ensures the clients no

| onger discover ot attenpt to connect to the unavail abl e services.
The deregistration is performed by sendi ng an authenticated
DNS_UPDATE nessage that deletes all records associated with the
dervice isntance (PTR SRV, and CATSPARAM . The del ete request MJST
be authenticated with the sane credentials used for registration to
prove owner shi p.

I mpl enent ati on Consi derati ons
1. Milticast DNS Considerations
In local network environments, Milticast DNS (nDNS) [ RFC6762] MAY be
used in conjunction with DNS-SD to provide service discovery without
requiring a centralized DNS server
When using nDNS, CATS services SHOULD:
* Respond to nDNS queries for their service type
* Advertise their presence periodically as specified in RFC 6762

* | npl ement proper conflict resolution mechani sms

* Consider the scope and scal e of the deploynent, as nDNS is
primarily designed for |ocal network use
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DNS- SO DNS | nt egrati on

For | arger-scal e depl oynents across nultiple networks, traditiona
uni cast DNS infrastructure is RECOWENDED. |In these scenari os:

* CATS services SHOULD be registered in appropriate DNS zones
* DNS infrastructure SHOULD support DNS Dynani c Updat es

* DNS servers SHOULD be configured to all ow updates from aut hori zed
CATS conponent s

* Consider using DNS Update Leases for tine-limted registrations
* I nplement appropriate caching policies for DNS records
Per f or mance Consi derati ons
I mpl enent ers SHOULD consi der the foll ow ng performance aspects:
* DNS query volune: In |arge deployments with many clients,
i npl ement appropriate caching and consolidation of discovery

requests.

* Update frequency: Bal ance the need for accurate information with
the overhead of frequent DNS updat es.

* Scalability: For very large deploynents, consider hierarchica
di scovery approaches or specialized discovery proxies.

I ANA Consi derations
This meno i ncludes no request to | ANA
Security Considerations

The use of DNS-SD for CATS service discovery introduces severa
security considerations:

* Authentication: DNS updates for service registrati on SHOULD be
authenticated to prevent unauthorized registration of services.
DNS Security Extensions (DNSSEC) [ RFC4033] SHOULD be inpl enent ed
to provide authentication of DNS data.

* Information disclosure: Service paraneters may reveal sensitive
i nformati on about conputing capabilities and depl oynent details.
Consi der the privacy inplications of the paraneters being
adverti sed.
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10.

10.

10.

* Denial of Service: Large-scale DNS-SD queries could potentially be
used for denial-of-service attacks. Inplement rate limting and
moni toring for unusual query patterns.

* Spoofing: Wthout DNSSEC, DNS responses could potentially be
spoofed, leading to service msdirection. DNSSEC validation
SHOULD be enabl ed for DNS-SD queri es.

* Data integrity: Ensure that conputing paraneter updates go through
proper validation to prevent advertising incorrect capabilities,
which could lead to suboptinmal traffic steering decisions.
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