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Abst ract

Thi s docunent proposes extension for |CMPv6 to detect data plane
failures for EVPN over SRv6.
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Aut hors’ Addr esses

[ RFC7432] describes MPLS-based EVPN technol ogy.

I ntroduction

QUOWOOWOOP,WWN

An EVPN conpri ses

one or nore Custoner Edge devices (CEs) connected to one or nore
Provi der Edge devices (PEs). The PEs provide Layer 2 (L2) EVPN anong

the CE(s) over the MPLS core infrastructure.
PEs advertise the Media Access Control

I n EVPN networks, the
(MAC) addresses | earned from

the locally connected CE(s), along with the MPLS |abel, to renpote

PE(s) in the control plane using multiprotocol BGP [ RFC4760].

EVPN

enabl es multi hom ng of CE(s) connected to multiple PEs and | oad
bal ancing of traffic to and fromnnultihomed CE(S).
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[ RFC9252] defines procedures and messages for SRv6-based BGP
services, including Layer 3 VPN and EVPN over SRv6. To support
SRv6- based EVPN overl ays, one or nore SRv6 Service SIDs are
advertised with Route Types 1, 2, 3, and 5. The SRv6 Service SID(s)
per Route Type is advertised in SRv6 L2/L3 Service TLVs within the
BGP Prefix-SID attribute which is attached to MP-BGP NLRIs. The

exi sting NLRI's of MPLS-based EVPN are reused instead of defining new
ones, the NLRI encodings over SRv6 core are simlar with those for
MPLS, the only difference is that the MPLS labels in the NLRIs carry
part of the SRv6 Service SIDs or they are set to Inplicit NULL as
described in [ RFC9252] Section 4.

For MPLS EVPN, [RFC9489] defines procedures to detect data pl ane
failures using LSP Ping in MPLS networks depl oying EVPN. For EVPN
over SRv6, the requirenents to detect data plane failures are
simlar. This docunent proposes extension for ICMPv6 to fulfill such
requirenents for EVPN over SRv6.

2. Specification of Requirements
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

3. Term nol ogy
A- D: Aut o- Di scovery
BUM Broadcast, Unknown Unicast, and Muilti cast
CE: Custoner Edge device
C- MAC:. Custoner NMAC
DF: Designated Forwarder
ES: Ethernet Segnent
ESI: Ethernet Segnent ldentifier

EVI: EVPN Instance lIdentifier that globally identifies the EVPN
I nstance

EVPN:. Et hernet Virtual Private Network
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MAC- VRF: A Virtual Routing and Forwarding table for MAC addresses on
a PE

PE: Provider Edge device
VPWS: Virtual Private Wre Service
4. | CVWPv6 Messages

[draft-liu-6man-icnp-verification] introduces the nmechanismto verify
the data pl ane nessage in | Pv6/ SRv6 networks by extending | CMPv6
messages. Two new types of | CMPv6 validati on nessages, | CMPv6

Val i dati on Request and | CVPv6 Val i dation Reply are defined. Like any
other I CWPv6 nessage, the nmessages are encapsulated in an | Pv6
header .

For ease of reading, the format of | CVMPv6 Validati on Request is shown
in Figure 1. As per [RFC4884], the Extension Structure contains one
Ext ensi on Header foll owed by one or nore | CMP Extension (bjects.

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

| Type | Code | Checksum |
i e e T i e T e e i i i SE SR NN R SR S S
| Identifier | Sequence Nunber | Reserved |

B i s T T i i o S o T Ji I
| CMP Extension Structure

e T S S S e i i S DU S S S S R S T S S

Figure 1: Validation Request

When applied in the | CMPv6 Validati on Request nessage, a new type of
| CMP Extension Cbject, Validation Information Qoject, is defined in
[draft-liu-6man-icnp-verification] to carry the information rel ated
with the SRv6 SID to be verified. The format of | CMP Extension
oject is shown in figure 2.
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Lengt h | Cl ass-Num | C Type |
R e s T o T S R El ok i R e e S S e o o s
I I
| /[l (nject payload) // |
I I
+- +

I S T i S S S e T T I S i e S

Figure 2: Validation Information Object

In this object, the CGType is used to indicate the type of the
information that needs to be verified which is carried in the object
payl oad. The new val ues of of C Type and the correspondi ng object
payl oad defined in this docunent for EVPN are given bel ow

C Type oj ect Payl oad
10 EVPN MAC/ | P
11 EVPN I ncl usive Mil ticast
12 EVPN Et hernet Aut o-Di scovery
13 EVPN | P Prefix

The detailed formats and usages of these objects are described in
section 5.

The format of | CMPv6 Validation Reply defined in [draft-Iiu-6nman-
i cnmp-verification] is shown in Figure 3, the value of the Code field
indicates the validation result.

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Type | Code | Checksum |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Identifier | Sequence Nunber | Reserved |

i S S T i S S e e R i Rl S S R

Figure 3: ICWv6 Validation Reply

The |1 CVMPv6 Val i dati on Request packets are used for connectivity
checks in the data plane in EVPN networks. The Validation
Informati on Obj ects can be used to validate that an identifier for a
given EVPN is programred at the target node.
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The |1 CMPv6 Validation Request for EVPN can be sent with the SRv6
Service SID as the | Pv6 destination address w thout SRH encapsul at ed,
or when the I CVPv6 Validation Request is sent with SRH the SRv6
Service SIDis set the | ast segnment of the SRH.

Once the ICMPv6 Validation Request reaches the target egress PE, the
egress PE, as the final destination of the |IPv6 packet, will proceed
to process the next header in the packet, i.e, the I1CWPv6 Validation
Request. Then the PE will perform checks for the information present
in the Validation Information Cbject, that is, the PE will check
whet her the information carried in the Validation Infornmation Object
is progranmed | ocally, and whether it is valid. |f the above two
conditions are both met, the egress PE will generate an | CVMPv6
Validation Reply with Code O ("Validation passed"). Oherw se, the
return code is 3 ("Information msmatch"), which indicates the EVPN
information carried in the |CMPv6 Validation Request is not reachable
fromthe egress PE.

5. Validation Information Objects

Thi s docunent introduces several new Validation Information Cbjects
that can be carried in the | CMPv6 Validati on Request.

5.1. EVPN MAC/ I P Obj ect

The EVPN MAC/ I P Cbject identifies the target MAC, MAC/I P binding for
ARP/ ND, or |IP address for an EVI under test at an egress PE. This
oject is included in the I1CvPv6 Validation Request sent by an EVPN
PE to a peer PE. the format of the EVPN MAC/I P Object is shown in
figure 4.

Liu, et al. Expires 2 July 2026 [ Page 6]
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Rout e Di stinguisher |
| (8 octets) |
I S i o T s S S S e s s T
| Et hernet Tag ID |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
Et her net Segnment ldentifier |

(10 octets) |
R T i i e R e e e s i i
I

|

I

+

| | Must Be Zero | MAC Addr Len
I i I S R S i S i Sk M SR S
| MAC Address |
+ (6 octets) B T it o R ik sl I (I I S TR S
| | Must Be Zero | |P Addr Len |
i I i S s S e A S N S SN S
| | P Address (0, 4 or 16 octets) |
I i I T e S i I ek i SR N SRR S

Figure 4. EVPN MAC/ I P Ohj ect

The fields of the EVPN MAC/ I P Object are derived fromthe MAC/ I P
Advertisement route defined in Section 7.2 of [RFC7432]. The fields
of the EVPN MAC/I P Obj ect should be set according to the foll ow ng,
which is consistent with [RFC7432] and [ RFC7623]:

*

Li u,

The Ethernet Tag ID field can be 0 or a valid VLAN ID for EVPN
VLAN- awar e bundl e service [ RFC7623].

The Ethernet Segnment ldentifier field is a 10-octet field. For
EVPN, it is set to O for a single-honed ES or to a valid ESI ID
for a multihoned ES.

The MAC Addr Len field specifies the MAC length in bits. Only
48-bit MAC addresses are supported as this docurment follows the
MAC address | ength supported by [ RFC7623].

The MAC Address field is set to the 6-octet MAC address.
The I P Address field is optional. Wen the IP Address field is
not present, the IP Addr Len field is set to 0. Wen the IP

Address field is present, the IP Addr Len field is in bits and is
set to either 32 for | Pv4 addresses or 128 for |Pv6 addresses.
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* The Must Be Zero fields are set to 0. The receiving PE should
i gnore the Must Be Zero fields.

As described in [ RFC9489] section 4.1. In EVPN, the MAC/IP
Advertisenment route has nultiple uses and is used for the follow ng
cases:

* This route with only a MAC address and MPLS Label 1l is used for
popul ati ng MAC- VRF and perform ng MAC forwardi ng.

* This route with MAC and | P addresses and only MPLS Label 1 is used
for popul ating both MAC-VRF and ARP/ ND tables (for ARP
suppression) as well as for perform ng MAC forwarding.

* This route with MAC and | P addresses and both MPLS Label 1 and
Label 2 is used for populating MAC-VRF and | P-VRF tables as well as
for both MAC and I P forwarding in the case of symretric Integrated
Routing and Bridging (IRB).

The above descriptions are still applicable for SRv6 EVPN, the only
difference is that MPLS Label 1 and Label 2 are repl aced by SRv6 L2
Service SID enclosed in an SRv6 L2 Service TLV and SRv6 L3 Service
SID enclosed in an SRv6 L3 Service TLV separately.

When an | CMPv6 Echo Request is sent by an ingress PE, the contents of
the 1CvWPv6 Validation Request and the egress PE node of operation
(i.e., IRB node or L2 node) along with SRv6 Service SID of the packet
determ ne which of the three cases above this Echo Request is for.
When the egress PE receives the EVPN MAC/ I P Obj ect containing only
the MAC address, the egress PE validates the MAC state and

forwardi ng. Wen the egress PE receives the EVPN MAC/ | P Obj ect
contai ni ng both MAC and | P addresses and if the SRv6 Service SID
points to a MAG-VRF, then the egress PE validates the MAC state and
forwarding. |If the egress PE is not configured in symretric | RB
nmode, it also validates ARP/ND state. However, if the SRv6 Service
SID points to an | P-VRF, then the egress PE validates |P state and
forwarding. Any other conbinations (e.g., the egress PE receiving
the EVPN MAC/ I P (bj ect containing only the MAC address but with the
SRv6 Service SID pointing to an | P-VRF) should be considered invalid,
and the egress PE should send an I CMPv6 Validation Reply with the
appropriate Code to the ingress PE

5.2. EVPN Inclusive Milticast Object
Inclusive Miulticast Ethernet Tag Route over SRv6 Core are described

in [ RFC9252] section 6.3. [draft-ietf-bess-nvpn-evpn-sr-p2np] further
describes how to realized P-Tunnels by SRv6 P2MP trees.
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The nulticast connectivity state validation for EVPN over SRv6 will
described in further version of the draft.

5.3. EVPN Ethernet Auto-Discovery (A-D) Ohject

The fields in the EVPN Et hernet A-D hject are based on the EVPN

Et hernet A-D route advertisenent defined in Section 7.1 of [RFC7432].
RFC9252 section 6.1 describes EVPN Ethernet A-D route over SRv6 Core.
Et hernet A-D routes are Route Type 1, as defined in [ RFC7432], and
may be used to achieve split-horizon filtering, fast convergence, and
aliasing. EVPN Route Type 1 is also used in EVPN-VPW5 as well as in
EVPN-f | exi bl e cross-connect, nainly to advertise point-to-point
service | Ds.

The EVPN Ethernet A-D (bject only applies to EVPN

The EVPN Ethernet A-D Object has the format shown in Figure 5. The
fields of this Object should be set according to the foll ow ng, which
is consistent with [ RFC7432] and [ RFC9252]:

* The Route Distinguisher (RD) field is a 10-octet field and is set
to the RD of the MAC-VRF on the peer PE. Please see Section 5.3.2
for the case when a per-ES A-D route is announced with different
RDs.

* The Ethernet Tag ID field can be 0, MAX-ET, or a valid VLAN ID as
described in Section 5.3.1.

* The Ethernet Segnent Identifier field is a 10-octet field and is
set to O for a single-honmed ES or to a valid ESI ID for a
mul ti honed ES.

* The Must Be Zero field is set to 0. The receiving PE should
ignore the Must Be Zero field.

Liu, et al. Expires 2 July 2026 [ Page 9]
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5.

5.

3.

3.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Rout e Di stinguisher |
| (8 octets) |
I S i o T s S S S e s s T
| Et hernet Tag ID |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Et her net Segnment ldentifier |
| (10 octets) |
+ i i i S I S S
| | Mist Be Zero |
R et e s i o e s i i

Figure 5: EVPN Et hernet A-D Object
1. FEthernet Tag Val ue

The EVPN Et hernet A-D (bject can be sent in the context of per-ES or
per-EVI. Wen an operator perforns a connectivity check for the BUM
L2 service, an I CVMPv6 Validation Request is sent with the EVPN

Et hernet A-D Object to enulate traffic comng froma mnultihoned site.
In this case, the EVPN Ethernet A-D Object is added in the per-ES
context. Wen an | CMPv6 Validation Request is sent for the
connectivity check for EVPN Aliasing state, the context for the EVPN
Et hernet A-D Ohject is per-EVI.

The Ethernet Tag field value in the EVPN Et hernet A-D Object MJST be
set according to the context:

* For the per-ES context, the Ethernet Tag field in the Object MJST
be set to the reserved MAX-ET val ue [ RFC7432].

* For the per-EVI context, the Ethernet Tag field in the Object MJST
be set to the non-reserved val ue.

2. Per-ES EVPN Auto-Di scovery Route with Different RDs

Section 8.2 of [RFC7432] specifies that a per-ES EVPN A-D route for a
gi ven nul ti homed ES nmay be advertised nore than once with different
RD val ues because nmany EVIs may be associated with the sane ES and
Route Targets for all these EVIs may not fit in a single BGP Update
message. In this case, the RD value used in the EVPN Ethernet A-D
bj ect MUST be the RD value received for the EVI in the per-ES EVPN
A-D route.
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5.3.3. EVPN VPWs

Thi s mechani sm can al so be used to detect data plane failures for the
EVPN VPW5 ([ RFC8214]) over SRv6 described in [ RFC9252] section 6.1.2.
The |1 CMPv6 Validati on Request carries the EVPN Et hernet A-D hject
with fields popul ated fromthe EVPN Ethernet A-D per-EVI route
announced by the egress PE for the EVPN VPW5 under test. The | CWPv6
Val i dati on Request is sent by the ingress PE using the SRv6 service
SID associated with the EVPN Et hernet A-D route announced by the
egress PE and the transport encapsul ations (e.g., SRv6, IP) to reach
the egress PE.

The egress PE processes the | CVWPv6 Val i dati on Request packet and
performs checks for the EVPN Ethernet A-D Ohject. The egress PE can
identify that the 1CvPv6 Validation Request is for the EVPN VPWS
instance as EVI (identified by the RD) for EVPN VPW5 i s different
fromEVI assigned for EVPN. The egress PE will use the infornmation
fromthe EVPN Ethernet A-D Object and validate the VLAN state for the
EVPN VPW5 under test. For the success case, the egress PE will reply
with Code 0 ("Validation passed").

5.4. EVPN I P Prefix nject

The EVPN I P Prefix Object identifies the IP prefix for an EVI under
test at a peer PE

EVPN Route Type 5 is used to advertise | P address reachability
through MP-BGP to all other PEs in a given EVPN instance as defined
in [RFC9136]. RFC9252 section 6.5 describes |IP Prefix Route over
SRv6 Core.

The EVPN I P Prefix Object fields are derived fromthe IP Prefix route
(RT-5) advertisement defined in [RFC9136] and [ RFC9252]. This bject
only applies to EVPN

The EVPN I P Prefix Object has the format shown in Figure 6. The
total length (not shown) of this hject MIST be either 32 bytes (if

| Pv4 addresses are carried) or 56 bytes (if |IPv6 addresses are
carried). The IP prefix and gateway | P address MJST be fromthe same
I P address fanmily, as described in Section 3.1 of [RFC9136].

The fields of the EVPN I P Prefix Object should be set according to
the follow ng, which is consistent with [RFC9136] and [ RFC9252]:

* The Route Distinguisher (RD) field is a 10-octet field and is set
to the RD of the I P-VRF on the peer PE

Liu, et al. Expires 2 July 2026 [ Page 11]
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Li u,

The Ethernet Tag ID field can be 0 or a valid VLAN ID for EVPN
VLAN- awar e bundl e service [ RFC7432].

The Ethernet Segrment ldentifier field is a 10-octet field and is
set to avalid ESI IDif the ESI is used as an Overlay |Index as
per Section 3.1 of [RFC9136]. O herw se, the Ethernet Segnent
Identifier field is set to O.

The IP Prefix Len field specifies the nunber of bits in the IP
Prefix field. It is set to a value between 0 and 32 for |Pv4 or
between 0 to 128 for |Pv6.

The IP Prefix field is set to a 4-octet |Pv4 address (with
trailing O bits to nake 32 bits in all) or a 16-octet |Pv6 address
(with trailing O bits to nake 128 bits in all). The address
famly of this field is inferred fromthe sub-TLV length field, as
di scussed above.

The Gateway (GWN I P Address field is set to a 4-octet |Pv4 address
or a 16-octet IPv6 address if it’s used as an Overlay | ndex for
the IP prefixes. |If the GNIP Address is not being used, it nust
be set to 0 as described in Section 3.1 of [RFC9136]. The address
famly of this field is inferred fromthe sub-TLV length field, as
di scussed above.

The Must Be Zero field is set to 0. The receiving PE should
ignore the Must Be Zero field.

0 1 2 3

01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
| Rout e Di sti ngui sher |
| (8 octets) |
B T S i T s i i e e SEI S
| Et hernet Tag ID |
i e e i i i e i i o S N e S
| Et hernet Segnent Identifier [
| (10 octets) |
+ B il s S S S S I S i
| | Must Be Zero | IP Prefix Len |
e s o i e e e th o i R S
~ IP Prefix (4 or 16 octets) ~
e e L o e o e b etk s S SR SR R S S
~ GNP Address (4 or 16 octets) ~
B i s T T i i o S o T Ji I
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Figure 6: EVPN IP Prefix bject

The |1 CVMPv6 Validati on Request is sent by the ingress PE using the
SRv6 service SID associated with the I P Prefix route announced by the
egress PE and the possible transport encapsul ations(e.g, SRv6 segnent
list) to reach the egress PE.

6. Operations
6.1. Unicast Data Pl ane Connectivity Checks

Figure 7 is an exanple of a EVPN network. CEl is dual-honed to PE1l
and PE2. Assune that PE1 announced a MAC route with RD 192.0.2.1:00
and C-MAC 00- AA-00-BB-00-CC and with SRv6 Sevice SID A:2:101:: for
EVI 10. Simlarly, PE2 announced a MAC route with RD 203.0.113.2:00
and C- MAC 00- AA-00-BB-00-CC and with SRv6 Sevice SID B:2:101::.

On PE3, when an operator perforns a connectivity check for the C MAC
address 00- AA-00- BB-00-CC on PEl, the operator initiates an | CVPv6
Val i dati on Request containing the EVPN MAC/I P (bject. The | CMPv6

Val i dati on Request packet is sent with the {SRv6 segnent list to
reach PE1l, SRv6 Service SID = A:2:101::} . Once the I CwvPv6 Validation
Request packet encapsulated with SRH reaches PELl, PEl as the final
destination of the | Pv6 packet, will proceed to process the next
header in the packet, i.e, the ICWv6 Validation Request. Then PE1l
wi Il process the packet and perform checks for the EVPN MAC/ I P Obj ect
and return the 1CvWPv6 Validation Reply with the code indicating the
validation result.

o e iea oo +
I I
I I
+--- -+ +- - - - - + +- - - - - + +--- -+
| CEl|------ | | PE3 |----- e=]
+-- - -\ | PE1 | SRv6 | | +----+
\ S + Net wor k S +
\ I I
\ +--- - - + |
\ I
\| PE2 | |
+--mna + |
I I
S +
<-m-m-- EVPN over SRv6-------- >
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Fi gure 7: EVPN Networ k
6.2. Inclusive Milticast Data Plane Connectivity Checks
To be conpl et ed.
6.3. EVPN Aliasing Data Pl ane Connectivity Check

Still taking the network in Figure 7 as an exanpl e, assune PEl
announced an Ethernet A-D per-EVI route with the ESI set to CEl
system I D and SRv6 Service SID A:2:101::. Additionally, assune PE2
announced an Ethernet A-D per-EVI route with the ESI set to CEl
system I D and SRv6 Service SID B:2:101::.

At PE3, when an operator perfornms a connectivity check for the

al i asi ng aspect of the EVPN Ethernet A-D route on PEl, the operator
initiates an | COVPv6 Validation Request with the EVPN Et hernet A-D
oject. The I CWPv6 Validation Request packet is sent with the

SRH{ SRv6 Segnent List to reach PEl, SRv6 Service SID A:2:101::} and
| Pv6 header.

When PE1 receives the packet, it will process the packet and perform
checks for the EVPN Ethernet A-D Object present in the packet and
return the |CMPv6 Validation Reply with the code indicating the
validation result.

6.4. EVPN IP Prefix (RT-5) Data Pl ane Connectivity Check

Assunme PEl in Figure 7 announced an IP Prefix route (RT-5) with an IP
prefix reachabl e behind CEL and SRv6 Sevice SID A:2:101::. Wen an
operator on PE3 perforns a connectivity check for the IP prefix on
PE1, the operator initiates an | CMPv6 Validati on Request with the
EVPN I P Prefix Object included. The ICWMPv6 Validation Request packet
is sent with the SRH{SRv6 Segnent List to reach PEl, SRv6 Service SID
A:2:101::} and | Pv6 header.

When PE1 receives the packet, it will process the packet and perform
checks for the EVPN I P Prefix Object present in the packet and return
the 1CvPv6 Validation Reply with the code indicating the validation
resul t.

7. 1 ANA Consi derations

TBA
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8.

9

9

Security Considerations

Security considerations discussed in [ RFC4443], [RFC4884] and
[ RFC9252] apply to this docunent.

To protect against unauthorized sources using validation request
messages to obtain network information, it is RECOMVENDED t hat

i mpl ement ati ons provide a nmeans of checking the source addresses of
val i dati on request nessages agai nst an access |ist before accepting
t he nessage.

The val i dation nmechani sm SHOULD be only used in the linted donain.
The validation request contains the control plane information,
policies should be inplenmented on the edge devices of the domain to
prevent the information from being | eaked i nto ot her domains.

In order to protect |ocal resources, inplenmentations SHOULD rate-
limt inconming | CMP Request nessages.

Thi s docunent does not introduce any new privacy concerns because
these Objects contain the sanme information that are present in data
packets and EVPN routes.
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