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Abstract



   In some multihoming SRv6 L3VPN and EVPN scenarios, there are

   requirements for the egress PE to advertise both unicast and anycast

   SRv6 Service SIDs for the same service. This document defines

   anycast flavor for SRv6 Service SIDs carried in BGP messages.
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   provisions of BCP 78 and BCP 79.
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   This document is subject to BCP 78 and the IETF Trust’s Legal

   Provisions Relating to IETF Documents

   (http://trustee.ietf.org/license-info) in effect on the date of

   publication of this document. Please review these documents

   carefully, as they describe your rights and restrictions with

   respect to this document. Code Components extracted from this

   document must include Simplified BSD License text as described in

   Section 4.e of the Trust Legal Provisions and are provided without

   warranty as described in the Simplified BSD License.
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1. Introduction



   [RFC9252] defines procedures and messages for SRv6-based BGP

   services, including Layer 3 Virtual Private Network (L3VPN),

   Ethernet VPN (EVPN), and Internet services. In some multihoming

   scenarios, there are requirements for the egress PE to advertise

   both unicast and anycast SRv6 Service SIDs for the same service. And

   those anycast SIDs need to be identified in the BGP messages.



   This document defines the anycast behavior for SRv6 Service SIDs

   carried in BGP update messages.



1.1. Requirements Language



   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",

   "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
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   "OPTIONAL" in this document are to be interpreted as described in

   BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in all

   capitals, as shown here.



2. Anycast Service SID



2.1. Use Case 1



   In the multihoming SRv6 L3VPN and EVPN scenarios, anycast Service

   SID may be used to advertise the same service at different egress

   PEs, which can improve service reliability and load balancing.
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                +-----+             +-----+

                | CE1 |             | CE2 |

                +-----+             +-----+

                   |                   |

                +-----+             +-----+

     ---------- | PE1 |             | PE2 |

         ^      +-----+             +-----+

         |             *           *

         |              *         *

       SRv6              +-------+

     L3VPN/EVPN          |BGP-RR |

         |               +-------+

         |              *         *

         |             *           *

         v      +-----+             +-----+

     ---------- | PE3 |             | PE4 |

                +-----+             +-----+

         1. Anycast    \           /  1. Anycast

          Service SID   \         /    Service SID

         2. Unicast      \       /    2. Unicast

          Service SID-1   +-----+      Service SID-2

                          | CE3 |

                          +-----+



     PE1:

       VPN Traffic Policy:

         PE3 & PE4 Load Balancing

       FIB Entry for VPN Traffic:

         Next-hop: Anycast Service SID



     PE2:

       VPN Traffic Policy:

         PE3 Active, PE4 Backup

       FIB Entry for VPN Traffic:

         Primary Next-hop: Unicast Service SID-1

         Backup Next-hop: Unicast Service SID-2



                          Figure 1



   As shown in Figure 1, PE3 and PE4 use the same anycast SRv6 Service

   SID for the VPN service of CE3. The ingress PE1 encapsulates the

   payload in an outer IPv6 header where the destination address is

   that anycast SRv6 Service SID. The packets from CE1 can reach CE3

   through either PE3 or PE4. For VPN-IPv4 and VPN-IPv6 BGP SAFIs

   [RFC4364] or EVPN IP Prefix routes [RFC9136][I-D.rabnag-bess-evpn-

   anycast-aliasing], traffic flows from PE1 are load-balanced between

   PE3 and PE4, assuming the paths from PE1 to PE3 and PE4 to each have

   the same cost. When EVPN [RFC7432][RFC9252] is used, and PE3 and PE4

   are attached to the same Ethernet Segment operating in Anycast
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   multi-homing mode [I-D.rabnag-bess-evpn-anycast-aliasing], unicast

   traffic is similarly load balanced across PE3 and PE4.



   PE3 and PE4 also have unicast SRv6 Service SIDs, which are SID-1 and

   SID-2, for the VPN service of CE3. In this example, the operator

   prefers that PE2 sends traffic only to PE3, with PE4 acting as a

   backup. For VPN-IPv4/VPN-IPv6 or EVPN IP Prefix routes, the ingress

   PE2 uses SID-1 as the primary SRv6 Service SID and SID-2 as the

   backup. Similarly, for EVPN, if CE3’s Ethernet Segment operates in

   single-active mode and PE3 is the Designated Forwarder (DF)

   [RFC7432], PE2 uses SID-1 as the primary path and SID-2 as the

   backup path to reach CE3. In the event of a failure on PE3, traffic

   is automatically switched to the path to PE4.



   Since ingress PE1 and PE2 have different strategies for the control

   of VPN traffic, egress PE3 and PE4 each need to advertise two SRv6

   Service SIDs, an anycast SID for ingress PE1 and a unicast SID for

   ingress PE2. Local export policy may be used by egress PE3 and PE4

   to control which SID is advertised to ingress PE1 and which is

   advertised to ingress PE2. However, if BGP Route Reflector is

   deployed, both the anycast Service SID and the unicast Service SID

   will be advertised to RR and reflected to ingress PEs, and the

   receiver has to choose which Service SID to use.



   When both SIDs are advertised in BGP update messages, it is

   necessary to distinguish which Service SID is anycast and which is

   unicast.



   IGP has Anycast-flag for SRv6 locator, but the IGP Anycast-flag can

   be lost due to summarization. This document defines the anycast

   behavior for SRv6 Service SIDs carried in BGP update messages.
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2.2. Use Case 2





   ===============================      ===============================

   + Group1  1. Anycast          +      + Group2   1. Anycast         +

   +         VPN SID-1           +      +          VPN SID-2          +

   +         2. Unicast          +      +          2. Unicast         +

   +         VPN SID-1           +      +          VPN SID-3          +

   +          +------+           +      +          +------+           +

   +          | PE1  |           +      +          | PE3  |           +

   +          +------+           +      +          +------+           +

   +         *         *         +      +         *        *          +

   +        *           *        +      +        *           *        +

   + +-----+             +-----+ +      + +-----+             +-----+ +

   + | CE1 |    SRv6 BE  | RR1 +----------+ RR2 |   SRv6 BE   | CE2 | +

   + +-----+             +-----+ +      + +-----+             +-----+ +

   +       \           /         +      +       \           /         +

   +        \         /          +      +        \         /          +

   +         \       /           +      +         \       /           +

   +          +-----+            +      +          +-----+            +

   +          | PE2 |            +      +          | PE4 |            +

   +          +-----+            +      +          +-----+            +

   +         1. Anycast          +      +          1. Anycast         +

   +         VPN SID-1           +      +          VPN SID-2          +

   +         2. Unicast          +      +          2. Unicast         +

   +         VPN SID-2           +      +          VPN SID-4          +

   +                             +      +                             +

   ===============================      ===============================

                                   EVPN Over

                       |<------    SRv6 TE Policy   ----->|



                          Figure 2



   PE1 and PE2 belong to Group 1 and use the same Anycast IP 1. PE3 and

   PE4 belong to Group 2 and use the same Anycast IP 2. PEs from

   different groups use Anycast IP 1 and Anycast IP 2 as tunnel head

   nodes to deploy SRv6 TE policies, reducing the number of SRv6 TE

   policies. Each PE device assigns two SRv6 VPN SIDs for the same VPN

   service: Anycast VPN SID and Unicast VPN SID. Anycast Service SIDs

   are used for forwarding between different groups. Within the same

   group, Unicast Service SIDs are used for forwarding between Multi-

   homed PE devices.





3. Solution



   To enable the advertisement of anycast SRv6 behaviors together with

   the behaviors used by VPN-IPv4, VPN-IPv6, and EVPN SAFIs [RFC9252]
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   in the same BGP update message, this document defines seven Anycast

   Endpoint behaviors, as follows:



   The "End.DT4 with Anycast" behavior ("End.DT4.Anycast" for

   short) is a variant of the End.DT4 behavior.

   The "End.DT6 with Anycast" behavior ("End.DT6.Anycast" for

        short) is a variant of the End.DT6 behavior.

   The "End.DT46 with Anycast" behavior ("End.DT46.Anycast" for

        short) is a variant of the End.DT46 behavior.

   The "End.DX4 with Anycast" behavior ("End.DX4.Anycast" for

        short) is a variant of the End.DX4 behavior.

   The "End.DX6 with Anycast" behavior ("End.DX6.Anycast" for

        short) is a variant of the End.DX6 behavior.

   The "End.DT2U with Anycast" behavior ("End.DT2U.Anycast" for

        short) is a variant of the End.DT2U behavior.

   The "End.DX2 with Anycast  behavior ("End.DX2.Anycast" for

        short) is a variant of the End.DX2 behavior.



   Continuing with the network example shown in Figure 1, the BGP VPN-

   IPv4/VPN-IPv6 and EVPN IP-Prefix routes advertised by PE3 and PE4

   carry an SRv6 L3 Service TLV, as follows:



      BGP Route by PE3:

        VPN Prefix of CE3:

          BGP Prefix SID Attr:

            SRv6 L3 Service TLV:

              SRv6 SID Information sub-TLV:

                SID: SID-1

                  Behavior: End.DT46

              SRv6 SID Information sub-TLV:

                SID: SID-3

                  Behavior: End.DT46.Anycast



      BGP Route by PE4:

        VPN Prefix of CE3:

          BGP Prefix SID Attr:

            SRv6 L3 Service TLV:

              SRv6 SID Information sub-TLV:

                SID: SID-2

                  Behavior: End.DT46

              SRv6 SID Information sub-TLV:

                SID: SID-3

                  Behavior: End.DT46.Anycast



   The detailed working process is as follows:



   o Egress PE3 and PE4 advertise both the anycast service SID

        End.DT46.Anycast  and the unicast service SID End.DT46

      through BGP.
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   o PE1 uses the End.DT46.Anycast, and the traffic can be forwarded

      to PE3 and PE4 in a load-balanced manner.



   o Egress PE3 and Egress PE4 access each other via Unicast Service

      SID.



   o On PE3, when a failure occurs between PE3 and CE3, traffic

      originally destined for CE3 SHOULD be redirected. Specifically,

      PE3 MUST forward this traffic to PE4 using PE4’s Unicast Service

      SID.



   This solution supports multi-homing deployments for both L3VPN and

   L2VPN. The described processing applies equally to other Anycast-

   enabled behaviors including End.DT4.Anycast, End.DT6.Anycast,

   End.DX4.Anycast, End.DX6.Anycast, End.DT2U.Anycast, and

   End.DX2.Anycast.



4. Extensions for SRv6 Endpoint Behaviors



4.1. End.DT4.Anycast : End.DT4 with Anycast



   The "End.DT4 with Anycast" behavior ("End.DT4.Anycast" for short) is

   a variant of the End.DT4 behavior.



   The End.DT4.Anycast behavior extends End.DT4 with identical

   forwarding semantics while providing anycast functionality. This

   enables load balancing across multi-homed peers through

   advertisement of both End.DT4.Anycast and End.DT4 SIDs. Ingress

   nodes SHOULD use End.DT4.Anycast for anycast traffic. Egress nodes

   MUST use End.DT4 SID for intra-multi-homed communication and SHOULD

   advertise both SID types when implementing anycast services.



4.2. End.DT6.Anycast: End.DT6 with Anycast



   The "End.DT6 with Anycast" behavior ("End.DT6.Anycast" for short) is

   a variant of the End.DT6 behavior.



   The End.DT6.Anycast behavior extends End.DT6 with identical

   forwarding semantics while providing anycast functionality. This

   enables load balancing across multi-homed peers through

   advertisement of both End.DT6.Anycast and End.DT6 SIDs. Ingress

   nodes SHOULD use End.DT6.Anycast for anycast traffic. Egress nodes

   MUST use End.DT6 SID for intra-multi-homed communication and SHOULD

   advertise both SID types when implementing anycast services.
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4.3. End.DT46.Anycast : End.DT46 with Anycast



   The "End.DT46 with Anycast" behavior ("End.DT46.Anycast" for short)

   is a variant of the End.DT46 behavior.



   The End.DT46.Anycast behavior extends End.DT46 with identical

   forwarding semantics while providing anycast functionality. This

   enables load balancing across multi-homed peers through

   advertisement of both End.DT46.Anycast and End.DT46 SIDs. Ingress

   nodes SHOULD use End.DT46.Anycast for anycast traffic. Egress nodes

   MUST use End.DT46 SID for intra-multi-homed communication and SHOULD

   advertise both SID types when implementing anycast services.



4.4. End.DX4.Anycast: End.DX4 with Anycast



   The "End.DX4 with Anycast" behavior ("End.DX4.Anycast" for short) is

   a variant of the End.DX4 behavior.



   The End.DX4.Anycast behavior extends End.DX4 with identical

   forwarding semantics while providing anycast functionality. This

   enables load balancing across multi-homed peers through

   advertisement of both End.DX4.Anycast and End.DX4 SIDs. Ingress

   nodes SHOULD use End.DX4.Anycast for anycast traffic. Egress nodes

   MUST use End.DX4 SID for intra-multi-homed communication and SHOULD

   advertise both SID types when implementing anycast services.



4.5. End.DX6.Anycast: End.DX6 with Anycast



   The "End.DX6 with Anycast" behavior ("End.DX6.Anycast" for short) is

   a variant of the End.DX6 behavior.



   The End.DX6.Anycast behavior extends End.DX6 with identical

   forwarding semantics while providing anycast functionality. This

   enables load balancing across multi-homed peers through

   advertisement of both End.DX6.Anycast and End.DX6 SIDs. Ingress

   nodes SHOULD use End.DX6.Anycast for anycast traffic. Egress nodes

   MUST use End.DX6 SID for intra-multi-homed communication and SHOULD

   advertise both SID types when implementing anycast services.



4.6. End.DT2U.Anycast : End.DT2U with Anycast



   The "End.DT2U with Anycast" behavior ("End.DT2U.Anycast" for short)

   is a variant of the End.DT2U behavior.



   The End.DT2U.Anycast behavior extends End.DT2U with identical

   forwarding semantics while providing anycast functionality. This

   enables load balancing across multi-homed peers through

   advertisement of both End.DT2U.Anycast and End.DT2U SIDs. Ingress

   nodes SHOULD use End.DT2U.Anycast for anycast traffic. Egress nodes
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   MUST use End.DT2U SID for intra-multi-homed communication and SHOULD

   advertise both SID types when implementing anycast services.



4.7. End.DX2.Anycast : End.DX2 with Anycast



   The "End.DX2 with Anycast" behavior ("End.DX2.Anycast" for short) is

   a variant of the End.DX2 behavior.



   The End.DX2.Anycast behavior extends End.DX2 with identical

   forwarding semantics while providing anycast functionality. This

   enables load balancing across multi-homed peers through

   advertisement of both End.DX2.Anycast and End.DX2 SIDs. Ingress

   nodes SHOULD use End.DX2.Anycast for anycast traffic. Egress nodes

   MUST use End.DX2 SID for intra-multi-homed communication and SHOULD

   advertise both SID types when implementing anycast services.



5. Security Considerations



   TBD.



6. IANA Considerations



   This document introduces seven new Endpoint behaviors.  This

   document requests IANA assign a seven new values and update the

   "SRv6 Endpoint Behaviors" subregistry under the top-level "Segment

   Routing" registry as follows:
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               +-------+-----+-------------------+---------------+

               | Value | Hex | Endpoint Behavior | Reference     |

               +-------+-----+-------------------+---------------+

               | TBD   | TBD | End.DT4.Anycast   | This document |

               +-------+-----+-------------------+---------------+

               | TBD   | TBD | End.DT6.Anycast   | This document |

               +-------+-----+-------------------+---------------+

               | TBD   | TBD | End.DT46.Anycast  | This document |

               +-------+-----+-------------------+---------------+

               | TBD   | TBD | End.DX4.Anycast   | This document |

               +-------+-----+-------------------+---------------+

               | TBD   | TBD | End.DX6.Anycast   | This document |

               +-------+-----+-------------------+---------------+

               | TBD   | TBD | End.DT2U.Anycast  | This document |

               +-------+-----+-------------------+---------------+

               | TBD   | TBD | End.DX2.Anycast   | This document |

               +-------+-----+-------------------+---------------+



                   Table 1: SRv6 Endpoint Behaviors Subregistry
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