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Abst ract

Thi s docunent specifies the Agent Operation Authorization framework —
a structured mechani smthat enables verifiable del egati on of actions
from human principals to autononous Al agents with fine-grai ned agent
operation authorization.

The framework introduces two distinct phases:

* Agent Operation Authorization Request: A structured proposal of
operations converted to a JSON Wb Token (JWI) wi thout including
the user’s original natural |anguage input.

* Agent Qperation Authorization Token: A JSON Wb Token representing
confirmed authorization for a specific agent operation,
enforceable at runtinme by agents and verifiers. It
cryptographically verifies user intent, prevents unauthorized or
hal | uci nated actions, and ensures auditable traceability of each
aut hori zed operati on.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 17 Septenber 2026.
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Thi s docunent specifies the Agent Operation Authorization framework —
a mechani smthat enables verifiable delegation of actions from human
principals to autononous Al agents with fine-grained agent operation
aut hori zation. The franmework includes Agent Operation Authorization
Proposal and Agent QOperation Authorization phases.

Thi s specification defines several new JSON Web Token (JWI) clains to
support agent operation authorization: agent_operation_proposal (used
in authorization requests), agent_operation_authorization (used in
access tokens), agent _identity (for verified agent-user binding),

evi dence (for user intent provenance), and context (for policy

eval uation in proposal phase). These clains enable fine-grained
control over autononous agent operations and ensure cryptographic
verification of user intent.

The Al agent constructs a structured agent operation_proposal object
and submts it to the Authorization Server (AS) via QAuth 2.0 Pushed
Aut hori zati on Requests (PAR) [ RFC9126], without including the user’s
ori gi nal natural -l anguage instruction.

Thi s design ensures that downstreamverifiers can validate both the
policy boundaries and the provenance of the initiating instruction,

wi t hout dependency on Decentralized Identifiers (DIDs). This enables
secure, auditable delegation for autonomous Al Agent.

As an optional enhancenment for user experience, the agent MAY include
a reference (e.g., a hash or identifier) to the original user pronpt
in the PAR request. This reference can be used by the AS to displ ay
the original user intent during the authorization consent process,
and MAY be included in the final authorization token for audit

pur poses.

Upon successful user confirmation and authentication of the

Aut hori zation Proposal during the first phase, the Authorization
Server (AS) SHALL issue an Agent Operation Authorization Token. This
token serves as the access token for subsequent interactions.

The agent MJST present this JW access token when accessing protected
resources at the AS, using the mechanisnms defined in QAuth 2.0
[ RFC6749] and bearer token usage rul es [ RFC6750].

Toget her, these conponents ensure that Al systens act only within
user - approved boundaries, mtigating risks such as hallucination

It is designed for use in autonomous Al Agent system nulti-agent
orchestration, and regul ated donai ns such as finance, healthcare, and
public services — particularly where accountability and auditability
are inportant.
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The framework supports enterprise identity providers, and zero-trust
architectures.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in RFC
2119 [RFC2119] and RFC 8174 [ RFCB174].

3. agent _operation_proposal Token Structure

The PAR-JWI (Pushed Authorization Request in JW format) is used in
the first phase. |Its purpose is to deliver the agent-proposed
operational strategy to the AS, enabling the generation of a high-
quality consent U and establishing an evidentiary starting point,
wi t hout including the user’s original input.

Its format is defined as foll ows:

{
"iss": "https://client.nyassistant.exanple",
"sub": "user_12345@myassi stant. exanpl e",
"aud": "https://as.online-shop.exanple",

"exp": 1731369540,
"iat": 1731320400,

"agent _user_bi ndi ng_proposal ": { ... },
"agent _operation_proposal ": "package agent\nallow { input.transaction
.anmpunt <= 50.0 }",
"context": { ... }
}
Figure 1

The agent user _bindi ng_proposal claimis a structured JSON obj ect
proposed by the client (e.g., an Al agent) to describe its own
identity context when acting on behalf of a user. |In the Agent
Operation Authorization Request (i.e., the PARJW), this claim
represents a _proposal _ of the agent-to-user binding and is _not yet
cryptographically endorsed_ by the Authorization Server (AS).

The Aut horization Server can determ ne whether a user is authorized
to access a given agent by verifying the user’s identity token (e.qg.,
an | D Token) issued by a trusted ldentity Provider. This requires
that the token includes the agent’s identifier in its aud (audi ence)
claim indicating that the token was intended for use with that
agent. Since only users authorized by the Identity Provider receive
tokens with the appropriate audi ence, validating the token and its
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audi ence suffices to establish legitimacy. The Authorization Server
MUST val idate this binding during request processing. Only upon
successful validation—and after obtaining explicit user consent—does
the AS issue an Agent Operation Authorization Token that includes the
agent identity claimas part of a trusted authorization assertion.

At that point, the presence of agent identity in the AS-issued token
serves as an inplicit attestation that the binding has been verifi ed.

The agent _operation_proposal field is a Rego policy string for OPA
enf or cenent .

The context field is a structured input fornmat for OPA deci sion-
maki ng.

The evidence field in the authorization token contains user
confirmation records generated during the authorization phase. See
Section 4 for the detailed format of this field.

The agent _user _bi ndi ng_proposal field format is as foll ows:

"agent _user _bindi ng_proposal ": {
"user _identity token": "eyJhbCGeci G JSUzIINiIs...",
"agent _wor kl oad_token": "eyJhbGci O JFUzI INils...",
"device_fingerprint": "df p_abcl123"
}
}

Figure 2

The user_identity token MUST be a cryptographically verifiable
identity credential (e.g., an Openl D Connect |ID Token). The AS
validates this token to establish the user’s identity before issuing
an aut hori zation token.

The agent wor kl oad_token identifies the running agent workl oad.

Unl ess ot herw se specified, it SHOULD be a Wrkload Identity Token
(WT) as defined in [I-D.ietf-w nmse-workl oad-creds]. Deployments
that already use other workload identity mechani sms (such as SPI FFE
SVID) MAY map those tokens into this field, provided that the

Aut hori zation Server (AS) can validate them and bind the workl oad
identity to the expected agent.

Liu, et al. Expires 17 Septenber 2026 [ Page 5]



I nternet-Draft Agent Operation Authorization March 2026

+:::::::::::::::::::::: jrbe bbb bbbty s s s s :::::::::::::::::::+
| Field Type Descri ption Requi r enent |
[ oo ool ool s s
user _identity token JWI A verifiable MUST be an Openl D
string identity Connect | D Token

the end crypt ographi cal |y
user, issued
by a trusted

I

I

I

I

si gned t oken. |
The Aut hori zation |
I

I

I

I

I

ldentity Server will
Provi der. validate this
token to

establish the

+ +
I I

+ +

I I

I I

| token for | or equival ent
I I

I I

I I

I I

I I

I I

I I

| | user’s identity.

| agent_workl oad_t oken | JWI | Averifiable | MJST be a valid,
| | string | workload | signed workl oad |
| | | identity | identity |
| | | token for | credential. The
| | | the agent, | Authorization |
| | | typically a | Server wll |
| | | Weorkl oad | validate this |
| | | Identity | token to |
| | | Token (WT) | establish the
| | | as defined | agent’s identity |
| | | inl-Dietf- | and |
| | | winse- | trustworthiness.
| | | workl oad- | |
I I | creds; I I
| | | deploynents | |
| | | using SPIFFE | |
I I | MAY map I I
| | | SPI FFE SVI Ds | |
| | | into this | |
| | | field. | |
g T oo s o e e oo s +
devi ce_fingerprint string An optional OPTI ONAL. | f

uni que provided, it

identifier SHOULD be a

for the stabl e, privacy-

client preserving

devi ce fingerprint

from har dwar e and
app properties).
Used by the AS to
popul ate t he

I I I
I I I
I I I
I I I
I I I
I I I
| instance. | (e.g., derived |
I I I
I I I
I I I
I I I
| | clientlnstance |
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| | | | field in the |
| | | | resulting |
| | | | agent_identity |
| | | | claim |

Tabl e 1: agent _user_bi ndi ng_proposal fields

[ oo ool oo sy oo s s
| Field | Type | Description | Requirenent |
[ sl e e, e e oo e e s s e s st
| version | string | Schema | MUST be "1.0" |
| | | version | |
S N o m e e e oo - St +
| id | URI | Unique | MJST be a UU D URI |
| | | identifier | |
oo s Fom e Fom e o - o m e e e e e e aao o +
| issuer | UR | I'ssuer of | MUST be a valid URI |
| | | identity | |
S N o m e e e oo - St +
| issuedTo | string | Target user | MJST be a |
| | | identity | cryptographically |
| | | | verifiable user |
| | | | identifier issued by a

| | | | trusted ldentity |
| | | | Provider, such as the

| | | | sub claimfroman ID |
| | | | Token. |
oo s Fom e Fom e o - o m e e e e e e aao o +
| issuedFor | object | Agent | MUST contain |
| | | context | platformthe | ogical |
| | | | platformor service |
| | | | namespace, client: The

| | | | software client |
| | | | identifier (e.g., |
I I I | nobile app ID), I
| | | | clientlnstance: A unique

| | | | fingerprint of the |
| | | | client instance (e.g., |
| | | | device+app hash). |
oo s Fom e Fom e o - o m e e e e e e aao o +
| issuanceDate | tinmestanp | Wen | MUST conformto | SO |
| | | identity | 8601 [
| | | was issued | |
o e e - R S o e e e e e e oo +
| validFrom | tinmestamp | When | MJUST conformto | SO |
| | | identity | 8601 |
| | | becones | |
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| | | valid | |
o e e e e o - o m e e e - o e e e e oo o o e e e e e e e e aao- +
| expires | timestanp | When | MUST conformto I SO |

| identity | 8601 |
| | | expires | |
e . - T +

Table 2: agent_identity fields

The agent _operation_proposal field format is as foll ows:

{

"agent _operation_proposal ": "package agent\nallow { input.transaction.anount

}

<= 50.0 }"

Figure 3

The agent _operation_proposal field should be a valid Rego policy
string.

The context field format is as foll ows:

{
"context": {
"channel ": "nobil e-app",
"devi ceFingerprint": "dfp_abc123",
"l anguage": "zh-CN',
"user": {
"id": "user_12345@ryassi st ant. exanpl e"
} i)
"agent": {
"instance": "dfp_abcl23",
"platform': "personal -agent. nmyassi stant. exanpl e",
"client": "nobil e-app-vl. nyassistant. exanpl e"
}
}
}
Figure 4

The Agent Cient sends this PAR-JW to the Authorization Server (AS)
via the Pushed Authorizati on Request (PAR) mechanism as defined in
[ RFC9126] (QAuth 2.0 Pushed Aut horization Requests).
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4.

Agent Operation Authorization Token

Upon successful user authorization and authentication, the

Aut hori zation Server (AS) issues a Verifiable Agent Qperation
Credential in the formof a JW token. The purpose of this
credential is to serve as a digitally signed and i ndependently
verifiable "authorization letter", which enables the Personal Agent
to perform authorized operations on behalf of the user. The issuer
of the credential is the Authorization Server (AS) (indicated by the
iss claim, and the intended audience is the Resource Server
(indicated by the aud claim that will verify and honor this

aut horization. The credential becones effective i mediately after
the user clicks "Allow' or "Consent".
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{
"iss": "https://as.online-shop. exanpl e",
"sub": "user_12345@wyassi st ant. exanpl e,
"aud": "https://api.online-shop. exanple",
"exp": 1731369540,
"iat": 1731320700,
/| ====== Evidence of User Confirmation ======
"evi dence": {
"id": "evidence-confirmation-abc123",
"user_confirmation_record": {
"di spl ayed_content": "Add itens under $50 to cart during the Nov 11 pronotion (val

d until 23:59)",
"user _action": "confirnmed via button click",
"timestanp": 1731320595,
"session_context": {
"oaut h_session_id": "session_abcl123",
"device_fingerprint": "df p_xyz789"

}}
",s_signature": "eyJhbGeci G JSUzI INi | sl nR5cCl 61 kpXVCJ9. . . si ghature_over_confirmtion_r
ecord"
}1
[] ====== Agent ldentity ======
"agent _identity": { ... },
/| ====== Agent Operation Authorization ======

"agent _operation_authorization": {
"policy_id": "opa-policy-789"

[/ ====== auditTrail ======
"auditTrail": {

"evi dence_reference": "evidence-confirmation-abc123",

bject by ID

"semant i cExpansi onLevel ": "nedi uni,

"user Acknow edgeTi mest amp”: 1731320580,

"consent| nterfaceVersion": "consent-ui-v2.1"
H
/] ====== (ptional: Reference to Proposal ======
"references": {

"rel at edProposal 1 d': "urn:uui d: op- proposal - 456"

}

}

Figure 5
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The evidence field in the authorization token contains user
confirmation records generated during the authorization phase.

The evidence field format in the authorization token is as foll ows:

{

"evi dence":
"user _confirmation_record": {
"di spl ayed_content": "string",
"user _action": "string",
"timestanmp”: "NurericDate",
"session_context": {
"oaut h_session_id": "string",
"device_fingerprint": "string"
}

s_signature": "signature over_user_confirmation_record_by AS"

}

Figure 6

The evidence field MAY alternatively use a WBC Verifiable Credentia
format for conpatibility with existing credential infrastructures.
When using WBC VC format, the credential MJST contain user
confirmation evidence and be signed by the Authorization Server.

Alternative WBC Verifiable Credential format for evidence
"evi dence": {

"type": "VerifiableCredential",
"credential Subject": {

"type": "User ConfirmationEvidence",
"userAction": "confirmed via_ ui_interaction",
"di spl ayedContent": "Add itens under $50 to cart during Nov 11 pronotion",
"confirmationTi mestanp": "2025-11-11T10: 33: 157",
"sessionld": "session_abcl123"
}
"issuer": "https://as.exanple.coni,

"issuanceDate": "2025-11-11T10: 33: 152",
"@ontext": ["https://ww. w3.org/ 2018/ credential s/vl"]

Figure 7
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identity claimis issued by the Authorization Server (AS)

after successfully validating a user identity token and confirmn ng

the agent’
representation of the binding between the agent and the user,
wi t h cont ext ual

{

s workload identity. It contains an authoritative
al ong

i nformati on necessary for authorization decisions.

"agent _identity": {

i ssuedTo

et al.

"version": "1.0",
"id": "urn:uuid:agent-identity-789",

i ssuer": "https://as.exanple.cont,
"issuedTo": "https://idp.exanple.conuser-12345",
"issuedFor": {
"platform': "personal -agent. myassi stant.exanpl e",
"client": "nobil e-app-vl. nyassistant. exanple",
"clientlnstance": "dfp_abc123"
}
"issuanceDate": 1731320130,
"validFroni: 1731320130,
"expires": 1731369540
Fi gure 8
| Type | Description | Requi r enent |
et S s ey e e s s e o
| string | Schenma version| MUST be "1.0" |
R e oo s o mm e e e e e e e i +
| URI | Uni que | MUST be a UUI D-based URI |
| |identifier for| |
| |this binding | |
| | i nst ance | |
B T oo s o m e e e e e iee i +
| URI | I ssuer of the | MUST be the URI of the |
| | agent _identity| Aut horization Server |
| | claim | |
T T o e e - o e e e e e e e e m o +
| string | Verified user | MUST be a gl obally uni que,

I
| |identifier on |cryptographically verifiable
| | whose behal f |identifier derived froma |
| | the agent acts|validated identity token |
| | | (e.g., the sub claim |
| | |optionally prefixed with the
| | | i ssuer URI such as |
| | | https://idp.exanpl e. conjuser-|
| | | 12345). |

It MJUST NOT be a

Expires 17 Septenber 2026 [ Page 12]



I nternet-Draft Agent Operation Authorization March 2026

| | | | pl ai n usernane or unverified

| | | | string. |
R S R o e e - o e e e e e e e e m o +
i ssuedFor | obj ect | Cont ext | MUST contain: platform
| i dentifying | Logi cal service nanespace;
| t he agent |client: Software client

I
I
I
|[identifier (e.g., nobile app |
| 1D); clientlnstance: Unique
| fingerprint of the client |
| i nstance (e.g., device+app |
I

I
I
I
I
I
I
I
| | hash).

I
I
I
I
|
I
I
+

| | | bi ndi ng was | |
| | | i ssued | |

| | | bi ndi ng | |
| | | becones | |
| | | ef fective | |

| | | bi ndi ng | |
| | | expires | |

Table 3: agent_identity fields in the authorization token

The agent identity claimis signed by the AS to ensure its
authenticity and integrity. The AS SHALL validate all inputs before
issuing this claim ensuring that the identities of both the user and
the agent are verified.

The policy id field is a string that serves as an OPA policy
reference and MUST match a registered policy in the AS

* auditTrail establishes a conplete, semantically traceabl e
chain—fromthe user’s original intent to the systenmis fina
executed action—in Al Agent scenarios. This mechanismis known as
a Semantic Audit Trail . The specific purposes and their
descriptions are outlined in the follow ng tabl e:
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1. I nt ent

| Records what the user originally said (e.g.,
| Provenance

I

I

I
"Add sonet hing cheap to cart on Nov 11 |
night") to prevent disputes such as: "I |
didn't say | wanted to add anything to cart!"

2. Action
Interpretation

| Documents how the systeminterpreted and |
| rendered the input into a concrete operation

| (e.g., "Add items under $50 to cart during |
| the Nov 11 pronotion (valid until 23:59)"), |
| reflecting the Al’s reasoni ng process. |

oo o - o m e e e e e e e e e e e e e e e e e e e e e e emamao o +
| 3. Semantic | Shows whet her semantic expansions or default |
| Transparency | values were applied (e.g., mapping "cheap" to

| | $50, defining "night" as 00: 0006: 00). |
o a o o m m e e e e e e e e e e e e e e e e e e e e mee— o on +
| 4. User | I'ncludes tinestanps indicating when the user |
| Confirmation | reviewed and confirned the interpreted |
| Evidence | action, serving as proof of authorization. |
S oot o e e e e e e e e e e e e e e e e e e e e e e oo oo +
| 5. | Enabl es post-hoc analysis in case of |
| Accountability | erroneous transactions: WAs the issue due to

| Support | ambi guous user input, system |
| | msinterpretation, or nisleading U guidance. |
o e oo e m e e e e e e e e e e e e e e e e e m e e e e e ee— o +

Tabl e 4. Purposes and Descriptions of the Semantic Audit Trai
5. Workfl ow

5.1. High-Level Flow

T + o a o + T + o e e e oo
| User | | Al Agent | AS | | Resource Server
R + o a o + R + Fom e e e oo
I
(1) | pronpt
__________________ >
(2) Parse & structure

I I I

| | |

I I I

I I I I
I I I I
| | operation proposal | |
I I I I
(3) | | | |
I I I I
I I I I
I I I I

Bui | d operation
proposal JWI
(4) Create and sign
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| JWF with JWS
I
I

Response

| |
(5) | POST /par with JWI |
| R R >
| | |
(6) | | | Validate JWI
I I I
I I I
| | ]
(7)) | | Return request_uri
| | <o |
| | _ |
(8) | | 302 Redirect |
| <o | |
| /authorize?client_id=..request_uri=...
| o >
I I I
(9) | I | Consent U
| S |
I I I
(10) | User approves | |
| o >
| | | _
(11) | | | Register policy
| | | I'ssue access token
I I I
(12) | | Return access token
| | <o |
I I I
(13) | | Present access token
| | o
I I I
(14) | | |
I I I
I I I
(15) | I I
I I I
I

Figure 9

5.2. Detail ed Process Flow
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(1)

(2)

(3)

(4)

(5)

(6)

(7

(8)

(9)

(10)

(11)

(12)

(13)

(14)

(15)

Li u,

User says: "Add sonething cheap to cart on Nov 11 night"

I

%
Al Agent parses intent -> builds operation proposal object
I

v
Agent creates operation proposal JWr

I

%
Agent creates JWI with operation proposal claim signs with JWs
I

v
Agent sends JW to AS via PAR POCST /par { "request": "<jw>" }
I

%
AS val i dates JW5, extracts proposal and validates

I

v
AS returns request_uri to Agent

I

%
Agent redirects User to AS: /authorize?request uri-=..

I

v
AS di spl ays consent U to User

I

%

User reviews displayed operation and approves

I

v

AS registers policy and issues Agent Operation Authorization Token
I

%

AS returns access token to Agent

I

v

Agent presents access token to Resource Server

%
RS verifies token and enforces OPA policy

v
Action executed or denied, response returned to User

Figure 10
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6

Agent -t 0- Agent Del egati on

In multi-agent systens, a primary agent (Agent A) may del egate a
subset of its authorized operations to a secondary agent (Agent B).
Thi s specification supports such del egati on while preserving:

* End-to-end auditability back to the original human principal;
* No privilege escal ation beyond the original authorization scope;
* Explicit AS validation at every del egation hop.

To support secure agent-to-agent del egation, the Agent Operation

Aut hori zation Token MAY include a delegation_chain claim This claim
is an ordered list (fromnost recent to original) of
cryptographically verifiable del egati on events, enabling resource
servers to validate that the current agent’s authority is

derived—wi thout escal ation—froman origi nal hunman-confirned

aut hori zati on.

The del egation_chain is an array of del egation records, ordered from
nost recent to earliest. Each record MJUST be cryptographically bound
to the issuing Authorization Server during token issuance.

"del egation_chain": [

{
"del egator _jti": "urn:uuid:token-abc-123",
"del egator _agent identity": { /* agent _identity of Agent A */ },
"del egation_tinestanp": 1734516900,
"operation_sumary": "Del egate inventory check for item X',
"as_signature": "eyJhbGci G JSUzl INils..."

}

Fi gure 11

Each entry in the del egation_chain is signed by the Authorization
Server at issuance time, ensuring its integrity and non-repudi ati on
The chain is extended—not copied—by the AS during each del egation
step. The follow ng subsections describe how agents initiate

del egati on and how the AS validates and extends this chain.

The del egation_chain contains the follow ng fields:
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| Field | Type | Description | Requi r enent
[} e —————————————— L ————— L —p—_———————————r Ll p—p—p—————r
| del egator _jti | string | The JTI (JWI | D) | REQUI RED.
| C(URI) | of the | MUST be a
| del egator’s |valid JWI I D
| aut hori zati on | that can be

I
I I
I I I
I I I
| | | t oken, serving |resolved by
| | |as a reference |the AS. |
| | |to the prior | |
| | | aut hori zati on in| |
| | | the del egation | |
| | | chai n. | |
| del egat or _agent _i dentity| obj ect | The | REQUI RED. |
| | agent _identity |MJST match the|
|claimfromthe |agent_identity]

I

I I

| | | del egator’s | structure |
| | | t oken, | defined in |
| | |identifying the |this |
| | | del egati ng | speci fication.

I I | agent. I I
Fom e e e e a e e oo S o a o oo s +
| del egati on_ti nmest anp | ti mestanp| The time when | REQUI RED.

I
| | | this del egation | MUST conform |
| | | was aut horized |to |ISO 8601 |
| | | by the AS. | UTC f or mat . |

| operati on_sunmary | string | A human-r eadabl e| OPTI ONAL. |
| description of |Useful for
| t he del egat ed | post - hoc |
| operation for | anal ysi s and
I
I
I

I I
I I
I I
| | | audit and | conpl i ance
| | | I oggi ng | reporting.
| | | pur poses. |
e e e e e oo S o a o oo s +
| as_si gnature | string | Crypt ographic | REQUI RED.
| (JWI) | signature from | MJST be
| the AS over this|verifiable
| del egati on |using the AS' s

| record, ensuring|public key.
|integrity and |
| non-repudi ati on.

Tabl e 5: del egation_chain Fields
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6.1. Del egation Request

VWhen initiating del egation, Agent A submits a Pushed Authorization
Request (PAR) to the AS contai ning:

* |ts current Agent Operation Authorization Token (or a reference
via jti if tokens are stored server-side);

* A new agent _user_bindi ng_proposal for Agent B (note: user remains
the original human principal);

* A requested_sub _operation descriptor (e.g., policy tenplate ID or
scope hash).

I mportantly, Agent A does _not_ submit raw credentials |ike

sourcePronpt Credential. The AS validates the user confirnmation

evi dence and authorizati on scope using the provided token reference.
6.2. Authorization Server Validation

The AS MJST performthe foll ow ng checks:

1. Validate that the submitted token (or jti) is valid and issued by
this AS.

2. Confirmthat the original token permts del egation (e.g.,
contains "del egation_all owed": true).

3. Verify that the requested sub-operation is strictly narrower in
scope than the original authorization. This may be inpl enmented
Vi a:

1. Pre-registered policy tenplates with hierarchica
rel ati onshi ps;

2. Runtinme evaluation using a policy engine (e.g., OPA) if
enabl ed;

3. Scope string containnent (for sinple cases).

4. Authenticate Agent B’ s identity via its agent_ workl oad token in
t he new bi ndi ng proposal

If all checks pass, the AS issues a new Agent Operation Authorization
Token for Agent B. The new token:

* References the same original human intent (via internal |inkage,
not token exposure);
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* Includes a new agent _identity for Agent B;

* Extends the del egation_chain with a new, AS-signed record
referencing Agent A's token (jti).

Trust Chain Preservation

The resulting token for Agent B contains:

* A fresh agent _identity identifying Agent B;

* An updated del egation_chain with one additional entry;

* No exposure of the original user’ s ID Token or Agent A s private
credentials (while the issuedTo field allows maintaining the |ink
to the human principal).

Resource Servers can validate the entire chain by:

1. Verifying the AS signature on each del egation_chain entry;

2. Confirmng that the final agent identity.issuedTo matches the
ori gi nal human principal ;

3. Ensuring no operation exceeds the cunul ative scope of the chain.
Security Considerations

The JWS signature provides integrity protection for the authorization
token, while the evidence field contains user confirmation records
generated during the authorization phase.

Aut hori zation Servers MJST validate the user confirmation evidence
and session context before issuing authorization tokens.

The Authorization Server MJST generate a cryptographi c signature over
the user_confirmation_record to ensure its integrity and non-

repudi ation. This signature provides authoritative attestation that
the user confirmed the displayed content at the specified tinmestanp.

When using WBC Verifiable Credential format for evidence,

Aut hori zation Servers MJST validate the credential’s signature and
verify that it contains appropriate user confirmtion evidence as
described in this specification.

Public keys referenced by issuerKey MJST be obtained through secure,
trusted nechanisns (e.g., pre-registration, PKlI).
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8.

8.

Expressi on evaluation (e.g., CEL) MJST occur in sandboxed
envi ronment s.

The use of PAR prevents | eakage of sensitive operation data in URLs.

Thi s specification assumes a threat nodel in which the agent

i mpl ementation (including its evidence construction and signing
logic) is part of the trusted computing base, while the |arge

| anguage nodel (LLM used to derive operation proposals is not. The
mechani sns defined here are primarily intended to nake the
transformation fromthe user’s original intent to the fina

aut hori zed operation transparent and auditable, and to avoid granting
the LLM direct control over authorization decisions.

During the authorization phase, the Authorization Server (AS) acts as
the witness of the user’s consent: it presents the rendered operation
to the user on an AS-controlled interface and, upon explicit

approval, issues the Agent Operation Authorization Token enbeddi ng
user confirmation evidence. This evidence includes the displayed
content, user action, and confirmation tinmestanp, all covered by the
AS s signature on the token for audit and verification purposes.

Depl oyments MAY define whitelists or policy profiles that Iimt which
cl asses of operations an agent can be authorized to performfor a
user, especially for highly sensitive resources. This can help
reduce the risk of over-broad del egation

For Agent-to-Agent del egation, the Authorization Server acts as the
central policy enforcer and trust anchor. It MJST NOT issue

del egati on tokens unless it can cryptographically verify the user
confirmation evidence and confirmthat the proposed sub-operation is
wi thin the bounds of the original authorization.

The del egation_chain MJST be constructed and signed by the AS (and
not self-reported by agents) in order to prevent forgery.

I ANA Consi derations
1. JW CaimRegistration
Thi s docunent requests IANA to register the following two clains in
the "JSON Wb Token d ains" registry, follow ng the procedure defined
in RFC 8126.

Claim Name: agent _identity

ClaimDescription: A structured claimthat conveys the identity and
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i ssuance netadata of an autononpbus agent acting on behalf of a
user. It includes a unique identifier, issuer, target user,
depl oynent context, and validity tinestanps, enabling secure
bi ndi ng of agent operations to a verified identity.

Change Controller: |ETF

Speci fication Docunment: This document requests registration of the
agent _identity claimin the 1 ANA "JSON Web Token Cl ai ns8" registry
[ RFC7519] .

Clai m Name: agent _operation_proposa

ClaimDescription: A Rego policy string proposed by an agent for
aut hori zation evaluation. This claimis used in the initial
aut hori zati on request to convey a policy that, upon validation and
registration by the Authorization Server, will be referenced via a
policy id in subsequent access tokens.

Change Controller: |ETF

Speci fication Docunment: This docunment, Section X Y ("Agent Qperation
Pr oposal ")

Clai m Name: agent _operation_aut horization

ClaimDescription: A structured claimthat conveys authorization
met adata for agent-perforned operations, including a reference to
a registered policy via the policy id field. This claimis
included in access tokens issued after successful policy
val idation and registration by the Authorization Server

Change Controller: |ETF

Speci fication Docunment: This docunment, Section X Z ("Agent Qperation
Aut hori zati on")

Cl ai m Name: cont ext

ClaimDescription: A structured clai mproviding contextual
informati on for policy evaluation, including user and agent
identity attributes, device characteristics, channel, and | ocal e.
This claimserves as the input data for Open Policy Agent (OPA)
enf or cement deci si ons.

Change Controller: |ETF

Speci fication Docunent: This docunment, Section X. Z ("context")
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8.

9.

9.

9.

Li u,

Cl ai m Name: del egati on_chain

ClaimDescription: An optional array of AS-signed del egation records

traci ng agent-to-agent authorizations. Each record includes:

del egator _jti (reference to prior token), del egator_agent identity
(del egating agent’s identity), delegation_tinestanp,
operation_sunmary (optional hunman-readabl e description), and
as_signature (AS cryptographic signature ensuring integrity).

Enabl es end-to-end validation of delegation |ineage w thout

exposi ng raw credenti al s.

Change Controller: |ETF

Speci fication Docunent: This document, Section 6.

JSON Schema (I nformative)

While not required for interoperability, inplementers may find it
useful to validate claimstructures using JSON Schenma. Informative
schemas for the clainms defined in this docunent nay be devel oped and
publ i shed separately. Such schemas are not normative and do not
require | ANA registration.

Ref er ences

Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate

Requi renment Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/info/rfc2119>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC

2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://www.rfc-editor.org/info/rfc8174>.

[ RFC7519] Jones, M, Bradley, J., and N Sakimura, "JSON Wb Token

(Jwn", RFC 7519, DO 10.17487/RFC7519, My 2015,
<https://www. rfc-editor.org/info/rfc7519>.

[ RFC9126] Lodderstedt, T., Canpbell, B., Sakinmura, N., Tonge, D.,

and F. Skokan, "QAuth 2.0 Pushed Authorization Requests",
RFC 9126, DO 10. 17487/ RFC9126, Septenber 2021,
<https://www.rfc-editor.org/info/rfc9126>.

I nformati ve References

et al. Expires 17 Septenber 2026 [ Page 23]



I nternet-Draft Agent Operation Authorization March 2026

[1-D.ietf-w nse-workl oad-creds]
| ETF W MSE Wor ki ng Group, "Workload Identity Credential s",
Wirk in Progress, Internet-Draft, draft-ietf-w nse-
wor kl oad- creds, COctober 2024,

<https://datatracker.ietf.org/doc/htnm/draft-ietf-w nse-
wor k|l oad- cr eds>.

[ Openl D] Openl D Foundation, "Openl D Connect Core 1.0", November
2014,

<htt ps:// openi d. net/ specs/ openi d-connect-core-1 0. htn >.
Acknowl edgnent s
TBD
Aut hors’ Addresses
Dapeng Liu

Al i baba
Emai | : max.| dp@l i baba-inc. com

Hongru Zhu
Al'i baba
Emai | : hongru. zhr @l i baba-i nc. com

Suresh Krishnan
Cisco
Emai | : suresh. kri shnan@nai | . com

Liu, et al. Expires 17 Septenber 2026 [ Page 24]



