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Abst r act

Thi s docunent specifies the Agent Operation Authorization franework —
a structured nmechani smthat enables verifiable del egation of actions
from human principals to autonomous Al agents with fine-grai ned agent
operation authorization.

The framework introduces two distinct phases:

* *Agent Operation Authorization Request:* A human-readabl e proposal
of operations derived fromnatural |anguage i nput and converted to
a JSON Wb Token (JWI).

*  *Agent Qperation Authorization Token:* A JSON Web Token
representing confirned authorization for a specific agent
operation, enforceable at runtinme by agents and verifiers. It
cryptographically verifies user intent, prevents unauthorized or
hal | uci nated actions, and ensures auditable traceability of each
aut hori zed operati on.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 29 May 2026.
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1. Introduction

I n agent - based systens, especially those involving generative
capabilities, it is essential to convey not only what actions are
permitted but also the original intent behind them and conditions
under whi ch an autononmous agent may act on behalf of a principal

Thi s docunent specifies the Agent Qperation Authorization framework —
a nmechani smthat enables verifiable delegation of actions from human
principals to autononobus Al agents with fine-grai ned agent operation
aut hori zation. The framework includes Agent Operation Authorization
Proposal and Agent Operation Authorization phases.

Thi s specification defines a new top-level JSON Wb Token (JWI)

claim agent _operation, which contains fine-grained and structured
operational paraneters including agent_operations, constraints, and
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conditions. Additionally, it supports inclusion of a user-provided
pronpt whose authenticity is protected via a WBC Verifiable
Credential (VO).

The Al agent captures the user’ s natural -l anguage instruction during
interaction, constructs a structured agent _operation_proposa

obj ect,includes a pronpt evidence subfield carrying the user’s

nat ural -1 anguage instruction in the formof a JW-based Verifiable
Credential (JW-VC), and subnmits the resulting JW to the

Aut hori zation Server (AS) via QAuth 2.0 Pushed Authorization Requests
(PAR) [ RFC9126].

Thi s design ensures that downstream verifiers can validate both the
policy boundaries and the provenance of the initiating instruction,

wi t hout dependency on Decentralized Identifiers (DIDs). This enables
secure, auditabl e delegation for autononous Al Agent.

Upon successful user confirmation and authentication of the

Aut hori zation Proposal during the first phase, the Authorization
Server (AS) SHALL issue an Agent Operation Authorization Token. This
token serves as the access token for subsequent interactions.

The agent MJST present this JW access token when accessing protected
resources at the AS, using the mechanisns defined in QAuth 2.0
[ RFC6749] and bearer token usage rules [ RFC6750].

Toget her, these conmponents ensure that Al systens act only within
user - approved boundaries, mtigating risks such as hallucination

It is designed for use in autononous Al Agent system nulti-agent
orchestration, and regul ated donmai ns such as finance, healthcare, and
public services — particularly where accountability and auditability
are inportant.

The framework supports enterprise identity providers, and zero-trust
archi tect ures.

2. Requirenents Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and

"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [RFC2119].
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3. agent _operation_proposal Token Structure

The PAR-JWI (Pushed Authorization Request in JW format) is used in
the first phase. |Its purpose is to deliver the user’s original input
and t he agent-proposed operational strategy to the AS, enabling the
generation of a high-quality consent U and establishing an
evidentiary starting point.

Its format is defined as foll ows:

{

iss": "https://client.nyassistant.exanple",
aud": "https://as.online-shop.exanple",
iat": 1731664500,

"exp": 1731665100,

“jtit: "par-jw-123",
[l ====== User original input pronpt ======
"evi dence": {
"sourcePronmpt Credential ": "eyJhbGeci G JSUzI 1Ni | sl nR5cCl 61 kpXVCJ9. eyJ

gdCki G Jwd- 0011i wi aXNzl j oi aHROCHMBLY9j bA | bnQubXl hbnN3ZXI uZXhhbXBsZSI sl nN1Yi | 61 nVzZXJf MTI
zNDUi LCIpYXQ G E3MzE2N) QLMDAs| mv4c Cl 6MTcz MI'Y2ODEWMOW dHI wZSI 61 nVzZXI t awbwdXQ Y3JI ZGvudd h
bCl sl nByb21wdCl 61 kJ1eSBzb21l dGhpbntgY2hl YXAgh24gTnD21 DEXI GBpZ2h0l i wi dd t ZXNOYWLW j oi M AyN
SOx MS0OX MWQy Mz oz MDowMFoi LCJj aGrubmsl j oi dmBpY2Ui LCIkZXZpY2VGaWsnZXJwem udCl 61 mRnc FOhYmvk M
M f Q SI GNATURE"

/| ====== Agent operation proposal ======
"agent _operation_proposal": {

"version": "1.0",
"id": "urn:uuid: op-proposal - 456",
"issuer": "https://client. nyassistant.exanpl e/ agent-issuer”,
ssuedTo": "user_12345@yassi st ant. exanpl e”,
ssuedFor": {
"platform': "personal -agent. nmyassi stant. exanpl e",
"client": "nobil e-app-vl. nyassistant.exanple",
"clientlnstance": "dfp_abc123"

} ]
"i ssuancebDate": "2025-11-10T09: 58: 302",

"val i dFronf': "2025-11-10T10: 00: 00Z",
"expires": "2025-11-11T06: 00: 00Z",

"operations": [
{
"resources": ["https://api.online-shop.comcart"],
"actions": ["purchase"]

}

onstraints": {
"usage limt": 1,
"revocabl e": true

]

}

onditions": {
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"l anguage": "cel",
"expression": "transaction.amunt <= 50.0 && time. hour < 6"
}1
"renderedText": "Buy something cheap on Nov 11 night"
}1
/| ====== Context information======
"context": {
"channel ": "nobil e-app”,

"devi ceFingerprint": "dfp_abc123",
"l anguage": "zh-CN'

Figure 1
The *evi dence* field is a JW in JSONVC (JSON Wb Token-based
Verifiable Credential) format, generated by the agent client and
included in the agent operation proposal token

Its format is as foll ows:

*  *JWI Header*

{
"al g": "RS256",
"typ": "Jwr,
"kid": "https://client. myassistant.exanpl e/.well-know/jwks.json#key-01"
}
Figure 2
* gl g*

Uses the RS256 asymmetric signing algorithm (recomrended).
*typ*

Explicitly set to JW to indicate the token type.

*Kki d*

The key identifier that references the public key used for

verification, enabling the recipient to | ocate the corresponding
public key (e.g., froma JWKS endpoint).
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*  *JWI Payl oad*

"jti": "pt-001",

"iss": "https://client. nyassistant.exanple",
"sub": "user_12345",

"iat": 1731664500,

"exp": 1731668100,

/| ====== WBC VC Fornat ======
"type": "VerifiableCredential",
"credential Subject": {

"type": "Userl nput Evi dence",

"pronpt": "Buy sonething cheap on Nov 11 night",

"timestanmp": "2025-11-11T23:30: 002",
"channel ": "voice",
"devi ceFingerprint": "dfp_abc123"

},

"issuer": "https://client.nyassistant.exanple",

"issuanceDate": "2025-11-11T23: 30: 302",
"expirationDate": "2025-11-12T06: 00: 00Z",

/| ====== ptional Proof ======
proof": {

"type": "Jwt Proof2020",

"created": "2025-11-11T23: 30: 302",

Novenber 2025

"verificationMethod": "https://client.nyassistant.exanpl e/ #key-01"

Figure 3

* *Ppublic Key Discovery Mechani sm (JVKS)*

The client agent publishes its public keys in JSON Wb Key Set (JVKS)
format at the well-known endpoint /.well-known/jwks.json. To
retrieve the public keys, a relying party sends an HTTPS GET request

to this endpoint.

GET /.wel | -known/j wks. j son
Host: client.myassistant. exanpl e

Figure 4
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"keys": [
{
"kty": "RSA",
"use": "sig",
"kid": "key-01",
"al g": "RS256",
"n": "nodul us_in_base64url...",
"e": "AQAB"
}
]
}
Figure 5

*  *Sj gnat ur e*

The Issuer (https://client.nyassistant.exanple) generates the
signature using its private key and the RS256 (RSA Signature with
SHA- 256) al gorithm over the concatenated content: base64url (header) +
"." + base64url (payl oad).

Final Qutput as Standard JWI Tripartite String

The resulting JWF is a URL-safe, three-part encoded string in the
format:

eyJhbCci O JSUzI 1N | sl nR5¢Cl 61 kpXVCl sl nt pZCl 61 mhOdHBz O 8vY2xpZWs0LN1L5Y
Wozd2Vy LmvVAYWLWbGUvLndl bGM a25vd24vandr Lnpzb24j a2V5LTAXI n0. eyJgdGKi

O JwdCOWMVDEI LCIpc3M G JodHRwezovL2NsaW/udCst eWFuc3dl ci 51 eGRt cGxl i wi ¢
3Vi I'j oi dXN cl 8xM MONSI sl m hdCl 6MI'cz MTY2NDUWMMOW ZXhwl j oxNz MKNj YAMTAWLC
J0eXBl 1j oi VnvyaWpYWIsZUNy ZWRl bnRp YW LCJj cnivkZWe0aWFs U3Vi anVj dCl 6eyJ
0eXBl 1 j oi VXN ckl ucHVORXZpZGVuY2Ui LCIwcnBt cHQ G JCdXkgc29t ZXRoaWsnl GNo
ZWwW Pul E5vdi AxMSBuU . SI GNATURE

* *Verification Process:*

(1) Decode the JWI; (2) Extract the kid fromthe header; (3) Retrieve
the correspondi ng public key from/.well-known/jwks.json; (4)

Val i date the cryptographic signature; (5) Check policy conditions
such as iss, tinme window (iat, exp), and device fingerprint.

The Agent Cient sends this PAR-JW to the Authorization Server (AS)

via the Pushed Authorizati on Request (PAR) mechanism as defined in
[ RFC9126] (QAuth 2.0 Pushed Aut horization Requests).
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4. Agent Operation Authorization Token

Upon successful user authorization and authentication, the

Aut hori zation Server (AS) issues a *Verifiable Agent QOperation
Credential* in the formof a JW token. The purpose of this
credential is to serve as a digitally signed and i ndependently
verifiable "authorization letter", which enables the Personal Agent
to perform authorized operations on behalf of the user. The issuer
of the credential is the Authorization Server (AS), and the intended
recipient is the Personal Agent (which may be delivered via the
client). The credential becones effective imediately after the user
clicks "Allow' or "Consent".

{
"iss": "https://as.online-shop.cont,
"sub": "user_12345@myassi st ant. exanpl e",
"aud": "personal -agent. nmyassi st ant. exanpl e",
"iat": 1731665200,
"exp": 1732528800,
"jti": "urn:uuid: aoc-aut hz-789",
/| ====== Evidence JW-VC======
"evi dence": {
"sourcePronpt Credential ": "eyJhbCGeci G JSUzI 1N | sl nR5cCl 61 kpXVCJ9. . . SI GNATURE"
b
/| ====== Agent COperation Authorization ======
"agent _operation_authorization": {
"version": "1.0",
"id": "urn:uuid:aoc-authz-789",
"issuer": "https://as.online-shop.cont,

ssuedTo": "user_12345@yassi st ant. exanpl e",
ssuedFor": {

"platform': "personal -agent. nmyassi stant. exanpl e",
"client": "nobil e-app-vl. nyassistant.exanple",
"clientlnstance": "dfp_abc123"

}

"i ssuanceDate": "2025-11-11T10:08: 202",
"val i dFronf': "2025-11-11T10:10: 002",

"expires": "2025-11-16T06: 00: 00Z",

"operations": [
{
"resources": ["https://api.online-shop.conlapi/cart"],
"actions": ["purchase"]

}
1,

"constraints": {
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"usage limt": 1,
"revocabl e": true

}1
"conditions": {
"l anguage": "cel",
"expression": "transaction.anmount <= 50.0 && time. hour < 6"
";enderedText": "Purchase itens under $50 during the Dec 11 ni ght (00:0006: 00)"
}1
/] ====== auditTrail ======
"auditTrail": {
"original Pronpt Text": "Buy sonething cheap on Nov 11 night",
"renderedQperationText": "Purchase itens under $50 during the Dec 11 night (00:0006
:00)",
"semant i cExpansi onLevel ": "nedi uni,
"user Acknow edgeTi nest anp": "2025-11-11T10: 23: 312",
"consent | nterfaceVersion": "consent-ui-v2. 1"
}1
/| ====== (Optional: Reference to Proposal ======
"references": {
"rel at edProposal I d": "urn: uui d: op- proposal - 456"
}

Fi gure 6

*auditTrail* establishes a conplete, semantically traceable
chain—fromthe user’s original intent to the systenmis fina
executed action—in Al Agent scenarios. This mechanismis known as
a Semantic Audit Trail . The specific purposes and their
descriptions are outlined in the follow ng table:
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| 1. Intent
| Provenance
I
I

2. Action
Interpretation

| 3. Semantic
| Transparency
I
I

| 4. User

| Confirmation
| Evidence
I

| 5.

| Accountability
| Support
I

I

Agent Operation Authorization Novemrber

Records what the user originally said
(e.g., "Buy sonething cheap on Nov 11
night") to prevent disputes such as: "I
didn’ t say | wanted to buy anything!"

Docurents how the systeminterpreted
and rendered the input into a concrete
operation (e.g., "Purchase under $50
during 00:0006:00"), reflecting the
Al’ s reasoning process.

Shows whet her semantic expansions or
default values were applied (e.qg.,
mappi ng "cheap" to $50, defining
"night" as 00: 0006: 00) .

I ncludes timestanps indicating when the
user reviewed and confirmed the
interpreted action, serving as proof of
aut hori zati on.

Enabl es post-hoc analysis in case of
erroneous transactions: WAs the issue
due to anbi guous user input, system
m sinterpretation, or msleading U
gui dance

Tabl e 1: Purposes and Descriptions of the Semantic Audit Trai

5. Workfl ow

5.1. Hi gh-Level Flow

Liu & Zhu
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Fommmaa - + . + Fommmaa - + .
| User | | Al Agent | AS | | Resource Server
Fomm oo + o e + Fomm oo + o e e e e oo oo
I
CONN pronpt
R >
(2) Parse & structure

operati on proposal

I I
I I
I I
I I I
I I I
I I I
I I I
(3) | | Generate user’s |
| | pronpt VC |
I I I
(4) | | Build operation |
| | proposal JWr |
I I I
(5) | | | POST /par
| | | with JWIF --------- >
I I I
(6) | | | Return request _uri
I I [ <----mmmmmmme e I
I I I I
(7) | | Redirect user to | |
| | /authorize?request uri= |
I [=mmmmmm e >|
I I I I
(8) | Approve I I I
| Smmmmmm oo I
I I I I
(9) | | | Validate JWI |
| | | Extract operation |
| | | I'ssue access token |
I I [ <----mmmmmmme e I
I I I I
(10) | | Present access | |
| | token ------------ >| Resource AP |
I I [ == >|
| | | Enforce operation |
| | | Execute or deny |
I I | <--mmmmmiee e I
| | | Response |
| <mmmmmmmr e I
Figure 7

5.2. Detail ed Process Flow
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(1) User says: "Buy sonething cheap on Nov 11 night"
I

%
(2) Al Agent parses intent — builds operation proposal object

v
(3) AS generate the original pronpt VC using local private key (bound to issuerKey)

%
(4) Agent creates evidence section : { "evidence": { "sourcePronptCredential": "eyJhbCGeiO
i JSUzIl 1N | sl nR5cCl 61 kpXVCJ9. .. SI GNATURE"} }
I
v
(5) Agent creates JWI with operation proposal claim signs with JWs
|
%
(6) Agent sends JWI to AS via PAR POCST /par { "request": "<jw>" }
I
v
(7) AS validates JW5, extracts agent_operation_proposal . pronpt.signature and validate
|
%
(8) AS issues request _uri to agent
I
v
(9) Agent redirects user to /authorize?request_uri=..
|
%
(10) User reviews the original pronpt and the agent__authorizati on_operati on and approves

\Y

(11) AS issues Agent QOperation Authorization Token as access token

v
(12) Agent uses token to access Resource Server

%
(13) AS verifies evidence VC

v
(14) RS enforces constraints and conditions

%
(15) Action executed or denied

Fi gure 8
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6

7

7

Security Considerations

The conbi nati on of JWS and VC provides dual -layer integrity: JWS
protects the token, VC protects the pronpt.

Aut hori zation Servers MJST validate the VC proof using the referenced
i ssuer Key and associated public key material before accepting the
request.

Public keys referenced by issuerKey MJUST be obtained through secure,
trusted nechanisns (e.g., pre-registration, PKlI).

Expression evaluation (e.g., CEL) MJST occur in sandboxed
envi ronment s.

The use of PAR prevents | eakage of sensitive operation data in URLs.
I ANA Consi derations
1. JW CaimRegistration

Thi s docunent requests IANA to register the following two clains in
the "JSON Wb Token O ains" registry, follow ng the procedure defined
in RFC 8126.

Cl ai m Name: agent _operati on_proposa

ClaimDescription: A structured representation of an operation
proposed by an autononous agent on behalf of a user. It includes
i ntended actions, constraints, conditions, and references to
verifiable evidence (e.g., signed user input). Used in del egation
fl ows where user intent is expressed through natural |anguage and
converted i nto machi ne-execut abl e proposal s.

Change Controller: |ETF

Speci fication Docunent: This docunent, Section X Y ("Agent Operation
Proposal ")

Clai m Nanme: agent _operation_authorization

Claim Description: A structured authorization decision issued by an
Aut hori zati on Server in response to an operation proposal. It
mrrors the structure of the proposal but represents a formally
approved scope of execution, potentially with additional policy-
enforced constraints. Enables auditable, revocable, and context-
aware del egation for Al agents.
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Change Controller: |ETF

Speci fication Docunent: This document, Section X Z ("Agent QOperation
Aut hori zati on")

Both clains are intended to be used within JW's carrying structured
per m ssions and operational intent in human-Al collaboration
scenarios, particularly in regul ated environments requiring
traceability, non-repudi ation, and alignnment with EU Al Act
principles such as transparency and accountability.

7.2. JSON Schena Registration (Optional)

I mpl enenters nmay choose to publish formal JSON Schemas for

agent _operation_proposal and agent_operation_authorization. |If

st andardi zed schenas are devel oped, they can be subnitted to the | ANA
"JSON Schenma Reserved Vocabul ary" regi stry per RFC 9539.

8. References
8. 1. Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www.rfc-editor.org/info/rfc2119>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC7519] Jones, M, Bradley, J., and N. Sakimura, "JSON Wb Token
(JWn", RFC 7519, DA 10.17487/RFC7519, May 2015,
<https://ww.rfc-editor.org/info/rfc7519>.

[ RFC9126] Lodderstedt, T., Canpbell, B., Sakinmura, N., Tonge, D.,
and F. Skokan, "QAuth 2.0 Pushed Authorization Requests",
RFC 9126, DO 10. 17487/ RFC9126, Septenber 2021,
<https://www.rfc-editor.org/info/rfc9126>.

Acknowl edgnent s

The aut hor thanks contributors fromthe | ETF community for their
val uabl e feedback on agent authorization semantics.

Aut hors’ Addr esses

Liu & Zhu Expires 29 May 2026 [ Page 14]



I nternet-Draft Agent Operation Authorization Noverber 2025

Dapeng Liu
Al i baba
Emai | : max. | dp@l i baba-inc. com

Hongru Zhu
Al i baba
Emai | : hongru. zhr @l i baba-i nc. com

Liu & Zhu Expires 29 May 2026 [ Page 15]



