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Abst ract

The Internet of Agents (10A) requires a robust infrastructure to
manage the lifecycle, discovery, and interaction of autononous agents
across distributed network domains. VWhile the Agent Gateway (AGHN
provides a localized control point, |arge-scale deploynents
necessitate a nmechanismfor nultiple gateways to synchroni ze agent
met adata and routing information. This docunment specifies the Agent
Met adat a Synchroni zati on Protocol (AMSP). AMSP facilitates the
exchange of Agent Records between hierarchical gateways (Level-1 and
Level -2), ensuring global reachability, efficient resource
utilization, and | oop-free nmetadata propagation.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 20 Septenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roduction

The Internet of Agents (l10A) paradigmshifts comunication from host-
to- host towards dynamic, autononous Agent-to-Agent interactions. As
di scussed in [I-D.liu-rtgwg-agent-gateway-requirenments], the

i ntroduction of Agent Gateways (AGM) is crucial for addressing the
scalability, security, and efficiency challenges inherent in |arge-
scal e, unnanaged Agent networks. An Agent Gateway acts as a
specialized internediary that facilitates secure and efficient

i nteracti on between agents that either within a network donai n or
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across different network donmins.

A natural progression in this architecture is the depl oyment of

mul tiple, possibly distributed, Agent Gateways. For instance, an
organi zation may deploy AGM in different geographic |ocations,
across various cloud environments, or to serve distinct business
units to optimze for latency, locality, data sovereignty, or fault
tolerance. |In such scenarios, while Agents interact with their |oca
gat eway, the gateways thensel ves nmust coll aborate to enabl e seanl ess
conmuni cation and service continuity across the entire nmulti-gateway
infrastructure

Thi s docunent specifies the Agent Metadata Synchronization Protoco
(AVBP). AMSP defines the mechanisnms for interconnection between
Agent Gateways, the procedures for efficient netadata exchange, and
the underlying design principles. By enabling a unified view of
avai | abl e agents across nultiple gateway instances, AMSP ensures that
the "Internet of Agents" (10A) can scale effectively while

mai nt ai ni ng robust governance and reachability.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. Functional Requirenents of Interaction between Agent Gateways

Thi s sections discusses the high-level requirenments of the

i nteracti on between agent gateways. Gap analysis of current
protocol s and designing of AVSP is described in bel ow scetions
accordingly.

2.1. Agent Gateway Di scovery

For inter-gateway comuni cation to be established, an Agent Gateway
must first discover its peers. This discovery process can be static
(via configuration) or dynamc. The protocol MJST support nechanisns
for an AGWto discover and establish control sessions w th other
gateways, particularly in a hierarchical architecture where Level-1
gateways need to | ocate their designated Level -2 gateway(s), and
Level -2 gateways need to discover each other. The discovery
mechani sm nust be resilient and all ow for network topol ogy changes.
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2.2. Metadata Synchronization

The core function of inter-gateway interaction is the synchronization
of Agent netadata. The primary netadata unit is the Agent Record. A
standardi zed format for this record, such as the AgentCard fornmat

[ Agent Card], SHOULD be used to ensure interoperability. The metadata
to be synchroni zed includes, but is not limted to:

* Agent ldentifier (Agent |D)
* Agent Capabilities/Skills

* Reachability Information (e.g., the URI of the gateway serving the
Agent)

* Associated Security Policies and Trust Attributes

The synchroni zati on process MJST ensure that netadata is propagated
efficiently and consistently across the inter-gateway network,
respecting the defined hierarchy and any configured policies.

2.3. Forwarding Table Form ng for Agent Messages

Based on the synchroni zed Agent Records, particularly the Agent | Ds,
skills, and capabilities, each Agent Gateway MJST be able to
construct and maintain a logical forwarding table. This table maps a
target Agent ID/skill to the next-hop gateway (or directly to the
Agent, if local) for the purpose of routing application-layer Agent
messages. The formation of this table is a direct outcone of the

met adat a synchroni zati on process and is fundanental to enabling

i nter-domai n Agent communication

3. Gap Analysis of Current Approaches

An exani nation of existing protocols reveals that they are not fully
suited to neet the specific requirements of inter-gateway Agent
nmet adat a exchange

3.1. Routing Protocols

Traditional routing protocols (e.g., BG, OSPF, 1S 1S) are designed
to exchange network-1ayer reachability information (IP prefixes).
They operate on network and transport layer identifiers and are not
equi pped to handl e the semantics of application-layer entities like
Agents. They lack the ability to carry and process rich, variabl e-

| ength netadata such as capability descriptions, skill sets, or
application-specific security policies. Extending these protocols to
support such data woul d be conpl ex and woul d deviate fromtheir core
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desi gn principles.

Furthernore, the high churn rate of Agents would | ead to excessive
route flapping if mapped directly to traditional routing tabl es.

3.2. Pub/Sub Protocols

Gener al - pur pose publish/subscribe protocols (e.g., MJIT, XMPP) are
efficient for distributing nessages based on topics. However, they
are typically designed for data distribution rather than state
synchroni zation with strong consi stency and routing table conmputation
requirenents. They often lack built-in nmechanisnms for | oop
prevention, policy-based filtering on the publisher side, and the
construction of a forwarding state that maps identifiers to next

hops. And they typically require a centralized broker or a flat
cluster, which does not align with the hierarchical and decentralized
nat ure of cross-domain |0A depl oynents.

Wil e a Pub/ Sub nodel could be a conmponent of the AMSP, it al one does
not fulfill the conplete set of requirements for a routing and
synchroni zati on protocol between gateways

4. Design Principles of AVSP
To address the identified gaps and requirenments, the Agent Metadata
Synchroni zati on Protocol (AMSP) is designed according to the
foll owi ng principles.

4.1. Protocol Layer
AVSP i s designed as an application-layer (Layer 7) protocol. It is
intended to operate on top of reliable transport protocols. The
initial specification will define bindings to two comon application
f ramewor ks
* JSON + HTTP
* gRPC + HTTP
Thi s approach | everages wi dely adopted web technol ogies, facilitating
i mpl ement ati on, debugging, and integration with existing network
services and orchestration platforns.

4.2. Agent Gateway ldentification

An Agent Gateway participating in AMSP MUST be uni quely identifiable.
Two primary methods are support ed:
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*

4. 3.

| P Address + Port: A gateway can be identified by its |IP address
and a designated AMSP service port. This is a straightforward
met hod suitable for nmany depl oynents.

Uni form Resource ldentifier (URI): A gateway can be identified by
a URL (e.g., https://gwl.exanple.io/amsp). This method offers
greater flexibility, enabling the use of DNS for addressing, |oad
bal anci ng, and the col ocati on of AMSP servi ces.

Gat eway Hi erarchy (Level-1, Level-2)

To ensure scalability and operational efficiency, AVSP defines a two-
| evel hierarchical nodel for gateway interconnection

*

Thi

4. 4.

Level -1 Gateway (L1 AGW: These gateways are depl oyed closer to
the edge, serving specific localities such as a canpus, a data
center, or a broadband access network (BRAS). A Level-1 gateway
mai nt ai ns Agent Records only for the Agents directly connected to
or registered with it. It discovers and connects to its
designated Level -2 gateway(s) to report local records and to query
or subscribe to records for Agents outside its |ocal domain.

Level -2 Gateway (L2 AGW: These are core nodes that nmaintain a

gl obal or regional view of Agent netadata. A Level-2gateway could
be operated by a network provider, a large enterprise, or a mgjor
Agent service provider. Level-2 gateways maintain the full set of
Agent Records for their domain and are responsible for
synchronizing this full view with other Level-2 gateways. The
addresses (I P/ port or URL) of Level-2 gateways can be publicly
advertised (simlar to public DNS servers) or privately disclosed
to authorized Level -1 gateways.

s hierarchical structure provides two key advant ages:

I nproved Convergence: Full-nmesh synchronization of all records is
confined to a smaller set of Level-2 gateways, enhancing overal
synchroni zati on speed and stability.

Reduced State at the Edge: Level-1 gateways only need to store

| ocal records and a subset of renote records that are actively
bei ng used (via subscription), significantly reducing their nenory
and processing requirenents.

Gat eway Di scovery

The di scovery process follows the established hierarchy.
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* Level -1 Discovers Level -2 Gateway: A Level-1 gateway is
configured, either manually or via automated nechanisns (e.g.,
DHCP options, anycast), with the address of its upstream Level -2
gateway(s). It then initiates a connection to this Level-2
gateway to establish an AVSP peering session

* Level -2 Gateway Inter-Discovery: Level-2 gateways are typically
configured with the addresses of their peers (neighboring Level -2
gateways). This configuration can be done nmanual ly by an operator
or through a controller or orchestration system Once configured,
Level -2 gateways establish AMSP sessions with their peers to
facilitate full-nesh or partial-nesh synchronization of the gl oba
met adat a set.

4.5. Synchronization nechani sns

The synchroni zation of Agent Records is the core function of AMSP
The nechani sns are defined separately for the two | evels of the

hi erarchy. Per current conmmon practise, an Agent Record is estinmated
to be between 5-12 KB in size. For exanple, storing records for 1
mllion Agents would therefore require approximtely 12GB of storage,
which is feasible for a Level -2 gateway.

4.5.1. Synchronization between Level-1 and Level -2 Gat eways

The interaction between a Level-1 and its Level-2 gateway foll ows a
hybri d push-and-pul | nodel

1) Local Registration and Upstream Push: \When an Agent registers with its |ocal Leve
-1 gateway, the gateway stores the Agent’s Record locally. It then imediately pushes th
is record to its connected Level -2 gateway(s). This ensures the upper |layer has an up-to
-date view of all edge Agents.

2) On-Denmand Subscription fromLevel-1: Wen a Level -1 gateway receives a resolution
request froma local Agent (e.g., a natural |anguage query to find Agents with a specific
capability), it first checks its local cache. |If the required information is not presen
t, it sends a subscription request to its Level-2 gateway for the relevant topic or capab
ility. This is a pull-based, on-demand mechani sm

3) Targeted Push from Level -2: The Level -2 gateway, upon receiving a subscription, pu
shes the rel evant Agent Records to the requesting Level -1 gateway. This ensures that the
edge gateway only receives the netadata it actually needs.

4) Update Propagation: If an Agent Record changes (e.g., an Agent goes offline or its
capabilities are updated), the change is first pushed fromthe Level-1 to the Level-2 ga
teway. The Level -2 gateway then propagates this update to all Level-1 gateways that have
subscribed to that specific record or its topic. It also propagates the update to other L
evel -2 gat eways

5) Subscription O eanup: To nanage resources, a Level-1 gateway MAY unsubscribe from
a topic or a set of records if they have not been used for a defined period.

4.5.2. Synchronization between Level -2 Gateways

Synchroni zati on anong Level -2 gateways ains to naintain a consistent
gl obal view. This process requires robust | oop-prevention
mechani sms, drawi ng inspiration from path-vector protocols |ike BGP

* Full State Synchronization: Level-2 gateways exchange conpl ete
views of their Agent Record database upon session establishment.
Subsequently, only increnmental updates (changes) are propagated.
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* Loop Prevention Mechani sns:

-- Source Pruning (Split Horizon): Wen a Level -2 gateway sends records to its peers,
t MJUST inplenent a formof source pruning. Records received froma specific neighbor are
not transmitted back to that sanme neighbor. This is anal ogous to naintaining a separate R
outing Information Base (Rl B) per peer.

-- PATH Attribute: Each update nessage for an Agent Record MJST carry a PATH attri bute.
This attribute is an ordered list of the URIs of the Level -2 gateways through which the
record update has passed.

a) When a gateway sends an update, it prepends its owmn URI to the PATH attri but

b) Upon receiving an update, a gateway checks the PATH attribute. If its own U
Rl is already present in the PATH, the update is silently discarded to prevent a | oop

c) If a gateway receives nultiple updates for the same Agent Record fromdiffer
ent paths, it SHOULD sel ect the update with the shortest PATH length (i.e., the one that
has traversed the fewest Level -2 gateways) as the best path. This helps in selecting the
nmost direct path to the originating gateway.

4.5.3. Synchronization Policies

The protocol should be flexible enough to support different policy
model s for controlling the flow of netadata. Several approaches are
possi bl e:

* Send-Filter Policy: In this nodel, the sending gateway applies
filters to determ ne which records to transmt to which nei ghbors.

-- Advantage: Allows for strong policy control at the source, which is useful in scenar
ios with strict data governance

-- Disadvantage: May result in the transm ssion of many records that are not of interes
t to the receiver, leading to bandwi dth waste as the receiver drops them

-- Use Case: Suitable for nore controlled environments where outbound policy is paranou
nt.

* Pub/Sub Mbdel: The receiving gateways explicitly subscribe to the
topics or specific records they are interested in. The sending
gateway only publishes updates related to those active
subscri pti ons.

-- Advantage: Highly efficient, as data is only sent where it is needed. This nodel is
receiver-driven

-- Disadvantage: It is nore conplex to inplenment, requiring the managenent of subscri pt
ion state. It may offer less fine-grained control to the publisher over what is being se
nt.

-- Use Case: Well-suited for open, |arge-scale discovery scenarios where edge gateways
only want relevant information.

* Hybrid Mddel: A conbination of both approaches. A sending gateway
can have its own export policies, while also respecting
subscriptions fromits neighbors. This offers nmaxi mum
flexibility.

-- Advant age: Conbines the policy control of the send-filter nodel with the efficiency
of the pub/sub nodel



-- Disadvantage: Results in the nost conplex inplenentation, requiring both policy eng
nes and subscription state nmanagenent.

-- Use Case: Compl ex operational environnents where both publisher control and receiver
efficiency are required.
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AVSP SHOULD be designed to accommpdate all three nodels, allow ng
i npl ement ati ons and depl oyments to choose the nost appropriate
mechani sm

4.6. Agent-specific Routing Table Form ng

The synchroni zation of metadata directly leads to the formation of
application-layer routing tables on each gateway. This process is
illustrated with a sinple exanple.

Consider a network with three Agent Gateways: GAM, GA2, and GM8. GA2
is a Level -2 gateway, while GM and GMB are Level -1 gateways
connected to GA2. Agent2 is directly connected to GA2, and Agentl is
connected to GAM.

1) Record Synchronization and Forwardi ng Tabl e Generation

- Agent2 registers with its | ocal gateway, GA. GA2 stores Agent2's Record | ocally.
t then generates a local forwarding table entry indicating a direct connection to Agent2:
‘<Agent 1D2, Interface/ Connection to Agent 2>

- GM, acting as a Level -2 gateway, synchronizes Agent2’'s Record to its nei ghbor, G\
. The synchroni zati on nessage includes the Agent Record and a PATH attri bute containing
GR2’'s URI.

- GM receives the Record for Agent2, stores it, and installs a forwarding table entr
y pointing to G as the next hop: ‘<Agent |D2, Connection to GA2>'

- GM further synchronizes the Record to its neighbor, GM, appending its owmn URl to
the PATH attribute (PATH GM -> GA2).

- GM receives the Record for Agent2. It stores the Record and installs a forwarding
table entry pointing to GAB as the next hop for Agent2: ‘<Agent ID2, Connection to GAB>

2) Data Pl ane Forwardi ng:

- Agentl sends a request to its local gateway, GM, to resolve a target, Agent2. GMA
s semantic resolution process matches the request to Agent2’'s Record and returns a respo
nse to Agentl. In this response, the reachability URI for Agent2 can be replaced with GA
s own URI to sinplify routing for the Agent.

- Agentl establishes a data connection to the provided URI (which points to GM) and
sends its message for Agent?2.

- GM receives the nessage. It exam nes the destination Agent |ID (Agent2) and | ooks
up its application-layer forwarding table. The table entry ‘<Agent |1D2, Connection to G\
> instructs GM to forward the nessage to G/B.

- GM receives the nessage, perfornms its own forwarding table | ookup, and forwards th
e message to GA2 based on its entry‘ <Agent |1D2, Connection to GA2>'

- GM receives the nessage, | ooks up its table, and delivers the nessage directly to
Agent2. The conmplete forwarding path is: ‘Agentl --> GM --> G --> G2 --> Agent 2

Thi s exanpl e denmonstrates how AMSP's control plane (metadata sync)

automatically builds the necessary state for the data pl ane

(application-layer nessage forwardi ng) across nultiple gateways.
5. Protocol Specification

TBD.
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6.

9.

9.

Security Considerations

Aut hentication: Al AGW peering MJST be authenticated using
mechani sns such as TLS certificates or pre-shared keys.

Integrity: Sync nmessages SHOULD be signed to prevent tanpering with
Agent URI's or PATH attri butes.

Privacy: Agent Records may contain sensitive metadata. AGA SHOULD
support attribute-level encryption or policy-based redaction during
synchroni zati on between donai ns.

DDoS M tigation: L2 AGAM SHOULD inplement rate-linmiting for
subscriptions fromL1 AGM to prevent resource exhaustion attacks.

I ANA Consi derati ons
TBD.
Acknowl edgenent s
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