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Abst r act

Thi s specification defines a standard nessage and protocol for
communi cati ng Agent Context information between Al agents.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 24 January 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I ntroduction

In addition to data and content, the interaction between Al agents
shoul d al so include the conmuni cati on of agent context information.
This context information is crucial for the called Al agent to
generate nore accurate content and conplete tasks that neet user
needs while adhering to the security and policy configurations of the
application and internal organizations.

Consi dering that there may be nultiple coexisting protocols between
Al agents, and the ways in which Al agents call each other are
diverse, it is necessary to mamintain semantic consistency and
standardi zation in the transm ssion of agent context information
This is critical for inproving interoperability anong Al agents and
buil ding a scal abl e Al agent ecosystem

Thi s specification defines the semantic standard and its protocol for
Al agents to transmit context information, independent of the agent-

t o-agent conmuni cation protocol. Any conmunication protocol between

agents can utilize this specification to inplenment bindings based on

its semantics

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here
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2. Architecture of Agent Context Protocol

As shown in figure 1, Agent Context Protocol is the "semantic |ayer"”
of the conmunication protocol stack between Al agents.
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Agent Context Message

The context of an Al Agent refers to the context of information that
the Agent can access and utilize when perform ng tasks or interacting
with users.

Provi di ng agent context information is critical for the invoked Al
Agent to generate nore accurate results and conpl ete tasks that neet
user requirenents, security policies, and configurations. Well-
defined agent contextual infornmation enables the Al agent to better
under stand and neet user needs in a variety of conplex situations,
thereby inproving its overall performance and service quality.

Thi s agent context information is defined as ' Agent Context Message
in this specification. Agent Context Message is passed between
orchestration | ayers where the network traffic originates and is
term nat ed

The orchestration |layer should create the content of Agent Context
Message and passed as a side channel along with agent workl oads.

Each orchestration | ayer can choose if it is inmportant to include the
Agent Context Message into the nodel invocation pronpt, depending on
the application. For exanple, a party might want the orchestrator to
convert the JSON format of the Agent Context Message into somnething
that perfornms better with nodels context wi ndows (e.g. Markdown). As
anot her exanple, the Orchestrator mght take the list of rule from
the Agent Context Message and put them as guidance to the agent when
maki ng ethical determ nations.

Thi s specification uses JSON to describe the Agent Context Message.

A variety of agent communi cation protocols can inplenent binding
usi ng the semantics of the Agent Context Message as specified in this
docunent .

The Agent Context Message is defined as foll ows:

* Task Context: Al agents collaborate with other agents to conplete
a specific task and need to share informati on about the task, such
as its progress, goals, and to-do items. On the one hand, this
information is provided to the collaborating agent. It can also
be fed back to the user, so that the user can know the overal
progress in a tinmely manner.

* MCP Context: The MCP Context information of the Agent includes the
MCP service list, MCP Function list, and function descriptions.
This informati on can be exchanged when a connection is initiated
bet ween agents and can be stored in the context of the Agent.

When the Agent’s MCP service is updated, this information can be
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pushed to the Agents that have established connections with it,
updati ng the context information. When a user inputs a task
request to an Agent or one Agent calls another, the MCP Context
informati on can al so be provided sinultaneously to the other Agent
in order to select the appropriate MCP Function

* Policy Context: The organizations that deploy the Agent can
configure policies, such as certain rules that the Agent should
follow, and provide these policies to |ocal or peer Agents when
the Agent is started.

* Resource Context: Resource context information pertains to the
resources required for executing tasks and tool functions, as well
as the resources that the system can provide.

* Security Context: The interaction between agents needs to consider
security aspects such as access control, authentication, and data
protection. The security-related context can provide information,
for exanple, the authorization token that the initiator agent has
obtained to sinplify the user authorization experience.

"agent Context": {
"taskContext": {
"taskld": "T123456",
"taskName": "Data Analysis Project”,
"taskProgress": "30%,

"goal s": ["Analyze QL sales data", "Generate predictive nodels"],
"todol tenms": |
{"itemd": "1001", "description": "Collect raw sales data fromQL"},
{"itemd": "1002", "description": "Clean and preprocess the data"}

] i)
"statusUpdates": [

{"updateld": "U0O1", "tinmestanmp": "2023-10-01T12: 00: 00Z", "nessage"
Data col l ection conpleted. "}

]

} i)
"ncpContext”: {
"ncpServicelist™: [

{"serviceNane": "DataFetcher", "version": "1.0.0"},
{"serviceNane": "DataProcessor", "version": "2.0.1"}
1,
"mcpFuncti onli st":
{"functionName": "fetchData", "description": "Fetches raw data froma
speci fied source."},
{"functionNane": "processData", "description": "Cl eans and processes t

he fetched data for analysis."}

]

} i)
"policyContext": {
"policies": [
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{"policyld": "POO1", "rule": "Do not share sensitive data with externa
| parties without explicit user consent."},

{"policyld": "P002", "rule": "Ensure all communications are encrypted
using TLS 1.2 or higher."}

}

esourceContext": {
"requi redResources": |
{"resourceType": "CPU', "quantity": "8 cores"},
{"resourceType": "Menory", "quantity": "16 GB RAM'}
]

’vai | abl eResources": |
{"resourceType": "Storage", "quantity": "1 TB SSD'},
{"resourceType": "Network", "bandw dth": "1 CGbops"}

]

: ecurityContext": {
"aut henti cati onl nfo":
"token": "eyJhbGci G JI Uzy***"

}

}1
"accessControl ": {

"rol e": "DataAnal yst",

"pernmissions": ["read:data", "write:reports"]
}1

"dataProtection": {
"encryptionEnabl ed": true,
"encryptionAl gorithni: "AES-256"

Figure 2: Agent Context Message

4. Agent Context Protocol
The Agent Context Protocol is used to exchange agent context nessage
defined in section 3 between agents. The Agent Context Protocol is
based on the JSON format and uses HTTP as the underlying transport
protocol. The Agent Context Protocol support bidirectional
conmuni cati on bet ween agent s(TBD).

5. | ANA Consi der ati ons

TBD
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Security Considerations

The Agent Context Message shoul d be protected by encryption and
authentication (TBD). Since the intent of this Agent Context Message
is to provide soft guidance and the Agent Context Message shoul d
never be | oad bearing on security.

Ref er ences
Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wirds", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

now edgemnent s

The author would like to thank Jason dinton, Cl SO of Anthropic for
his constructive suggestions and review.

tributors
TBD
hor’'s Address

Dapeng Liu (editor)

Al i baba

Bei jing

Bei jing

100035

Chi na

Emai | : max. | dp@l i baba-inc. com

Expires 24 January 2026 [ Page 8]



