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Abstract

Thi s docunent defines extensions to the Point-to-Point Protocol (PPP)
Internet Protocol Control Protocol (IPCP) for negotiating encrypted
DNS resol ver configurations. These extensions allow PPP peers to
exchange information about encrypted DNS servers supporting protocols
such as DNS over TLS (DoT), DNS over HTTPS (DoH), and DNS over QUIC
(DoQ . The design naintains backward conpatibility with RFC 1877
whi | e addressi ng nodern security requirenents.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 21 January 2026

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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Pl ease revi ew these docunents carefully,

and restrictions with respect to this docunment. Code Conponents

extracted fromthis docunent mnust

described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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Aut hors’ Addr esses

I ntroduction

The Point-to-Point Protocol (PPP) [RFCL661] and its Ethernet

adapt ati on, PPPoE ([ RFC2516]) remain foundational technol ogies for
aut henti cated network access, particularly in broadband and
enterprise environments.

PPP is widely used in scenarios such as:

*

Li u,

| SP broadband access (e.g., PPPoE for DSL/fiber authentication)

I ndustrial control networks (serial PPP for SCADA/ PLC
conmuni cat i ons)

Cel I ul ar backhaul (PPP over GIP in 4G 5G user-pl ane dat a)

as they describe your rights

i ncl ude Revi sed BSD Li cense text as

OCOOWOWOWOOONNNNNNNNOOOODOOGUTRRWWIN
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1.

1.

* Secure tunneling (PPP inside L2TP/ I Psec or MPLS VPNs)

Despite the rise of DHCP and I Pv6 RA for configuration, PPP persists
due to its fine-grained access control, negotiation flexibility, and
conpatibility with | egacy systens. However, traditional PPP | PCP
extensions ([ RFC1877]) only support plaintext DNS, exposing queries
to surveillance and mani pulation — a critical gap in an era where
encrypted DNS (DoT [ RFC7858], DoH [ RFC8484], DoQ [ RFC9250]) is
essential for privacy and security.

Thi s docunent extends PPP | PCP to negotiate encrypted DNS resol vers,
enabl i ng:

* *Secure DNS by default*: Cients automatically adopt encrypted
transports (e.g., DoT on port 853) w thout manual configuration

* *(Qperator-managed trust*: |SPs can enforce authenticated DNS
resolvers (via ADNs and certificate fingerprints) to prevent
bypassi ng.

*  *Backward compatibility*: Coexists with RFC 1877 options, allow ng
fallback to plaintext DNS i f needed.

By integrating encrypted DNS negotiation into PPP, this specification
bri dges the gap between | egacy access protocols and nodern security
requirenents, ensuring confidentiality and integrity for DNS queries
across di verse depl oynent scenarios — from hone broadband to critica
infrastructure

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174].

Addi tional | PCP Configuration Options

Thi s docunent defines three new | PCP Configuration Options:
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| Type | Name | Description |
[ o bumbemsfemmel oo oo oo s oo ooty o}
| 133 | Primary Encrypted DNS | Primary encrypted DNS server |
Foommo- oo e +
| 134 | Secondary Encrypted DNS | Secondary encrypted DNS server |
ommmo - oo Fo oo +
| 135 | DNS Encryption | Additional encryption |
| | Parameters | parameters |
+o-m - - o e e e e e e e oo T +
Table 1
2.1 Primary Encrypted DNS Server Option

This option provides the primary encrypted DNS resol ver
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onfiguration.
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Figure 1. Primary Encrypted DNS Option Format

i elds:
Type: 133

Length: 6

Protocol : 1=DoT, 2=

Reserved: MJST be 0O

R

DoH, 3=DoQ

ADN Length: Length of ADN field
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* ADN:. Resol ver FQDN (RFC 1035 format)
* Port Number: Defaults to 853 (DoT/DoQ or 443 (DoH) if O

2.2. Secondary Encrypted DNS Server Option
This option provides a fallback encrypted DNS resol ver configuration
when the primary server is unavailable. It follows the sane
structure as the Primary Encrypted DNS Server Option (Section 2.1)
but uses a distinct type code.
*  Type: 134

2.3. DNS Encryption Paraneters Option
Thi s option provides suppl enental configuration paraneters required
for specific encrypted DNS protocols. It enables negotiation of
advanced settings that cannot be conveyed in the primary/secondary
options al one.

0 1 2 3
01234567890123456789012345678901
i I S T S S i I S A SHE N SR

| Type | Length | Param Type | Param Length
I T S i e S S T o S S SRR SIS

L Par anet er Val ue ~

L—- T i S i S S i i S S i S S S
Figure 2: DNS Encryption Paraneters Option Format

Fi el ds:

*  Type: 135

* Length: 3

* Param Type (1 octet):

* 0x01 ALPN Protocols

* 0x02 DoH Path Tenpl ate

* 0x03 Certificate Fingerprint

*  0x040xFF Reserved
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* Param Length: Length of Paraneter Val ue
* Parameter Value: Protocol-specific data
Defi ned Paraneters:

1. *1. ALPN Protocols (Type 0x01)* Value: conma-separated |ist of
ALPN identifiers. Exanple: “dot,h2” for DoT and HTTP/2

2. *2. DoH Path Tenplate (Type 0x02)* Value: URI path for DoH
requests (UTF-8). Exanple: “/dns-query” .

3. *3. Certificate Fingerprint (Type 0x03)* Value: hash algorithm
(1 octet) + hash bytes.
Al gorithms: 0x01 = SHA-256, 0x02 = SHA- 384.
3. Negotiation Process
This section specifies the state machi ne and processing rules for
encrypted DNS option negotiation. The procedure follows standard
I PCP negotiation defined in [ RFC1332], with additional validation
specific to encrypted DNS paraneters.
3.1. dient Request Behavi or
1. The client MAY include Option 133 and/or 134 in Configure-Request
2. To request configuration
* Set ADN Length =0
* Set Port Nunmber = 0
* Omt ADN field
3. The client MAY include Option 135 to request specific paraneters
3.2. Server Response Behavi or
1. If server supports encrypted DNS

* For valid requests: Respond with Configure-Ack

* For invalid/enpty requests: Respond with Configure-Nak containing
valid configuration

2. |If server doesn't support encrypted DNS
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* Respond with Configure-Reject
3.3. Configuration Priority
When both Options 129 (RFC 1877) and 133 are present:
1. dients SHOULD prefer encrypted DNS (Option 133/134)

2. dients MAY fall back to plaintext DNS if encrypted connection
fails

4. Security Considerations
4.1. Authentication

* Cients MJST validate the server’s TLS certificate against the
provi ded ADN

*  \When Option 135 (Certificate Fingerprint) is provided, clients
SHOULD verify the certificate fingerprint

4.2. Privacy Protection

* \While the options thensel ves nay be transmitted in cleartext, they
enabl e encrypted DNS transport

* I nplenmentati ons SHOULD use PPP encryption (e.g., MPPE) when
avai |l abl e

4.3. Downgrade Attacks

* Active attackers may renmove encrypted DNS options from | PCP
negoti ati on

* (Cdients SHOULD nmaintain a history of successful encrypted DNS
usage and warn when unexpectedly unavail abl e

5. | ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
6. Acknow edgnents

This work is supported by the National Key Research and Devel opnent
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A.1. Basic DoT Configuration
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Client: Configure-Request
Option 133:
Type: 133, Length: 10, Protocol: 1 (DoT),
ADN Len: 0O, Port: O

Server: Confi gure- Nak
Option 133:
Type: 133, Length: 22, Protocol: 1 (DoT),
ADN Len: 14, ADN:. "dot.exanple.cont,
Port: 853

A.2. DoH with Custom Path

Client: Configure-Request
Option 133:
Type: 133, Length: 10, Protocol: 2 (DoH),
ADN Len: 0, Port: O
Option 135:
Type: 135, Length: 8,
Param Type: 2 (DoH Path), Value: "/dns-query"

Server: Configure-Ack

Option 133:
Type: 133, Length: 22, Protocol: 2 (DoH),
ADN Len: 14, ADN:. "doh. exanpl e.cont,
Port: 443

Option 135:
Type: 135, Length: 8,
Param Type: 2 (DoH Path), Value: "/dns-query"

A.3. DoQwth Certificate Pinning

Server: Confi gure-Request

Option 133:
Type: 133, Length: 30, Protocol: 3 (DoQ,
ADN Len: 14, ADN. "doq.exanpl e.cont,
Port: 853

Option 135:
Type: 135, Length: 35,
Param Type: 3 (Cert Fingerprint),
Val ue: Al g=1 (SHA-256), Fingerprint=<32 bytes>

Client: Configure-Ack
Aut hors’ Addr esses

Dongjie Liu
Ji nan University

Liu, et al. Expires 21 January 2026

July 2025

[ Page 9]



I nternet-Draft PPP Encrypted DNS July 2025

Emai | : dongjieliu8917@nmail.com

Zhi wei Yan
CNNI C
Emai | : yanzhi wei @nnic.cn

Guanggang Ceng
Jinan University
Enai | : guanggang. geng@nuai | . com

Yi nyan Zhang
Ji nan University
Emai | : csyyzhang@nmai |l . com

Liu, et al. Expires 21 January 2026 [ Page 10]



