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Abstract

Thi s docunent defines a DNS-Based Service Discovery (DNS-SD)

mechani sm for discovering encrypted DNS services in | ocal networks.
It specifies new service types (_dot, _doh, _doq) and associ ated
service paraneters to enable zero-configuration discovery of DNS over
TLS (DoT), DNS over HITPS (DoH), and DNS over QU C (DoQ resolvers.
The nmechani sm works over both nulticast DNS (nDNS) and uni cast DNS-
SD, addressing critical privacy gaps in local networks while

mai nt ai ni ng backward conpatibility with RFC 6763. This docunent

| everages SVCB and HTTPS resource records (RFC 9460) for paraneter
negotiation, with TXT records provided for conpatibility with | egacy
i mpl enent ati ons.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . . . 3
1.1. The Local hbtmork Prlvacy Challenge . . 3
1.2. DNS-SD as a Solution for Privacy-Aware Di scovery 3
1.3. Key Use Cases . .o 3
1.4. Relationship to EX|st|ng Standards 4

2. Term nol ogy and Requirenents . 5
2.1. Requirenments Language . 5
2.2. Defined Terns . . 5

3. Service Type Def|n|t|ons . . 5
3.1. Encrypted DNS Service Types . 5
3.2. Service Instance Narme For mat 5

4. DNS Resource Records 6
4.1. PTR Records (Service D scovery) 6
4.2. SRV Records (Service Location) . 6
4.3. TXT Records (Legacy Compatibility) . . 6
4.4. SVCB/HTTPS Records for Service Paraneters . 7

5. Discovery Process . 8
5.1. Service Advertlsenent 8
5.2. dient Discovery 9

6. Security Considerations . 9
6.1. Spoofing Countermeasures . . . . . . . . . . . . . . .. 9
6.2. Certificate Validation Mdels . . . . . . . . . . . . . . 10
6.3. Privacy Inplications . . . . . . . . . . . . . . . . .. 10

7. |1 ANA Considerations . . . T e
7.1. New DNS-SD Service Types e v
7.2. TXT Record Key Registry . . . . . . . . . . . . . . . . . 12
7.3. SVCB Paraneters Usage . . . . . . . . . . . . . . . . . . 13

8. Examples . . . . . . . . . . . . . . . . . . . . . . . ... 13
8.1. Full DoT Service Advertisenment with sveB . . . . . . . . 13
8.2. DoH Service with Custom Path using HTTPS RR. . . . . . . 13
8.3. dient Discovery Sequence with sveB. . . . . . . . . . . 13

9. References . . .
9.1. Normative References e v
9.2. Informative References . . . . . . . . . . . . . . . . . 15
9.3. Oher References . . . . . . . . . . . . . . . . . ... 15

Acknowl edgenents . . . . . . . . . . . . . . . . . . . . .. .. 16

Authors’ Addresses . . . . . . . . . . . . . . . . . . . .. .. 16

Liu, et al. Expi res 22 Septenber 2026 [ Page 2]



I nternet-Draft Encrypted DNS SD March 2026

1. Introduction
1.1. The Local Network Privacy Chall enge

Wi | e encrypted DNS protocols such as DNS over TLS (DoT)[ RFC7858],
DNS over HTTPS (DoH)[ RFC8484], and DNS over QU C (DoQ [ RFC9250] have
gai ned wi despread adoption for public Internet resolution, |oca
networ k environnents often remain vul nerable to surveillance and
mani pul ation of DNS traffic. Many devices and applications in home,
enterprise, and industrial networks still rely on plaintext DNS,
exposi ng sensitive netadata such as device activities, service
dependenci es, and user behavior patterns. Traditional discovery
mechani sms (e.g., DHCP, Router Advertisements) lack the flexibility
to negotiate fine-grained encrypted DNS configurations and fail in
infrastructure-less environments where centralized servers are
unavai |l abl e.

1.2. DNS-SD as a Solution for Privacy-Aware D scovery

DNS- Based Service Discovery (DNS-SD, [RFC6763]) and its multicast
variant (nDNS, [RFC6762]) provide an ideal foundation for encrypted
DNS service discovery due to their:

Zero-configuration operation: Devices autononously advertise and
di scover services without requiring a central server

Topol ogy i ndependence: Functions in isolated networks (e.g., hone
| abs, industrial control systens) even w thout Internet connectivity.

Real -time updates: Service availability changes propagate within
seconds, unlike DHCP s | ease-based del ays.

Ri ch paraneter negotiation: SVCB records (or TXT records for
conpatibility) allow flexible exchange of protocol details (ports,
ALPN preferences, certificate fingerprints).

1.3. Key Use Cases
Thi s specification enables:
I oT and Snmart Honme Privacy: Devices (e.g., canmeras, voice assistants)
automati cally di scover and use encrypted DNS wit hout nanual
configuration in home networks where no DHCP server is present or
when users bring devices to tenporary | ocations.
Enterpri se Network Segnentation: Departnents can advertise isolated

DNS services (e.g., _dot.finance.corp.local) with policy enforcenent,
even in air-gapped segnents.
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Ofline and Air-Gapped Networks: Secure DNS resolution in
environments where Internet access is restricted but internal nane
resolution is still required (e.g., industrial control systens,
mlitary networks, disaster recovery scenarios).

Ad- hoc and Tenporary Networks: Wien devices forma tenporary network
(e.g., during a conference, emergency response), they can discover
and use encrypted DNS services w thout any pre-existing
infrastructure

1.4. Relationship to Existing Standards

[ RFC9463] defines DHCP and Router Advertisenment options for encrypted
DNS di scovery (DNR), and [I-D.ietf-add-ddr] specifies Discovery of
Desi gnat ed Resol vers (DDR) using DNS queries. These mechani snms
require infrastructure support (DHCP server, router, or recursive
resol ver) and are suitable for nmanaged networks. This docunent

provi des a conpl enentary solution that operates wi thout any
infrastructure, making it ideal for ad-hoc, isolated, or zero-
configuration environments. The follow ng table sumrarizes the

di fferences:

[ sl s ey e s
| Capability | DNR (RFC | DDR (draft- | This |
| | 9463) | ietf-add- | Specification |
I I | ddr) I I
[ ool s s oo ooy s s st o}
| I'nfrastructure | DHCP/RA | Recursive | None (zero- |
| Required | server | DNS server | configuration) |
o a o oo s o o e e oo s +
| Update Latency | M nutes- | DNS TTL | Seconds (event- |
| | hours (lease | dependent | driven) |
| | tinme) | |
S R S o e e e e oo +
| Parameter | Limted by | SVCB-based | SVCB-based |
| Flexibility | option space | | |
o a o o e e o - oo o e e e oo +
| Primary Use | Managed | Managed | Ad- |
| Cases | networks | networks | hoc/1oT/dynam c/ |
| | | with DNS | isolated networks |
o a o oo s oo o e e o s +

Table 1: Conparison with Existing Encrypted DNS Di scovery Mechani sns

Thi s docunent defines new DNS-SD service types (_dot._tcp, _doh. _tcp
_dog. _udp) and | everages SVCB/ HTTPS resource records for service

par anet er exchange, while maintaining backward conpatibility with
TXT- based di scovery for |egacy inplenentations.
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2. Term nol ogy and Requirenents

2.1. Requirements Language
Key words: "MJST", "MJUST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', " MAY",
"OPTI ONAL" per BCP 14 [RFC2119] [RFC8174]

2.2. Defined Terns
* Encrypted DNS: Collective termfor DoT, DoH, and DoQ
* ADN:. Aut hentication Dormain Nane (FQDN for certificate validation).

* Service Instance: Unique identifier for an encrypted DNS resol ver
(e.g., Finance DoT. _dot. tcp.local).

3. Service Type Definitions

3.1. Encrypted DNS Service Types

[ el el el sl
| Service Type | Protocol | Transport | | ANA Assignnent |
B ool ool oo e e ey 3
| _dot. _tcp | DoT | Tcp | REQUI RED |
I i I R i R I I I +
| _doh. tcp | DoH | TCP | REQUI RED |
F-- - - - - - F--- - - F-- - - - I i T +
| _doq. udp | DoQ | ubP | REQUI RED |
I R I I I +

Tabl e 2: Encrypted DNS Service Types
3.2. Service Instance Name Fornat
<l nstance>. <Servi ce>. <Domai n>
* Instance: Human-readable identifier (e.g., CorpDNS, HonmeGateway).
* Service: One of _dot. tcp, _doh. tcp, _dog._udp
* Domain: "local." for nDNS, or any domain for unicast DNS-SD.

Exanpl e: SecurityDoH. _doh. tcp. | ocal
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4. DNS Resource Records

4.1. PTR Records (Service Discovery)
; Service enuneration
_services. _dns-sd. _udp.local. PTR _dot. _tcp.loca
_services. _dns-sd. _udp.local. PTR _doh. _tcp.loca
_services. _dns-sd. _udp.local. PTR _dog._udp.loca

4.2. SRV Records (Service Location)

<l nst ance>. <Servi ce>. <Domai n> [ Cl ass] [TTL] SRV <Priority> <Wi ght>
<Port> <Target >

* Target: Hostnane offering the service (A AAAA nust resol ve).
Exanpl e:
HoneDoT. _dot. _tcp.local. 120 IN SRV 0 5 853 router. hone. | ocal

4.3. TXT Records (Legacy Conpatibility)
For compatibility with existing DNS-SD i npl enentations, services MY
include TXT records with the follow ng keys. However, new

i mpl ement ati ons SHOULD use SVCB/ HTTPS records as described in
Section 4. 4.
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DoH URI path
(required for
DoH when usi ng
TXT)

Conmae-|ist | Supported ALPN | al pn=h2, h3 |
| protocols | |

| Service |
| selection |
| preference |
| (0-65535), |
| lower is nore |
| preferred |

| Certificate |
| SHA-256 |
| fingerprint |
| (optional if |
| ADN used) |

| Authentication |
| Domai n Name |
| for |
| certificate |
| validation |

Tabl e 3: Legacy TXT Record Keys

Ful | Exanpl e (TXT-based):

HomeDoH. _doh. _tcp.local. 120 I N TXT "pat h=/dns" "al pn=h2"
"adn=dns. home. net "
"f p_sha256=9F86D081884C7D659A2FEA0C55AD015A3BF4F1B2B0B822CD15D6C15B0F00A08"

4.4, SVCB/HTTPS Records for Service Paraneters

Fol | owi ng [ RFC9460], services SHOULD use SVCB (for DoT/DoQ or HITPS
(for DoH) resource records to convey connection paraneters. The
SvcPar am keys used are:

Liu, et al
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| Key | Description | Exanple |
[} e ——y C———_————————————————_—————— Ll p—p—_—r
| port | Port number (if different | port=443 |

| from SRV or default) | |
- Fome e e eeeaeceieeaaaaaa. e +
| al pn | ALPN protocol list. Wen | al pn=h2, h3 |
| | containing HTTP versions | |
| | (h2, h3), the ’dohpath’ | |
| | key MJST be present. | |
S O e +
| dohpath | DoH URI tenplate (for DoH | dohpath=/dns-query{?dns} |
I | only) I I
N Tt o e e e e e e oo o +
| adn | Authentication Domain | adn=dns. exanpl e. com |
I | Nane I I
S S e +
| fp_sha256 | Certificate SHA-256 | fp_sha256=9F8600. .. |

| fingerprint (alternative | |
| | to adn) | |
R o e e e e e S +

Table 4: SVCB Paraneters for Encrypted DNS

The SVCB record al so provides the target hostname and priority, which

may override the SRV record. Cdients MIST first check for SVCB

records; if absent, they MAY fall back to SRV+TXT.

Exanmpl e SVCB record for a DoH servi ce:
_doh. _tcp.local. 7200 IN HTTPS 1 dns-hone. | ocal. al pn=h2, h3 dohpat h=/dns-query adn=dns. ho
ne. net

For DoT, use SVCB (not HTTPS) with appropriate ALPN (e.g., "dot").
5. Discovery Process

5.1. Service Adverti senment

1. Encrypted DNS resolver periodically announces its services via
nDNS (or uni cast DNS update).
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Figure 1. Exanple nDNS Advertisenent with SVCB

5.2. dient Discovery
1. dient queries for service types:

; Query avail able encrypted DNS services
_services._dns-sd. _udp.local. IN PTR

2. Query specific instances:

; Query DoH instances
_doh. tcp.local. IN PTR

3. Resolve selected service: first request SVCB/ HTTPS,
SRV+TXT.

; Request SVCB/HTTPS record
HoneDoH. _doh. tcp.local. IN HTTPS

; I'f no HTTPS record, request SRV and TXT
HoneDoH. _doh. _tcp.local. I N SRV
HonmeDoH. _doh. _tcp.local. IN TXT

router. hone.local. INA

router. hore. |l ocal. I N AAAA

6. Security Considerations

6.1. Spoofing Counternmeasures

fall back to

*  nDNS Response Validation: Cients MJST verify source |IP matches

query target (link-local scope).

* Rate Limting: Inplement nDNS response rate limting per

Section 11 of [RFC6762].

* TLS Enforcenent: Clients MJST validate server certificates against
the ADN (from adn parameter) or the fingerprint (fp_sha256).

Liu, et al. Expi res 22 Septenber 2026
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6.

3.

* Cients SHOULD NOT automatically trust discovered services; user
confirmation or policy (e.g., only on trusted networks) is
RECOMVENDED.

In open or untrusted networks (e.g., public W-Fi), nalicious devices
may advertise fake encrypted DNS services. To mitigate such risks,
clients SHOULD adopt additional trust considerations:

* Only auto-discover on networks designated as trusted (e.g., hone
SSI D, corporate network).

* Require user confirmation before using a discovered resol ver.

* Allow administrators to pre-configure trusted ADNs or
fingerprints.

Certificate Validati on Moddels
| Trust Model | Verification Method | Use Case |
[ e ———— e p—p——_————————————————_ Ll —p—_—r"
| Public PKI | ADN + CA validation | General-purpose networks |
Fom e o - Fom e e e e e oo s o m e e e aa oo s +
| Fingerprint | fp_sha256 exact | High-security/loT |
| Pinning | match | devices |
o m e e e oo - Tt o e e e e e e oo o +
| Private PKI | ADN + customtrust | Enterprise networks |
| | anchors | |
Fom e o - Fom e e e e e oo s o m e e e aa oo s +

Table 5: Certificate Validation Mdels

In addition to the nodel s above, clients MAY establish trust via out-
of - band mechani sns, such as scanning a QR code that encodes the
server’'s certificate fingerprint (fp_sha256) or authentication donain
nane (ADN). Such nechani sns can be used to bootstrap secure
connections in environnents where public PKI is unavail able or where
hi gher assurance is required.

Privacy Inplications

* Metadata Leakage: nDNS queries reveal client interest in encrypted
DNS.

* Mtigation: Cients SHOULD use service type enuneration

(_services. _dns-sd) before specific queries to reduce |eakage. In
uni cast DNS-SD, queries are not broadcast.
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7. | ANA Consi derati ons
7.1. New DNS-SD Service Types

Thi s docunent requests IANA to register the follow ng service nanes
in the "Service Name and Transport Protocol Port Nunber Registry”

[ RFC6335] and the correspondi ng service types in the "DNS-SD Service
Type Bi ndi ngs" registry.

[ bbby s sty e ety ety o}
| Service Name | Transport Protocol | Reference | Assignnent |
| | | | Policy |
| dot | tcp | RFGTBD | Standard |
o e e - o e e e R o e e e o +
| doh | tcp | RFCG-TBD | Standard |
oo s o e e e e o s Fom e o e e o s +
| doq | udp | RFGTBD | Standard |
o e e o - Fom e e e e e oo o R o e e e oo +

Tabl e 6: New DNS-SD Servi ce Types
The registration tenplates for these service types are as foll ows:
Servi ce Nane: dot
Transport Protocol (s): tcp
Assi gnee: | ESG <iesg@etf.org>
Contact: |ESG <iesg@etf.org>
Description: DNS over TLS (DoT) Resol ver Service Discovery
Ref erence: RFC-TBD

Assi gnnent Notes: This service type is used for discovering encrypted
DNS services. The corresponding DNS-SD type is _dot. _tcp.

Servi ce Name: doh

Transport Protocol (s): tcp
Assi gnee: | ESG <iesg@etf.org>
Contact: | ESG <iesg@etf.org>

Description: DNS over HTTPS (DoH) Resol ver Service Discovery

Liu, et al. Expi res 22 Septenber 2026 [ Page 11]
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Ref erence: RFC- TBD

Assi gnnent Notes: This service type is used for discovering encrypted
DNS services. The corresponding DNS-SD type is _doh. tcp.

Servi ce Nane: doq

Transport Protocol (s): udp

Assi gnee: | ESG <iesg@etf.org>

Contact: |ESG <iesg@etf.org>

Description: DNS over QU C (DoQ Resolver Service Discovery
Ref erence: RFC- TBD

Assi gnnent Notes: This service type is used for discovering encrypted
DNS services. The corresponding DNS-SD type is _doqg. _udp.

7.2. TXT Record Key Registry
Thi s docunent requests IANA to create a newregistry titled
"Encrypted DNS Service Discovery (DNS-SD) TXT Record Keys" under the
"DNS- Based Service Discovery (DNS-SD) Paraneters" registry.

The registration policy for this registry is "Expert Review' as
defined in [ RFC8126].

The initial contents of this registry are as foll ows:

| Key | Meani ng | Reference |
[ ettt —— Cp—p———————————————————————————————— Llpp—p—p—p—_—————
| path | HTTP URI path (for DoH) | RFCG-TBD |
Fom e oo o e e e e e e e e e e eee— oo n Fom e oo +
| al pn | Supported ALPN protocols | RFG-TBD |
o m e e e - o mm e e e e e e e e e e e e e e e mam- o m e e e - +
| pri | Service selection preference | RFG-TBD |
M oo e e e e e e e oo oo M +
| fp_sha256 | Certificate SHA-256 fingerprint | RFCGTBD |
Fom e oo o e e e e e e e e e e eee— oo n Fom e oo +
| adn | Authentication Domain Name (ADN) | RFCG-TBD |
o m e e e - o mm e e e e e e e e e e e e e e e mam- o m e e e - +

Table 7: TXT Record Key Registry
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New assi gnnments require Expert Review. This registry is primarily
for conpatibility; new inplenmentations should use SVCB paraneters as
defined in [ RFC9460] .

7.3. SVCB Paraneters Usage
The SVCB paraneters defined in [ RFC9460] are used as described in
Section 4.4. No new | ANA registrations are required for SVCB keys;
i mpl ementers should follow the registration procedures of RFC 9460 if
new keys are needed.

8. Exanpl es

8. 1. Ful | DoT Service Adverti sement with SVCB

; Service type announcemnent
_services. _dns-sd. _udp.local. PTR _dot. tcp.loca

; SVCB record (preferred)
_dot. _tcp.local. 7200 IN SVCB 1 router. hone. | ocal. al pn=dot adn=dns. hone. net

; Legacy SRV and TXT for conpatibility
HoneDoT. dot. tcp.local. 120 IN SRV 0 5 853 router. hone. | ocal
HonmeDoT. _dot. _tcp.local. 120 IN TXT "adn=dns. hone. net" "fp_sha256=9F86D08188. .."

router. hone.local. 120 IN A 192.168.1.1
router. hone.local. 120 I N AAAA fdl2: 3456::1

8.2. DoH Service with Custom Path using HTTPS RR

O ficeDoH _doh. tcp.local. 7200 IN HTTPS 1 dnsgat eway. corp. | ocal. al pn=h2, h3 dohpat h=/i nt
ernal / dns adn=dns. cor p. exanpl e

8.3. dient Discovery Sequence with SVCB
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9.

9.1.

[ RFC8126] Cotton, M, Leiba, B., and T. Narten, "Quidelines for
Witing an | ANA Consi derations Section in RFCs", BCP 26,

R + S + T + S
| dient | | nDNS | | Encrypted | | Router
| | | Responder | | DNS Resol ver | |
S SRR + TS + R + R
| PTR Query (services) | | |
|- > | |
| PTR Response (instances) | |
S | | |
| HTTPS Query (HomeDoH) | |
--------------------------------- > |
| HTTPS Response (al pn, adn, pat h) | |
| o |
| TLS Handshake (validate adn) |
R O TR EEE LS >

Figure 2: dient Discovery Sequence
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