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Abstract

Thi s docunent describes an approach where an ACME Server can

chal l enge an ACME Cient to provide a Renpte Attestation Evidence or
Renote Attestation Result in any format supported by the Conceptual
Message W apper.

The ACME Server can optionally challenge the dient for specific
clains that it w shes attestation for.
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This note is to be renoved before publishing as an RFC
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rats.html. Status information for this docunent nay be found at
https://datatracker.ietf.org/doc/draft-liu-acme-rats/.

Di scussion of this docunent takes place on the Automated Certificate
Managenent Environnment Working Group nmailing |ist
(mailto:acne@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/acnme/. Subscribe at
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Source for this draft and an issue tracker can be found at
https://github. com | iuchunchi/draft-1liu-acne-rats.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
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time. It is inappropriate to use Internet-Drafts as reference
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1. Introduction

ACME [ RFC8555] is a standard protocol for issuing and renew ng
certificates automatically. When an ACME client needs a certificate,
it connects to the ACME server, providing a proof of control of a
desired identity. Upon success, it then receives a certificate with
that identity init

These identities become part of the certificate, usually a Fully
Qualified Domain Nanme (FQDN) that goes into the Subject At Nane
(SAN) for a certificate. Prior to ACVME, the authorization process of
obtaining a certificate froman operator of a (public) certification
authority was non-standard and ad-hoc. |t ranged from sendi ng faxes
on conpany letterhead to answering an enmail sent to a well-known
emai | address |ike hostmaster @xanpl e.com evolving into a process
where sone random zed nonce could be placed in a particular place on
the target web server. The point of this process is to prove that
the given DNS FQDN was controlled by the client system

ACME st andardi zed the process, allow ng for automation for
certificate issuance. It has been a massive success: increasing
HTTPS usage from 27%in 2013 to over 80%in 2019 [l etsencrypt].

Wil e the process supports nany kinds of identifiers: emil
addresses, DTN node |IDs, and can create certificates for client use.
However, these conbi nati ons have not yet become as popular, in part
because these types of certificates are usually located on nuch nore
general purpose systens such as | aptops and conmputers used by peopl e.

The concern that Enterprises have with the use of client side
certificates has been the trustworthiness of the client system
itself. Such systenms have many nore configurations, and are often
consi dered harder to secure as a result. \While well nanaged nutua
TLS (client and server authentication via PKIX certificate) has
significant advantages over the nore common | ogin via usernane/
passowd, if the private key associated with a client certificates is
di scl osed or lost, then the inpact can be nore significant.
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The use case envisioned here is that of an enterprise. A Network
Operations Center (NOC) (which may be internal or an externa
contracted entity) will issue (client) certificates to devices that
can prove via renpte attestation that they are running an up-to-date
operating systemas well as the enterprise-required endpoint security
sof t war e

This is a place where Renpbte Attestation can offer additiona
assurance [RFC9334]. |If the software on the client is properly
designed, and is up to date, then it is easier to assure that the
private key will be safe.

This can be extended to Bring Your Owm Device (BYOD) by having those
devi ces provide an equivalent Attestation Result.

In this docunment, we propose an approach where ACME Server NAY
chal l enge the ACME Cient to produce an Attestation Evi dence or
Attestation Result in any format that is supported by the RATS
Conceptual Message Wapper [I-D.ietf-rats-nmsg-wap], for instance, an
EAT (entity attestation token). The ACVE Server then verifies the
attestation result against an appraisal policy as required by by the
requested certificate profile.

ACME can presently offer certificates with nmultiple identities.
Typically, in a server certificate situation, each identity
represents a unique FQDN that would be placed into the certificate as
di stinct Subject Alt Names (SAN). For instance each of the nanes:
exanpl e. com ww. exanpl e. com www. exanpl e. net and

mar ket i ng. exanpl e. com mi ght be placed in a single certificate for a
server that provides web content under those four nanes.

Thi s docunent defines a new identity type, trustworthy that the ACMVE
client can ask for. A new attestation-result-01 challenge is defined
as a new nethod that can be used to authorize this identity using a
RATS Passport nodel. The encrypted-evidence-02 challenge is al so
defined, enabling a background check nechani sm

In this way, the Certification Authority (CA) or Registration
Authority (RA) issues certificates only to devices that can provide
an appropriate attestation result, indicating that the device from
whi ch the ACME request originates has passed the required security
checks.

Attested ACME requests can form an essential buil ding block towards
the continuous nonitoring/validation requirenent of Zero-Trust
princi pl e when coupled with other operational neasures, such as

i ssuing only short-lived certificates.
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For ease of denotion, we onit the "ACME" adjective fromnow on, where
Server neans ACME Server and Cient neans ACVE dient.

1.1. Attestation Results only

Thi s docunent currently only defines the a nechanismto carry
Attestation Results fromthe ACME client to the ACVE server. It
limts itself to the Passport nodel defined in [ RFC9334].

This is done to sinplify the conbinations, but also because it is
likely that the Evidence required to nmake a reasonabl e assessnent

i ncludes potentially privacy violating clains. This is particularly
true when a device is a personal (BYOD) device; in that case the
Verifier mght not even be owned by the Enterprise, but rather the
devi ce manuf acturer.

In order to make use of the background check that Evidence woul d need
to be encrypted fromthe Attesting Environnent to the Verifier, via
the ACMVE Server -- the Relying Party. Secondly, in order for the
ACMVE Server to be able to securely conmunicate with an Enterprise

| ocated Verifier with that Evidence, then nore conpl ex trust

rel ati onshi ps would need to be established. Thirdly, the Enterprise
Verifier systemwould then have to expose itself to the ACVE Server
whi ch may be |ocated outside of the Enterprise. The ACME Server, for
resiliency and | oadi ng reasons may be a numerous and dynam c cl uster
of systemns, and providing appropriate network access controls to
enabl e this conmmuni cation may be difficult.

I nstead, the use of the Passport nodel allows all Evidence to renain
within an Enterprise, and for Verifier operations to be nore self-
cont ai ned.

1.2. Rel at ed wor k

[ CSRATT] define trustworthy clains about the physical storage
location of a key pair’s private key. This nmechanismonly relates to
how the private key is kept. |t does not provide any claimabout the
rest of the nechani sns around access to the key. A key could well be
stored in the nost secure way inmaginable, but in order to use the key
some command nechani sm nmust exist to invoke it.

The nechani smcreated in this docunment allows certification authority
to access the trustworthiness of the entire system That accessnent
goes well beyond how and where the private key is stored. ACME uses
Certificate Signing Requests, so there is no reason that [CSRATT]
coul d not be combined with the mechani sm described in this document.
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[ RATSPA] defines a summary of a |ocal assessnent of posture for
managed systenms and across various layers. The clains and nechani sns
defined in [ RATSPA] are a good basis for the assessnent that wll
need to be done in order to satisfy the trustworthiness chall enge
detailed in this docunent.

2. Extensions -- trustworthy identifier
This is a newidentifier type.
type (required, string): The string "trusthworthy".
val ue (required, string): The constant string "trustworthy"
The foll owi ng sections detail the changes.

2.1. Step 1: newOrder Request Ohject
During the certificate order creation step, the Cient sends a
[ newOrder JWS request (Section 7.4 of [RFC8555]) whose payl oad
contains an array of identifiers.
The client adds the trustworthy identifier to the array.
This MJUST NOT be the only identifier in the array, as this identity
type does not, on its own, provide enough authorization to issue a
certificate. In this exanple, a dns identity is chosen for the
domai n nane client0l1.finance. exanpl e.

An exanpl e extended newOrder JWS request:

POST /acne/ new order HITP/ 1.1
Cont ent - Type: application/json

"protected": base64url ({
"al g": "ES256",
})1
"payl oad": base64url ({
"identifiers": [
{ "type": "truthworthy", "value": "trustworthy" },
{ "type": "dns", "value": "clientOl.finance.exanple" },

b,
"signature": "H6ZXt G TZyUnPeKn. .. wEA4Tkl Bdh3e454g"
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2.2. Step 2: Oder vject

As explained in [ RFC8555], Section 7.1.3, the server returns an O der
oj ect.

An exanpl e extended Order Object that includes

POST /acnme/ new order HTTP/ 1.1

HTTP/ 1.1 200 K
Cont ent - Type: application/json

"status": "pending",

"identifiers": [
{ "type": "trustworthy", "value": "trustworthy" },
{ "type": "dns", "val ue": "0123456789abcdef" 1},

1.

"aut hori zations": [
"https://exanpl e. com acne/ aut hz/ PAni VnsZci s",
"https://exanpl e. com acne/ aut hz/ Cluq5Dr +x8GSEJTSKWsB" ,

1.

"finalize": "https://exanple.com acne/order/T..fgo/finalize",

}

Note that the URLs listed in the authorizations array are arbitrary
URLs created by the ACME server. The last conmponent is a randomy
created string created by the server. For sinplicity, the first URL
is identical to the exanple given in [ RFC8555].

2.3. Step 3: Authorization Object

The Server has created an Authorization Object for the trustworthy
and dns identifiers.

The client accesses each authorization object fromthe URLS given in
the Order Object. 1In this exanple, the PAni VnsZcis authorization
relates to the dns identifier, and it is not changed from [ RFC8555],
Section 8.

The Cluq5Dr +x8GSEJTSKWSB aut hori zation is a new authorization type,
trustworthy, it is detailed in Section 3 and Section 4.

Here is an exanpl e:
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GET https://exanpl e. com acne/ aut hz/ Cluq5Dr +x8GSEJTSKWEB HTTP/ 1. 1
HTTP/ 1.1 200 K

Cont ent - Type: application/json

"status": "pending",
"expires": "2025-09-30T14: 09: 07.992",

"identifier": {
"type": "trustworthy",

"val ue": "trustworthy"
}1
"chal | enges": [
{
"type": "trustworthy",
"status": "pending",
"token": "yoWRL2zPBzYEHBQO6JY",
"url": "https://exanpl e.com acne/chal |/ prV_8235AD9d",
}

1
}

2.4. Step 4. Obtain Attestation Result

The client now uses the token yoWRL2zPBzYEHBQO6Jy as a fresh nonce.
It produces fresh Evidence, and provides this to the Verifier.

The details of this step are not in scope for this docunent. As an
exanple, it mght use TPM CHARRA [ RFC9684], or X, or Y (XXX: insert
nmore options)

The format result is described in Section 3.2 and Section 4.2. (An
exanple from|[I-D.ietf-rats-ar4si] would be good here)

This result is sent as a POST to https://exanpl e.confacne/chall/
prV_8235AD9d

PCST https://exanpl e.com acne/ chal | / prV_8235AD9d HTTP/ 1.1

HTTP/ 1.1 200 K
Cont ent - Type: application/ cmwcbor

yePAuQ 5xXAnz87/ 71 t CkDTk5Y4syoWLRL2z PBz YEHBQO6Jy WvZDYPY] eTqwl Pszb9G bxwOUAEFXx5Dx ChV1

(EDI T: change to cwmtj ws exanpl e)
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The Server decodes the provided CMV[I-D.ietf-rats-nmsg-wap]. The
Attestation Results found within will be digitally signed by the
Verifier.

The Server MUST verify the signature. The signature MJUST be froma
Verifier that the ACME Server has a trust anchor for. The list of
trust anchors that a Server will trust is an attribute of the ACVE
Account in use. The details of how these trust anchors are
configured is not in scope for this docunent.

At this point, if the client were to retrieve the authorization
object fromstep 3, it would observe (if everything was accepted,
verified) that the status for this challenge would now be marked as
val i d.

2.5. Step 5: Performother challenges
The client SHOULD now perform any other challenges that were |isted
in the Order hject fromstep 2. ACME provides no ordering
constraint on the challenges, so they could well have occured
concurrently.

2.6. Step 6: Finalize Oder, retrieve certificate
At this point, the process continues as described in [ RFC8555],
Section 7.4. This means that the finalize action is used, which
includes a CSR. If all is well, it will result in a certificate
bei ng i ssued.

3. ACME Extensions -- attestation-result-01 chall enge type
A attestation-result-01 challenge type asks the Client to prove
provide a fresh Attestation Result. This section describes the
chal | enge/ response extensions and procedures to use them

3.1. attestation-result-01 Chall enge

The attestation-result-01 Chall enge works with Passport Mdel of
RATS.

The correspondi ng Chal | enge Object is:
type (required, string): The string "attestation-result-01"
token (required, string): A randomy created nonce provided by the

server which MJUST be included in the Attestation Results to
provi de freshness.
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attestd aimsHint (optional, list of string) |If the Server requires
attestation of specific clainms or properties in order to issue the
requested certificate profile, then it MAY |ist one or nore types
of clains fromthe new y-defined ACVME Attest Clains Hints registry
defined in Section 5.

Once fresh Attestation Results have been obtained from an appropriate
RATS Verifier, then this result is posted to the URL provided in the
url attribute.

3.2. attestion-result-01 Response

The data sent SHOULD be Attestation Results in the formof of a CMV
[I-Dietf-rats-nmsg-wap], Section 5.2 tagged JSON encoded Attestation
Results for Secure Interactions (AR4SI) [I-D.ietf-rats-ar4si]. The
CMtype MJST include attestation-results, and MUST NOT incl ude any

ot her wapped values. Qher formats are pernitted by prior
arrangenment, however, they MJST use the CMNformat so that they can
be di stingui shed.

4. ACME Extensions -- attestation-evidence-01 chall enge type
A attestation-evidence-01 chall enge type asks the Cient to send
fresh Evidence to the Server. The Server will use the RATS
background nodel to connect to a Verifier, obtaining Attestation
Resul t s.

4.1. attestation-evidence-01 Challenge

The attestation-evidence-01 Chall enge works w th Background Mddel of
RATS.

The correspondi ng Chal | enge bject is:

type (required, string): The string "attestation-evidence-01".

token (required, string): A randomy created nonce provided by the
server which MJST be included in the Evidence to provide
freshness.

verifierEncryptionCredential (optional, base64 encoded) This node is

for cases where the evidence of a device contains specific
identifiers that could be Iinkable to a person and therefore

qualify as Personally Identifiable Information. |In these cases,
the Server MAY opt to pass the evidence encrypted to the Verifier
so that it never needs to handle to decrypted PII. The

verifierENcryptionCredential can be of any type that is conpatible
with JWE encryption.
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4.

6

2. attestion-evidence-01 Response

Once fresh Evidence has been collected, then it is posted to the URL
provided in the url attribute.

The data sent SHOULD be Evidence in the formof of a CWV
[I-Dietf-rats-nsg-wap], Section 5.2 tagged JSON encoded Evi dence.
The CMMtype MJST include Evidence, and MUST NOT include any other
wr apped values. Oher formats are permtted by prior arrangenent,
however, they MJST use the CMNfornmat so that they can be

di sti ngui shed.

If a verifierEncryptionCredential was provided by the Server, then
the dient MJIST encrypt the evidence by placing the entire CMNas the
payl oad of a JWE encrypted for the verifierEncrypti onCredenti al

ACME Attest Clains Hint Registry
(EDIT: unclear if this is still inportant)

In order to facilitate the Server requesting attestation of specific
types clainms or properties, we define a new registry of ACME C ains
Hints. 1In order to preserve flexibility, the daimH nts are
intended to be generic in nature, allowing for the client to reply
with any type of attestation result that contains the requested
information. As such, these values are not intended to nmap one-to-
one with any specific renote attestation evidence or attestation
result format, but instead they are to serve as a hint to the ACME
Client about what type of attestation it needs to collect fromthe
device. Utimtely, the CA's certificate policies will be the
authority on what evidence or attestation results it will accept.

The ACME Attest Clainms Hint Registry is intended to help clients to
coll ect evidence or attestation results that are nost likely to be
acceptable to the Server, but are not a guaranteed repl acenent for
performng interoperability testing between a given attesting device
and a given CA. Sinmilarly, an ACME attestation hint may not map one-
to-one with attestation functionality exposed by the underlying
attesting device, so ACME clients mght need to act as internediaries
mappi ng ACVE hints to vendor-specific functionality on a per-

har dwar e- vendor basi s.

See Section 8.1 for the initial contents of this new registry.

Exanmpl e use cases

Liu, et al. Expires 28 March 2026 [ Page 11]



I nternet-Draft acne-rats Sept enber 2025

6.1. Conflicting duties
(EDIT: This text m ght be stale)

1. Integration/conpatibility difficulty: Integrating SOC and NOC
requires plenty of custoni zed, case-by-case devel opi ng work
Especial ly considering different systemvendors, system versions,
different data nodels and formats due to different client
needs... Let al one possibl e updates.

2. Conflict of duties: NOC people do not want SCOC people to
interfere with their daily work, and so do SOC people. Al so, NCC
peopl e nmay have limted security know edge, and SOC peopl e vice
versa. Were to draw the line and what is the best tool to help
them col | aborate is a question

6.2. Enterprise WFi Access

In enterprise access cases, security adnministrators wish to check the
security status of an accessing end device before it connects to the
internal network. Endpoint Detection and Response (EDR) softwares
can check the security/trustworthiness statuses of the device and
produce an Attestation Result (AR) if the check passes. ACME- RATS
procedures can then be used to redeema certificate using the AR

Wth that being said, a nore specific use case is as follows: an
enterprise enployee visits nultiple canpuses, and connects to each
one’s WFi. For exanple, an inspector visits many (tens of) power
substations a day, connects to the |local WFi, download | og data,
proceed to the next and repeat the process.

Current access solution include: 1. The inspector renmenbers the
password for each WFi, and conduct the 802. 1X EAP password- based

( PAP/ CHAP/ M5- CHAPv2) aut hentication. or 2. an enterprise MDM receives
t he passwords and usernanes over application |ayer connection from
the MDM server, and enter themon user’s behalf. Wile Solution 1
obvi ously suffer from nanagenment burdens induced by massive nunber of
password pairs, and password rotation requirenments, the drawback of
Solution 2 is nore obsecure, which include:

a. Bring Your Om Device (BYOD) situation and MDMis not avail abl e
b. Password could risk | eakage due to APP conpromi se, or during
Internet transmi ssion. Anyone with | eaked password can access,

wi t hout bi ndi ng of trusted/usual devices. c. The RADIUS dient/
Access Point/Switch is not aware of the identity of the accessing
devi ce, therefore cannot enforce nore fine-grained access policies.
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An ideal user story is: 1. Wen the inspector is at base (or
whenever the Renote Attestation-based check is available), he get his
devi ce inspected and redeem a certificate using ACME-RATS. 2. When
at substation, the inspector authenticate to the WFi using EAP-TLS,
where all the substations have the conpany root CA installed. 2*.
Alternatively, the Step 2 can use EAP-repeater node, where the RAD US
Client redirects the request back to the RAD US Server for nore
advanced checks.

6. 3. BYQOD devices

Anot her exanple is issuing SSMME certificates to BYOD devices only
if they can prove via attestation that they are registered to a
corporate MDM and the user they are registered to matches the user
for which a certificate has been requested.

In this case, the Server might challenge the client to prove that it
is properly-registered to the enterprise to the sanme user as the
subj ect of the requested SIMME certificate, and that the device is
runni ng the corporate-approved security agents.

6.4. Private key in hardware

In sone scenarios the CA might require that the private key
corresponding to the certificate request is stored in cryptographic
hardwar e and non-extractable. For exanple, the certificate profile
for sonme types of administrative credentials may be required to be
stored in a token or snmartcard. O the CA mght be required to
enforce that the private key is stored in a FIPS-certified HSM
running in a configuration conpliant with its FIPS certificate --
this is the case, for exanple, with CA/ Browser Forum Code Signing
certificates [ CABF-CSBRs] which can be attested for exanple via

[ RATSKA] .

It could also be possible that the requested certificate profile does
not require the requested key to be hardware-backed, but that the CA

will issue the certificate with extra assurance, for exanple an extra
policy O D or a longer expiry period, if attestation of hardware can

be provi ded.

7. Security Considerations
The attestation-result-01 challenge (the Passport Mdel) is the
mandatory to inplenment. The encrypted-evidence-01 chall enge (the

background-check nodel) is optional

In all cases the Server has to be able to verify Attestation Results
fromthe Verifier. To do that it requires appropriate trust anchors.
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8.

8.

In the Passport nodel, Evidence -- which may contain personally
identifiable information (PI1)) -- is never seen by the ACME Server.
Additionally, there is no need for the Verifier to accept connections
from ACME Server(s). The Attester/Verifier relationship used in the
Passport Model |everages a pre-existing relationship. For instance
if the Verifier is operated by the manufacturer of the Attester (or
their designate), then this is the sane rel ationship that woul d be
used to obtain updated software/firmvare. In this case, the trust
anchors may al so be publically avail able, but the Server does not
need any further relationship with the Verifier

In the background-check nodel, Evidence is sent fromthe Attester to
the ACVE Server. The ACME Server then relays this Evidence to a
Verifier. The Evidence is encrypted so that the Server it never able
to see any PIl which mght be included. The choice of Verifier is
nore conplex in the background-check nodel. Not only does ACME
Server have to have the correct trust anchors to verify the resulting
Attestation Results, but the ACME Server will need sone kind of

busi ness relationship with the Verifier in order for the Verifier to
be willing to apprai se Evidence.

The trustworthy identifier and chall enge/response is not an actua
identifier. It does not result in any specific contents to the
certificate Subject or SubjectAltNane.

I ANA Consi derati ons
1. ACME Attest Clainms Hint Registry

I ANA is requested to open a new registry, XXXXXXXX
Type: designated expert

The registry has the foll ow ng col ums:

* CaimHnt: the string value to be placed within an ACME devi ce-
attest-02 or device-attest-03 chall enge.

* Descryption: a descryption of the general type of attestation
evi dence or attestation result that the client is expected to
produce.

The initial registry contents is shown in the table bel ow.
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| daimHint | Description |
[ oo b ool s oo oo e o s s s s s s o}
| FIPS_node | Attestation that the device is |
| | currently booted in FIPS node. |
o a o o m e e e e e e e e e e e e e e e e eeoe—o - +
| OS_ patch_level | Attestation to the version or patch |
| | level of the device's operating system |
o e T +
| sw_mani f est | A rmanifest list of all software |
| | currently running on the device. |
o a o o m e e e e e e e e e e e e e e e e eeoe—o - +
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